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Abstract – The amount of data generated and collected across
computing platforms every day is not only enormous, but growing
at an exponential rate. Advanced data analytics and machinelearning techniques have become increasingly essential to analyze
and extract meaning from such “Big Data”. These techniques can
be very useful to detect patterns and trends to improve the
operational behavior of computing platforms, but they also
introduce a number of outstanding challenges: (1) How can we
design and deploy data analytics and learning mechanisms to
improve energy-efficiency in IoT and mobile devices, without
introducing significant software overheads? (2) How to use
machine learning and analytics techniques for effective designspace exploration during manycore chip design? (3) How can data
analytics and learning improve the reliability and energyefficiency of large-scale cloud datacenters, to cost-effectively
support connected embedded and IoT platforms? (4) How can data
analytics detect anomalies and increase robustness in the network
backbone of emerging cloud datacenter networks? In this paper,
we discuss these outstanding problems and describe far-reaching
solutions applicable across the interconnected ecosystem of IoT
and mobile devices, manycore chips, datacenters, and networks.
Categories and Subject Descriptors: • Computing methodologies
~Machine learning • Computer systems organization~Embedded and
cyber-physical systems • Computer systems organization~Dependable and
fault-tolerant systems and networks • Hardware~Power and energy
Keywords: data analytics, mobile computing, manycore chips, datacenters, networks, energy-efficiency, robustness

1. INTRODUCTION
It is well known that we are in the midst of a Big Data revolution, with a rapidly expanding ecosystem of diverse sources of
massive datasets. Recent conservative studies estimate that global
datacenter traffic was 4.7 zettabytes (ZB) in 2015, and is expected
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to double every two years [1]. This increase in data over the past
decade has been fueled by the proliferation of embedded Internet
of Things (IoT) devices and mobile computing, which in turn have
spurred the growth in cloud computing and the global data centers
required to support the paradigm. The generated data can be structured (e.g., financial, electronic medical records), semi-structured
(e.g., tweets, emails), unstructured (e.g., audio, video), or real-time
(e.g., network traces, monitoring logs). All of these types of data
have the potential to provide invaluable insights, if organized and
analyzed appropriately. The analyses of such large and diverse datasets is fast emerging as an indispensable tool for innovations in
various domains such as healthcare, business process optimization,
and social-network-based recommendations.
Unfortunately, it is projected that data growth in the coming
years will largely outpace foreseeable improvements in the cost,
reliability, energy-efficiency, and performance of computing infrastructure such as manycore processing subsystems, mobile platforms, networks, and data centers. Thus, the design of future computing platforms requires significant innovations, to overcome increased energy costs and failures due to high computational power
and increasing fault susceptibility, respectively, when processing
and analyzing large datasets. Fortunately, system designers that are
today grappling with the challenge of efficiently supporting large
datasets and data analytics workloads can themselves benefit from
data analytics techniques to architect better computing platforms.
In this paper, we argue that data analytics can help hardware
designers and system architects in the design, control, and testing
of emerging computing systems at different levels of abstraction
to achieve energy-efficiency and robustness for the Big Data era.
For instance, in the domain of mobile computing, massive amount
of data is typically collected about user-device interactions and usage. How can this data be analyzed to improve energy efficiency
and robustness? Similarly, in the Electronic Design Automation
(EDA) domain, a large amount of data is available corresponding
to simulation traces of chip-based designs at design-time, and sensing information from various in-situ sensors at run-time. How can
we utilize this data to improve energy-efficiency and robustness of
manycore processing? Datacenters and large-scale networks are at
the forefront of handling massive volumes of data today. Can data
analytics help improve their energy-efficiency and robustness?
In the rest of the paper, we discuss and explore the intriguing
possibility of using data analytics as an enabler for energy-efficiency and robustness, across the interconnected domains of mobile computing (Section 2), manycore chip design (Section 3), datacenters (Section 4), and large-scale networks (Section 5).

2. DATA ANALYTICS IN MOBILE COMPUTING
There has been an increasing trend of people becoming dependent on mobile devices for communication and data access. According to a recent study [2], 99% of adults in the USA between 18-29
years of age own a smartphone. Another study from CISCO [3] in
2016 suggests that on an average 10.7 exabytes of mobile data traffic is offloaded each month from mobile phones to datacenters.
The study further forecasts that this value is set to increase 8-fold
by the year 2021. As the data processed and produced by mobile
devices has been increasing, device battery lifetime has been steadily decreasing. Most portable devices today make use of lithiumion polymer batteries that have been used in electronics since the
mid 1990’s. Although lithium-ion battery technology and capacity
has improved over the years, it still cannot keep pace with the energy demands of today’s mobile devices. Moreover, the market demand for thin and lightweight devices means that large batteries
with high capacity cannot be integrated into most mobile devices.
As battery lifetime directly impacts the robustness and availability of mobile devices, which is critical in many scenarios (e.g.,
emergency communication between first responders after natural
disasters), it has motivated researchers to focus on improving the
energy-efficiency of mobile devices. A promising direction is to
utilize analytics techniques on the data collected by mobile device
users, to deliver insights into user behavior, and use that information for predictive data analytics to enhance energy-efficiency.
The remainder of this section discusses several such techniques.
2.1. Techniques for Energy-Efficient Mobile Systems
To create energy-efficient mobile devices, it is important to first
identify the components that are major contributors towards poor
battery life. There are three major components of the smartphone
that utilize most of its energy: the display, the processing
(CPU/GPU) subsystem, and the various wireless radios (e.g., WiFi, GPS, 4G/LTE). Any framework to optimize energy-efficiency
must address the energy inefficiencies in these components.
2.1.1. AURA framework for display and CPU management
Our AURA framework [4], [5] was one of the first to use data
analytics to reduce energy costs for both the display and the processing subsystems. The framework involved an app-aware and
user-aware energy optimization middleware that was based on applying analytics techniques to user-device interaction data. AURA
integrates a runtime monitor that captures data to exploit user-specific and app-specific interaction slack to reduce processing energy
costs. Interaction slack (Figure 1(a)) refers to the sum of the unused times between when a user first perceives a change on the
display (perceptual slack) due to a previous interaction (e.g., a button on the screen changes color), then comprehends what the response “actually” represents (cognitive slack), and finally interacts
with application again by touching the screen using his/her fingers
(motor slack). By predicting this interaction slack interval on a perapp and per-user basis, it is possible to opportunistically reduce
CPU voltage/frequency at the start of the interval and then increase
the voltage/frequency just before the interval ends, to save energy
without impacting user quality of service.
In a typical usage scenario with AURA, its runtime monitor
(Figure 1(b)) checks if the current foreground app has an entry in
an ‘interaction database’, and if so then the interaction data (standard deviation and mean of a user’s observed slack values from previous interactions) in it can be used for slack prediction. If the database does not exist, the middleware starts collecting data about
interaction pattern statistics. A Bayesian classifier is then used to
classify the interaction profile for the app using the collected data

[4]. Bayesian learning is a form of supervised machine learning
that involves using evidence or observations along with prior outcome probabilities to calculate the probability of an outcome. Once
the classification for the app is known, an MDP (Markov Decision
Process) based power manager is used [4] to opportunistically decrease CPU voltage/frequency in between slack intervals. MDPs
are discrete time stochastic control processes that are widely used
as decision-making models for systems in which outcomes are
partly random and partly controlled. In [5], this MDP was improved upon by a Q-Learning based power manager. Q-Learning
is a reinforcement learning technique that does not require a model
of the environment and has the advantage that the next state probability distributions that are used in MDPs are not required.
AURA also saves display energy by using the principle of
change blindness, as revealed by researchers in human psychology
and perception. Change blindness refers to the inability of humans
to notice large changes in their environments, especially if changes
occur in small increments. Many studies have confirmed this limitation of human perception– a majority of observers in one study
failed to observe when a building in a photograph gradually disappeared over the course of 12 seconds; in another study, gradual
color changes over time to an oil painting went undetected by a
majority of subjects but disruptive changes such as the sudden addition of an object were easily detected. By gradually reducing
screen brightness over time using user-device and app-specific interaction data, the power manager in AURA is able to reduce display energy consumption without causing user dissatisfaction.
Our experiments with AURA demonstrated 17% energy savings
on average compared to the baseline Android device manager and
approx. 2.5× more energy savings over the best known prior work
[6] on mobile CPU and display energy optimization.

(a)

(b)
Figure 1: (a) Interaction slack estimation; (b) AURA energy optimization
middleware framework for mobile devices [5].

2.1.2. Context-aware wireless radio management
Smartphones often come packed with a myriad of wireless interfaces such as GPS, Wi-Fi and 3G/4G. Even when these interfaces are idle, it was shown in [7] that if they are enabled they
account for more than 25% of the total power dissipation of the

smartphone. Our framework in [7], [8] represents one of the first
efforts for wireless interface energy management in mobile devices based on applying analytics on user and device context data.
Our middleware framework involves capturing contextual data
attributes such as temporal use data (e.g., day of week and time),
spatial environment data (e.g., ambient light, Wi-Fi RSSI, 3G/4G
signal strength), and device state (e.g., battery status, CPU utilization). To prune the massive amount of data captured, we employed
Principal Component Analysis (PCA), a form of dimensionality
reduction, by projecting the captured data from various sources
onto a fewer number of optimally selected eigenvectors, effectively reducing the attribute space to the number of eigenvectors.
We then explored the use of five different classes of machine
learning algorithms, namely LDA (Linear Discriminant Analysis),
LLR (Linear Logistic Regression), NN (Neural Networks), KNN
(K-Nearest Neighbor) and SVM (Support Vector Machine), towards predicting user data/location usage requirements (e.g., is
data transfer needed? is coarse-grained location needed? is finegrained location needed?) based on the pruned spatiotemporal and
device context data collected. The predictions are then used to
adapt and turn the various data transfer and location estimation
wireless interfaces off or on in an intelligent manner, to reduce
their energy consumption. We demonstrated up to a 90% successful prediction using SVM, NN, and KNN algorithms, and accuracy
improvements of approx. 50% over a self-organizing map prediction approach from [9]. Further, we achieved 24% higher energy
savings on average than the state-of-the-art prior work [10].

the-art fuzzy logic based offloading approach [12]. For certain applications, e.g., voice recognition, we found that offloading can
also improve recognition robustness (accuracy) by approx. 10%.
2.2. Mobile Data Analytics: Indoor Navigation Case Study
The above discussion highlights the fact that data analytics can
improve energy-efficiency and robustness of mobile devices during everyday usage scenarios. Moreover, data analytics also has
the potential to improve performance for various applications of
mobile computing. As an example, consider the domain of indoor
navigation with mobile devices, where the goal is to use data captured through smartphone radio interfaces and sensors to estimate
the location of the user indoors (inside of buildings, caves, etc.) in
real time. This is a challenging problem because GPS signals are
weak and ineffective in indoor environments, and the wireless signal-based infrastructure for indoor localization is diverse, prone to
interference, and often entirely non-existent [13].
Our LearnLoc framework in [14] proposed using data analytics
to improve indoor localization accuracy and energy efficiency in a
variety of indoor environments. We capture WiFi “fingerprint”
data (signal strength, signal type, access point ID) in a continually
updated database for indoor locales together with inertial sensing
readings (based on accelerometer, gyroscope, and magnetometer
sensor data) on mobile devices. This data is then analyzed and
parsed with machine learning techniques to estimate location in
real time. Figure 3 shows a comparison of three variants of the
Learnloc framework that use Linear Regression (LR), non-linear
neural networks (NL-NN) and K-nearest neighbor (KNN) techniques to improve the robustness of indoor localization. The use of
smart machine learning techniques helps LearnLoc significantly
improve prediction accuracy and overcome noisy data readings
compared to prior work that relies entirely on inertial navigation
(Inertial Nav) or signal fingerprinting (Radar [15], PlaceLab [16])
without using such analytics/learning techniques.

Figure 2: Average battery consumption on a mobile device for torrent file
download operations; local processing is done on the device whereas offloaded processing is performed on Amazon EC2 cloud instances [11].

2.1.3. Mobile to cloud offloading
Data analytics can also be used to assist with the offloading of
workloads from mobile devices to the cloud, to improve energy
efficiency and robustness of computations. In [11], we proposed
such a framework for mobile devices that utilized various sources
of data such as the applications communication/computation intensiveness, type and status of available wireless networks, and the
capabilities of cloud servers, to make decisions on when and how
to offload an application from the mobile device to the cloud.
Figure 2 shows an example of how the Android based torrent
app Flud can benefit from offloading, allowing for improved energy efficiency. Different network types, the state of the network,
and data transfer sizes result in varying improvements in energy,
as depicted by the different bars and error bars of the readings in
the figure. We proposed a middleware framework to enable intelligent mobile to cloud offloading decisions. The framework was
based on an unsupervised Q-learning technique that analyzed the
data for the app type, network type, network conditions, and cloud
capabilities to select the optimal network type and decide when
and what to offload. Our experiments with real smartphones
showed savings of up to 30% in battery life with up to 25% better
response time when using our framework compared to a state-of-

Figure 3: Comparison of indoor localization techniques [14].

3. DATA ANALYTICS IN MANYCORE DESIGN
In this section, we describe how data analytics can be leveraged
for the design and optimization of manycore chip design.
3.1. Design-Time Optimization
Optimization processes that are carried out only once in the design process qualify as static optimization problems. One important example is the design of a Network-on-Chip (NoC) enabled manycore chip for a set of real-world applications [17]-[18].
Problem Description. The goal of an on-chip communication system design is to transmit data with low latencies and high throughput using the least possible power and resources. In this context,
the design of a small-world (SW) network-based NoC architecture
[17] is a notable example. It has been shown that either by inserting
long-range shortcuts in a regular mesh architecture to induce a SW
effect or by adopting a power-law based SW connectivity, it is possible to achieve significant performance gain and lower energy

consumption compared to traditional multi-hop mesh networks.
However, the appropriate placement of the cores, routers, and links
is crucial for maximizing the performance benefits. Hence, our
goal is to optimize their placement to improve the network latency
and power consumption per message for a given set of workloads.
Optimization Objective. We define an objective function O
called communication cost (traffic weighted average hop count),
which combines NoC performance metrics of network latency and
energy consumption per message [17]. Optimizing communication
cost ensures lower average hop count and improvement in network
performance in terms of both latency and energy consumption.
Challenges. The space of physically feasible NoC-enabled manycore chip designs D is combinatorial in nature and our goal is to
find the design d ϵ D that minimizes O. In principle, one could
employ popular algorithms such as hill-climbing with random restarts and simulated annealing. However, these algorithms do not
scale for extremely large design spaces as in our case, and their
anytime behavior (computation time vs. quality of solution) can be
arbitrarily bad for practical time bounds [19]. Motivated by these
observations, we leverage machine-learning techniques to explore
the design space to achieve computational efficiency and better anytime behavior for design optimization [20]-[21].

a local optima and new training data is generated to improve E;
and 2) Meta search, where it performs search with the learned evaluation function E to select good starting states to improve the performance of the local search procedure A. We want to learn E such
that it can estimate the value of design d as a starting point for A
guided by O. In the initial exploration phase, E may not lead to
good solutions but as the iterations progress, E will improve with
the training data generated from the search experience in the base
search mode. In a recent work, we undertook a comparative performance analysis between STAGE, SA and GA in designing a
TSV-enabled 3D SWNoC architecture [17]. Figure 5 shows the
communication cost of the optimized network from the STAGE,
SA, and GA algorithms as a function of time. We can see that
STAGE uncovers high-quality designs very fast (within 5
minutes). SA and GA reach Obest more gradually compared to
STAGE, and even after 50 minutes, their Obest does not reach the
same solution as STAGE. It should be noted that we have to optimize the NoC design for various applications. Hence, this additional time needed by SA and GA will be a significant overhead
when we have to optimize and reconfigure the SWNoC in the field.
We conjecture that with the increase in the design space due to
large system sizes and emerging technologies (e.g., monolithic 3D
integration), STAGE will be even more efficient than SA and GA.

Figure 5: Performance comparison for the machine-learning-based algorithm (STAGE), Simulated Annealing (SA), and Genetic algorithm (GA).
Figure 4: High-level overview of STAGE algorithm.

Design-Time Optimization using Machine Learning. We employ an online learning algorithm called STAGE [22], which was
originally developed to improve the performance of local search
algorithms (e.g., hill climbing) with random-restarts for combinatorial optimization problems. The high-level conceptual idea of the
algorithm is shown in Figure 4. The key insight behind STAGE is
to leverage some extra features ϕ(d) ϵ Rm (m is the number of features) of the optimization problem to learn an improved evaluation
function E that can estimate the promise of a design d as a starting
point for the local search procedure A. It employs E to intelligently
select promising starting states that will guide A towards significantly better solutions. Past work in the search community concluded that many practical optimization problems exhibit a “globally convex” or “big valley” structure, where the set of local optima appear to be convex with one global optimum in the center
[22]. The main advantage of STAGE over popular algorithms such
as simulated annealing and Integer Linear Programming (ILP) is
that it tries to learn the solution space structure, and uses this information in a clever way to improve both convergence time and
the quality of the solution. This aspect of STAGE is very advantageous for large system sizes to improve the design-validate cycle
before mass manufacturing and for dynamically adapting the designs for new application workload.
Overview of STAGE. The STAGE algorithm repeatedly alternates between two types of search as shown in Figure 4: 1) Base
search, where A is run with the original objective O until it reaches

3.2. Run-Time Optimization
Optimization processes that are carried out many times during
the operation of manycore systems qualify as dynamic optimization problems. Some examples include dynamic power management [23]-[24] and adaptive routing [25] to optimize energy and
thermal profiles. In these cases, machine learning techniques can
be useful in learning the models and policies for dynamic manycore optimization by mapping the information from sensors at various levels to actionable decisions. Additionally, the policy can dynamically learn how its actions affect the system and readjust its
model accordingly. We will discuss dynamic power management
as a representative example of this problem space.
Problem Description. The design of high-performance manycore
chips is dominated by power and thermal constraints. Voltage-Frequency Islands (VFI) have emerged as an efficient and scalable
power management strategy [23]. In such designs, effective VFI
clustering techniques allow cores and network elements (routers
and links) that behave similarly to share the same Voltage/Frequency (V/F) values without significant performance penalties.
Naturally, with time-varying workloads, we can dynamically finetune the V/F levels of VFIs to further reduce the energy dissipation
with minimal performance degradation. For applications with
highly varying workloads, machine learning methods are suitable
to fine-tune the V/F levels within VFIs.
Optimization Objective. Consider a manycore system with
cores. Without loss of generality, let us assume that there exist

VFIs. The DVFI control policy , at each time interval or control
epoch (where is the total number of epochs), takes the current
system state and generates the V/F allocation for all VFIs, i.e.,
:

→{ / ,

/ ,…,

/ }

(1)

Given a VFI-enabled manycore architecture, an application, and a
maximum allowable performance penalty, our goal is to create a
DVFI control policy ∗ that minimizes energy dissipation within
the user-specified maximum allowable performance penalty.
Reinforcement Learning. We can naturally formulate the problem of creating dynamic VFI (DVFI) control policies in the framework of Reinforcement Learning (RL). RL methods learn policies
to efficiently control a system via a trial-and-error approach, i.e.,
interacting with the system and observing the resulting costs or reinforcements. Indeed, prior work has routinely employed RL
methods to create fine-grained DVFS control policies [26]-[29].
However, three major drawbacks of this approach exist: i) RL approaches do not scale for large manycore systems: the computational complexity of learning high-quality control policies along
with large hardware overheads to store the policy both increase
with the system size; ii) RL ignores the rich structural dependencies between different parts of the system (e.g., between VFIs and
their controllers); and iii) It can be difficult to design a cost function that leads RL to the desired behavior.
Imitation Learning. Imitation learning (IL) [30]-[31] is considered to be an exponentially better framework than RL for learning
sequential decision-making policies, but assumes the availability
of a good Oracle (or expert) policy to drive the learning process.
a) Oracle Construction. As the learning process is offline, we
access future system states and perform a look-ahead search to find
the best joint V/F allocation for all VFIs. This is accomplished by
running the application with different V/F assignments to optimize
global performance (i.e., EDP of the system). To overcome the
computational challenge and closely approximate optimality, our
key insight is to perform local optimization followed by aggregation for global optimization. First, we compute the optimal V/F
(which minimizes EDP) for each VFI, at each control epoch, for m
different execution time penalties (e.g., 0%, 5%, and 10% for m =
3). This gives us m different V/F assignments for each control
epoch. Second, for every n control epochs, we compute the best
V/F decisions by performing an exhaustive search over all possible
combinations of local optima from the first step (mn). Note that it
is easy to find a small m that works well in practice, but both the
quality and computation time of the Oracle depends on n.
b) DVFI Control Decision-Making. We formulate the problem
of DVFI control decision-making as a structured output prediction
task [20]. This is the task of mapping from an input structured object (a graph with features on the nodes and edges) to an output
structured object (a graph with labels on the nodes and edges). In
DVFI control, the input graph contains a node for each VFI with
edges defined based on the inter-VFI traffic density. The label for
each node in the output graph represents the V/F allocation of the
corresponding VFI. The edges in the graph correspond to the structural dependencies between different input and output variables.
To address the computational challenge of decision-making, we
learn pseudo-independent structured controllers to achieve efficiency without losing accuracy. Specifically, we learn k controllers, one controller for each VFI.
c) DAgger Algorithm. Our goal is to learn a controller that closely
follows the Oracle in terms of V/F allocation. We use an advanced
imitation learning algorithm named DAgger [30] to learn robust

policies (Figure 6). The key idea behind DAgger is to generate additional training data so that the learner can learn from mistakes.
In a recent work, for 5% performance penalty, IL reduces the
energy dissipation over RL by up to 11.5% for SPLASH-2 and
PARSEC benchmarks [32]. It should be noted that this gap widens
if higher performance penalties are allowed. As an example, at
15% performance penalty, IL reduces the energy dissipation over
RL by 22.5% for the FFT benchmark. Due to IL’s consistent better
performance, lower implementation and computational overheads,
we conjecture that IL is an efficient, scalable, and robust methodology to learn DVFI policies for large-scale manycore systems.

Figure 6: DVFI Controller learning via DAgger algorithm.

4. DATA ANALYTICS FOR DATACENTERS
As the use of mobile computing devices and network-connected
embedded devices becomes ubiquitous, there has been a corresponding increase in the utilization of cloud computing platforms
to service the computational needs of these devices [2]. Sifting
heavier computational workloads from smaller portable or embedded platforms to more powerful and potentially more efficient high
performance computing (HPC) systems allows for the possibility
of providing faster and more energy efficient services to groups of
users. But this is only possible if the software and hardware stacks
for HPC systems are designed in a manner that minimizes energy
costs and maximizes the reliability of outputs. Data analytics plays
a key role in allowing service providers the ability to design their
systems with these goals in mind. This section discusses how utilizing data about application arrival and execution behavior, system resource usage, environmental conditions, and operational
costs can provide opportunities for optimizing HPC systems.
4.1. Predicting Server Performance
HPC systems such as datacenters are typically organized as a
large collection (several thousands) of server nodes, with a node
usually consisting of one to four sockets, each with a multicore
processor. As threads of multiple parallel applications can co-exist
on a multicore processor and share resources (e.g., the processor’s
last level cache), at the system level a prominent source of performance uncertainty arises for any executing workload: interference
from other applications co-located on the same multicore processor. Such interference can 1) cause unpredictable execution time
increases which can cause deadlines for mission critical tasks to be
missed, 2) create load imbalance for large parallel applications that
can reduce their throughput, 3) reduce the effectiveness of system
resource managers that make decisions on where to map workloads in HPC systems and rely on execution time estimates to make
these decisions, and 4) increase energy consumption that significantly drives up operating expenditures.
Our work in [33], [34] proposed a framework to make execution
time predictions for applications in HPC systems through the use
of data analytics and machine learning. We characterized the interference factors that impacted execution time increase on multiple real Intel Xeon servers, including the number of co-located applications, memory intensities of co-located applications, cache
access frequencies, and power states (P-states) of cores. We trained

models for execution time and energy use prediction after analyzing and processing data from the execution of several scientific
workloads on servers. These models were based on linear regression as well as non-linear neural networks. Once the models were
developed, we obtained values for the interference factors from
performance counters at runtime, and the information was fed to
the models to obtain fast real-time predictions.
Figure 7(a) shows the effects co-location can have on application execution times. Each object in the figure shows the distribution of execution times for eleven scientific workloads from the
NAS and PARSEC scientific benchmark suites. For each distribution shown, the target application (indicated on the x-axis) is executed on a 6-core Intel Xeon E5649 server under a variety of colocation scenarios ranging from the application executing on the
processor alone (no co-location, providing the best performance)
to executing co-located with a variety of other applications with
different execution characteristics. The dots inside the distributions indicate specific data points. The results in Figure 7(a) highlight the challenge faced by the machine learning techniques when
attempting to predict application execution time. Note both the
large (sometimes over 2×) increase in execution time that an application can experience as well as the large variation between distributions for application of different types.

(a)

time values, and that nearly all of the predictions are within 5% of
the actual execution time values.
4.2. Analytics for HPC System Resource Management
In an HPC environment, server nodes are assigned incoming
workloads by a system resource manager. Data analytics and machine learning techniques can be very useful to predict incoming
workload [35]-[37], as well as to schedule applications in the HPC
system in a manner that improves system performance or energy
efficiency, as discussed next.
4.2.1. Homogeneous HPC system scheduling
In a homogeneous HPC system, a resource manager attempts to
distribute applications that arrive to the system among a set of
identical server nodes in a way that optimizes some performance
metric (e.g., minimizing execution time or energy use). Because
co-locations of some application types can have a worse performance degradation effect than others, data analytic techniques for
predicting application execution times such as those discussed in
Section 4.1 can provide benefit to system resource management.
Figure 8 demonstrates that co-location aware predictions of
node-level workload performance can be used to create a heuristic
that improves system scheduling in a homogeneous system by reducing the total number of applications (referred to as tasks in the
study) that miss their deadlines in an oversubscribed system, where
some number of missed deadlines are inevitable. The figure compares the performance of a co-location aware heuristic, with access
to the neural network performance prediction models described in
Section 4.1, to a co-location naïve heuristic, as well as to a “perfect
prediction” heuristic. The study is performed on a 500 node HPC
system, with each server node comprised of a single socket with a
4-core Intel Xeon E3-1225v3 processor. The figure gives the percentage of tasks that either completed successfully (purple bars),
are scheduled but miss their deadline due to performance degradation from co-location (brown bars), or are unable to be scheduled
as the scheduling heuristic determines that there is not enough
space available in the system (green bars). The data indicates that
the co-location aware heuristic enables the system to successfully
execute a higher percentage of tasks than the co-location naïve
heuristic, providing the system greater robustness and value. Further studies in [33] showed how the same co-location aware scheduler can allow an undersubscribed system to better conserve energy by consolidating executing applications to fewer nodes.

(b)
Figure 7: (a) Distributions of each application's execution time. (b) The
accuracy of the neural network model for predicting execution time [33].

A carefully chosen subset of data associated with all possible
workload co-locations was used to train our neural network based
prediction model. Figure 7(b) shows a detailed view of the performance of using this neural network based model on the execution
time data shown in Figure 7(a). Objects in Figure 7(b) show distributions of the percent error between the model's execution time
predictions and the actual execution times. Positive error values
indicate that the model’s prediction overestimated the actual execution time and negative error values indicate that the model underestimated the actual execution time. Lines across each distribution represent the median (dashed line) and upper and lower quartiles (dotted lines). These results demonstrate that the model's predictions are typically accurate (error is close to zero), that about
half of the model's predictions are ±2% from the actual execution

Figure 8: Performance comparison the co-location aware scheduling heuristic utilizing machine learning based execution time predictions [33].

4.2.2. Heterogeneous HPC system scheduling
As a heterogeneous system has multiple types of servers, it offers an even more complicated scheduling problem than the homogeneous system, but also allows for the possibility of faster or more

energy efficient execution of the workload if the scheduling is performed well. Such heterogeneous systems can benefit from using
data analytics to determine application performance on different
types of hardware as well as to improve scheduling of the workload across diverse processing entities.
In [38]-[40], we proposed a design-time framework for resource
management of heterogeneous datacenters with the goal of minimizing overall power consumption. The framework utilized our
learning-based interference prediction models as well as new models for behavioral heterogeneity among different servers (offering
different levels of performance and power consumption), the impact of dynamic voltage and frequency scaling (DVFS) in cores,
and the interactions between temperatures of the server nodes and
computer room air conditioning (CRAC) units. By distributing
workloads, configuring DVFS, and setting CRAC thermostats in
an intelligent manner, our approach was able to efficiently tradeoff the compute performance with the power consumption and
temperature profiles of the HPC facility.
In [41] we extended this work to create a runtime framework
that utilized a novel real-time model for thermal profile estimation
corresponding to different workload schedules, to minimize both
computation and cooling power in heterogeneous datacenters,
even for unpredictable workload arrival patterns. Figure 9 shows a
high-level overview of the decision framework that utilizes design
time (offline) computed thermal templates together with runtime
(online) workload and sensor data to map the workload, adjust
DVFS in cores, set the CRAC thermostat values, and adjust floor
vent openings at runtime. Our proposed hybrid offline/online data
analysis allows for a reduction in the complexity and volume of
data that needs to be analyzed at runtime. Resource management
in such environments can also be further improved with data analytics techniques based on statistical analysis of workload executions, and techniques for using historical information to reduce the
solution space, as done in our prior work [42]-[43].

5. DATA ANALYTICS IN NETWORKS
A three-layer hierarchical design is widely used in modern telecommunication systems to achieve high performance and reliability [47]. The three layers, namely core, distribution, and access,
perform different roles for service fulfillment [47]. The core layer
is also referred to as the network backbone, and it is responsible
for the transfer of a large amount of traffic in a reliable and timely
manner. The network devices (such as routers) used in the core
layer are complex systems that contain both software and hardware
(Figure 10), making them more vulnerable to hard-to-detect/hardto-recover errors [48]. All these different types of faults can cause
a core router to become incapacitated, necessitating the design and
implementation of fault-tolerant mechanisms in the core layer.
Proactive fault tolerance is promising because it takes preventive action before a failure occurs [49]. The state of the system is
monitored in a real-time manner. Anomalies are defined as abnormal patterns in the system’s state. When anomalies are detected,
proactive repair actions such as job migration are executed to avoid
errors, thereby maintaining the non-stop utilization of the entire
system [50]. The effectiveness of proactive fault-tolerance solutions depends on whether anomalies can be accurately pinpointed
in a timely manner [51]. In this section, we show how data analytics can be used to detect anomalies in a high-performance and
complex communication system [59].

Figure 10. A multi-card chassis core router system and a snapshot of extracted (monitored) features [59].

Figure 9: Block diagram of the thermal-aware runtime resource management framework for heterogeneous HPC data centers [41].

4.2.3 Scheduling for geo-distributed HPC platforms
It is not uncommon for large service providers such as Amazon,
and Google to operate multiple datacenters that are spread over
several geographical locations, to reduce operating expenditures
by exploiting time-of-use (TOU) electricity pricing [44]-[45]. By
allocating more workload to datacenters with lower electricity cost
at any given time, overall expenditures can be reduced. In [46] we
proposed a resource manager for energy cost minimization in geographically distributed heterogeneous data centers. Building on
our prior work for data analytics driven data center scheduling as
discussed in prior subsections, we devised a global resource manager that additionally monitored TOU pricing data and workload
arrival patterns to intelligently distribute workloads across various
heterogeneous datacenters. Our framework reduced energy costs
by 37% on average compared to the state-of-the-art [58].

Problem Statement: The difficulty of developing an efficient
anomaly detector for a complex communication system can be
attributed to two reasons. The first reason is that features extracted from communication systems are far more complex than
those from a general computing system. For example, a multicard chassis core router system uses monitors to log a large number of features from different functional units. These features include performance metrics (e.g., events, bandwidth, throughput,
latency, jitter, error rate), resource usage (e.g., CPU, memory,
pool, thread, queue length), low-level hardware information
(e.g., voltage, temperature, interrupts), configuration status of
different network devices, and so on. Each of these features can
have significantly different statistical characteristics, making it
difficult for a single type of anomaly-detection technique to be
effective. The second reason is that the monitored data in communication systems involves temporal measurements. Most existing anomaly-detection methods are not designed to address
time-series data [52], hence they may not be able to detect timeseries-specific anomalies such as the trend anomaly.
We therefore address the important practical problem of designing an anomaly detector that can be effectively applied to a
commercial core router system. We use multiple anomaly- detec-

tion techniques to detect different types of anomalies. We describe a new feature-categorization-based hybrid method to improve the performance of our anomaly detector. A correlation analyzer is also developed to select the most important features and
cluster correlated features.
5.1. Time-Series-Based Anomaly Detection
In complex communication systems such as a core router, data
is collected in the form of time-series. A key challenge here is to
detect anomalies in time-series data to determine whether the
system is entering a degraded state or is likely to fail. Therefore,
we have studied a range of techniques that may be used to detect
anomalies in time-series data [53].
The first one is unsupervised distance-based anomaly detection, which utilizes a distance measure between a pair of timeseries instances to represent the similarity between these two
time-series [54]. Instances far away from others will be identified
as being abnormal. The second one is window- based anomaly
detection [52]. This method divides time-series instances into
overlapping windows. Anomaly scores are first calculated per
window, and then aggregated to be compared with a predefined
threshold. Only when the overall anomaly score of a single timeseries instance significantly exceeds a predefined threshold, will
this instance be identified as being abnormal. The third method
is supervised prediction-based anomaly detection [52]. First, a
machine-learning-based predictive model is learned from historical logs. Next, predicted values are obtained by feeding test data
to this predictive model. These predicted values are then compared with the actual measured data points. The accumulated difference between these predicted and the actual observations is
defined as the anomaly score for each test time-series instance.

Figure 11. Depiction of feature-categorization-based hybrid
anomaly detection.

Figure 12. Architecture of the proposed correlation analyzer. Features
within each group can be represented by a dependence graph G = (V, E),
where the set of vertices V represent feature candidates and the set of edges
E represent dependent relationships between features. A dependence graph
is generated for each group of features [59].

However, a single class of anomaly detection methods is effective for only a limited number of time-series types. Therefore, we
have also developed a feature-categorization-based hybrid method
(Figure 11). First, features that exhibit similar statistical characteristics are placed in the same category. Next, each group of features
is fed to the anomaly detector that is most suitable for these types
of features. Finally, the results provided by different anomaly detectors are aggregated so that an anomaly can be detected in terms
of the entire feature space.

Figure 13. Description of the commercial core router used in our
experiments.

5.2. Correlation-Based Feature Selection
The number of feature dimensions will increase from hundreds
to tens of thousands when more new features are identified and
extracted from raw log data, making it more difficult and timeconsuming to detect anomalies [55]. Therefore, a correlation analyzer has been developed to remove irrelevant and redundant features. As shown in Figure 12, the correlation analyzer consists of
three components: the linear correlation component, the feature selection component, and the non-linear correlation component. The
linear correlation component is used to find linear-dependent feature pairs. The feature selection component is developed to select
an effective, but reduced, set of non-linear-dependent feature
groups [56]. The non-linear correlation component is implemented
for fine-grained non-linear dependence analysis [57]. Finally, the
correlation analyzer outputs a number of correlated feature groups.
An effective feature subset can be generated by selecting most representative features from these correlated groups.
Table 1: Feature categories for the time-series data obtained from
the core router.
Feature
Number of
Representative
Potential
category
features
features
anomalies
Gaussian
30
CPU/Memory
Point anomaly
Process
Usage
Monotonic
14
OSPF neighbor
Point/Trend anomFunction
uptime
aly
Cyclic Pro12
ARP learnt
Point/Trend anomcess
count
aly
Bursty
48
Interface Input
Collective anom/Output Rate
aly
Others
10
NP Exception
Point anomaly
/Interrupt
Table 2: Features corresponding to various components.
Component
Number of
Number of
Representative features
Components
features
MPU
2 (1+1 backup)
112
CPU/Mem Usage Board
Temperature
SFU
4 (3+1 backup)
196
Route Age
Board Uptime
LPU
16
832
Lost Packet Count
Interface
93
1004
Input/Output Rate
Utilization Ratio
Others
124
748
Exception/Assertion

5.3. Experiments and Results
The commercial core router system used in our experiments
consists of a number of different functional units such as the main
processing unit, line processing unit, switch fabric unit, etc (Figure 13). A total of 602 features were monitored and sampled
every 30 minutes for 15 days of operation of the core router system, generating a set of multivariate time-series data consisting
of 720 time points. Three types of anomalies, namely point
anomaly, namely collective anomaly, and trend anomaly, were
considered during our experiments [52]-[53].
Table I lists the feature categories and potential anomalies for
the extracted time-series data. Table 2 shows the features corresponding to various components in the core router. The success
ratio (SR) is the ratio of the number of correctly detected anomalies to the total number of anomalies in the testing set while the
non-false-alarm ratio (NFAR) is defined as the ratio of the number of correctly detected anomalies to the total number of alarms
flagged by the anomaly detector. We found that that for six anomaly detection methods, i.e., k-nearest neighbors (KNN), Window-based KNN, window-based support-vector machines, support-vector regression, auto-regression, and the feature-categorization-based hybrid method, the success ratios are 82.7%, 84.5%,
86.4%, 88.2%, 78.6% and 95.1%, respectively, and the nonfalse-alarm ratios are 73.1%, 76.3%, 80.7%, 88.1%, 71.6% and
92.1%. The reason that the feature-categorization-based hybrid
method achieves much higher SR and NFAR than the other
methods is that it can overcome the difficulty of adopting a single
class of anomaly detection to features with significantly different
statistical characteristics.
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6. CONCLUSIONS
We are witnessing the rise of the data-driven science paradigm,
in which massive amounts of data – much of it collected as a sideeffect of ordinary human activity – can be analyzed to make sense
of the data and to make useful predictions. In this paradigm, computing systems ranging from Internet of Things (IoT) and mobile
devices to manycore chip platforms, High-Performance Computing (HPC) datacenters and networks play different roles, and they
need to be optimized for appropriate objectives as per the needs of
the applications. In this paper, we argue that data analytics can help
hardware designers and computer architects during the design,
control, and testing of computing systems at different levels of abstraction to achieve energy-efficiency and robustness.
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