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ABSTRACT

SECURE CAN LOGGING AND DATA ANALYSIS

Controller Area Network (CAN) communications are an essential element of modern
vehicles, particularly heavy trucks. However, CAN protocols are vulnerable from a cybersecurity
perspective in that they have no mechanism for authentication or authorization. Attacks on
vehicle CAN systems present a risk to driver privacy and possibly driver safety. Therefore,
developing new tools and techniques to detect cybersecurity threats within CAN networks is a
critical research topic. A key component of this research is compiling a large database of
representative CAN data from operational vehicles on the road. This database will be used to
develop methods for detecting intrusions or other potential threats. In this paper, an open source
CAN logger was developed that used hardware and software following the industry security
standards to securely log and transmit heavy vehicle CAN data. A hardware prototype
demonstrated the ability to encrypt data at over 6 Megabits per second (Mbps) and successfully
log all data at 100% bus load on a 1 Mbps baud CAN network in a laboratory setting. An AES-
128 Cipher Block Chaining (CBC) encryption mode was chosen. A Hardware Security Module
(HSM) was used to generate and securely store asymmetric key pairs for cryptographic
communication with a third-party cloud database. It also implemented Elliptic-Curve
Cryptography (ECC) algorithms to perform key exchange and sign the data for integrity
verification. This solution ensures secure data collection and transmission because only
encrypted data is ever stored or transmitted, and communication with the third-party cloud server

uses shared, asymmetric secret keys as well as Transport Layer Security (TLS).
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Chapter 1. Introduction

A. Background

Historically, heavy trucks have been made of various mechanical and thermal systems
that convert energy from fuel to kinetic energy. However, modern heavy trucks incorporate
many Electronic Control Units (ECU) communicating over an internal vehicle network called the
Controller Area Network (CAN). These ECUs carry commands, such as testing the brakes,
produce more torque, etc. or sharing sensor data, such as vehicle speed, engine speed, fuel levels,
etc. While the additional electronic control systems have enabled increases in fuel efficiency,
vehicle reliability, and business effectiveness, the added systems create new levels of
complexity. Figure 1-1 illustrates a generic picture of an electronic control system by listing and
identifying the major ECUs, such as the anti-lock braking system, electronic stability control,

engine control module, etc. within a heavy truck.
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Figure 1-1. A heavy truck system [1]

The National Motor Freight Traffic Association (NMFTA) has published a whitepaper
regarding the heavy vehicle cybersecurity [1]. The paper describes why the technologies on these
vehicles has progressed (the good), the flaws inherent with such architectures (the bad), and how

those flaws can be easily exploited (the ugly).

With so many interconnected ECUs and integrated sensors available in a modern vehicle,
safety and comfort features are more robust and well-implemented. Most vehicles now have
Anti-lock Braking System, Traction Control System, Roll-over Stability Control, and Electronic
Stability Control as standard safety features that significantly improve the driver ability to gain

back vehicle control during times when accidents are likely to happen. In addition, some heavy
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vehicles even include an integrated airbag module to minimize impacting damage on the driver if
accidents do occur. The safety of vehicles has been greatly improved over the years, and
automotive companies continue to design and optimize these systems. In addition to safety,
comfort is an important design consideration. Depending on the consumer’s desires, different
models or trims now possess some features. Some basic features include door ajar indicator,
infotainment sound level adjustment based on vehicle speed, automatic headlights, etc. Higher
levels of automation available today include complex systems such as Adaptive Cruise Control,
Lane Departure Warning, Lane Keeping Assist, Automated Parking Assist, etc. The automotive
industry is heading toward connected vehicles where Vehicle-to-Vehicle, Vehicle-to-
Infrastructure, or self-driving vehicles are being developed and tested. As a result, safety,
comfort, and automation are the key elements in successful vehicle design, and the evolution in

computerization within vehicles has provided a big leap in the industry.

Heavy trucks and passenger cars use CAN for internal network communications.
Developed by Bosch in the early 1980s, CAN has been used by the automotive industry
progressively since then. The most common implementations of CAN versions used are CAN
2.0A with 11-bit device identifiers for passenger cars, and CAN 2.0B with 29-bit device
identifiers often found on heavy trucks, as specified by J1939-21 Data Link Layer [2]. The CAN
bus is made up of multiple nodes, primarily ECUs, that communicate with differential signaling
through two wires: CAN high (CANH) and CAN low (CANL). The CAN protocol is
fundamentally flawed from a data security perspective and has been heavily researched. The
NMFTA whitepaper [1] lists some vulnerabilities associated with the architecture of CAN

protocol:



e Any node can listen, and any node can talk. There is no order or permission required for a

node to start communicating, provided it is on the CAN bus.

e Any node can assert priority. CAN protocol handles message collision with arbitration, in

which the message with highest priority wins.

e There is no encryption or validation within the CAN bus communication. The messages are
sent in clear text; all received messages are assumed to have been sent from an authorized

sender.

e The limit of 8 bytes per CAN frame eliminates the use of any modern block cipher to encrypt

the data to ensure confidentiality.

CAN is a high speed, robust communication protocol; however, it was made in the time
where cybersecurity was not in the mindset and the vehicle connectivity was not considered. The
only security in the CAN messages is through obscurity which means each manufacturer designs
its own proprietary message IDs and data fields without publishing it. Nevertheless, as seen by
the mentioned characteristics above, data availability, integrity, and confidentiality can be easily
exploited. If the network or a node is compromised by an attack, the vehicle safety mechanisms
can malfunction. Figure 1-2 shows the CAN protocol and its vulnerability if any CAN node is

attacked.
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Figure 1-2. Abstracted CAN bus with vulnerabilities

There are a few common attacks that have been done, either by actual hackers or in lab

testing, as described in the NMFTA whitepaper:

Denial of Service — sending messages with the highest priority as fast as possible will
overtake other legitimate messages with arbitration and hence, overwhelm the CAN bus. This
leads to ECUs being unable to communicate with each other; as a result, the vehicle can
behave unpredictably and/or cannot function at all. This is a typical basic attack that affects

data availability.

Middleperson or Man-In-The-Middle (MITM) — a malicious device is inserted between two
or more communicating parties where it can observe and modify messages transmitting in
between them. Moreover, a CAN bus node can be taken over and become the middleperson,
where it sends out modified messages to drown out the original sender. Data integrity and

confidentiality can be exploited, and commands can be changed.



Diagnostic Packets — if attackers have access to the CAN bus, they may also be able to access
the diagnostic functions that automotive technicians use for troubleshooting. These functions
are mainly intended to be run in a controlled environment and may involve important safety

features. If they are exploited and used incorrectly, they will do more harm than good.

ECUs Firmware — the firmware is the memory and commands for the brain of the vehicle
operation. Sometimes, it needs to be updated or debugged by the manufacturer, and this
process usually takes place through the diagnostic port, which involves the CAN bus.
Hackers can download, reverse-engineer the firmware to assembly level or a C-Code
representation, and determine the proprietary data structure designed by the manufacturers.
They may have enough information to creatively exploit the vehicle or even rewrite their

modified firmware back to the ECUSs.

Fuzzing — this is a method where messages are injected randomly into the CAN bus to
determine how the vehicle behaves. Different functions can be identified and tied to what
message parameters using fuzzing techniques. Therefore, proprietary information is at risk of
being exposed. Fuzzing and also lead to unintended cyber-physical reactions and even

physical damage.

A good model against cybersecurity threats can be measured by the CIA Triad:

confidentiality, integrity, and availability. Confidentiality means sensitive information should be

protected against unauthorized access. Enforcing confidentiality usually involves cryptographic

methods. Integrity means that the data has not been altered by unauthorized users and the

originator of the data can be verified. Current methods to protect data integrity use cryptographic

hashing and digital signatures. Lastly, availability means authorized users can freely access the

data. Protecting data availability depends on the system infrastructure and model that can quickly
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detect threats or failures and be resilient when such circumstances occur. For CAN network
systems, any additional cryptographic implementations could be pursued to increase the CIA
Triad benchmark.

B. Objective

Automobiles have cybersecurity concerns based on the characteristics of the CAN
protocol as there are many attack vectors and methods that can be implemented to exploit
automotive systems. However, heavy trucks or commercial vehicles are exposed to cybersecurity
risks differently comparing to passenger vehicles due to some major factors. The primary
distinguishing feature is that heavy trucks follow the SAE J1939 standard [3], which is a
recommended practice for communication and diagnostics among vehicle components. The
manufacturers are not obligated to abide by the standard; however, they do implement many
parts of SAE J1939 on a heavy vehicle network. The second difference is that heavy trucks are
built with accommodations for horizontal integration to allow customers to customize the
vehicles based on their needs. This means that customers have many options from which to
choose for various components, including engines, brake controllers, transmissions, telematics
units, infotainment systems. An unified communications standard, such as SAE J1939, is
necessary to support interoperability and “plug and play” functionality between these disparate
hardware systems. However, with open standards, heavy vehicles are easy targets because
hackers can easily look for weaknesses within the network structure from the publicly available
information. The CAN protocol security through obscurity strategy will continue to fail on top of

its existing vulnerability to some attacks.

The last difference between passenger vehicles and heavy trucks is the prevalent use of

third-party telematics devices. These telematics companies provide equipment that is installed on



the vehicle network to keep track of information such as location, speed, fuel status, diagnostic
trouble codes, etc. Telematics units can be seen in big fleets where monitoring hundreds or
thousands of trucks is essential for business operations and compliance with regulations. A
cybersecurity challenge is these telematics units are connected wirelessly, which introduces a

new attack vector to the previously air-gapped vehicle network.

With these threats, heavy vehicles may be at high risk of being exposed to cyber-attacks.
Therefore, the heavy vehicle industries should realize that increasing cybersecurity posture and
mitigating risk and potential threats are important objectives in not only designing and building
new commercial vehicles, but also maintaining current trucks on the road. Preventing attacks
from occurring is always preferable to mitigating an attack once it takes place. Thus, intrusion
and anomaly detection mechanisms need to be developed and deployed in the CAN bus system.
A large pool of data from heavy vehicle CAN buses in the form of log files from normally
operating trucks is essential for development and testing of vehicle network based cybersecurity
controls. This data will consist of various types of CAN messages that take place on the bus,

which can be periodic from normal operation or aperiodic from responding to special events.

The purpose of this thesis is to find a solution to build such a data pool securely and efficiently.
In addition, the data collected will also be made available by request for references; therefore, it
will be beneficial for use by the trucking industry.

C. Motivation

According to the latest Federal Motor Carrier Safety Administration (FMCSA) 2019
Large Truck and Bus Statistics [4], there were approximately 12.2 million registered heavy
vehicles in the U.S alone in 2017 and approximately 730,000 new trucks on the road each year.
Moreover, commercial vehicles often carry high-risk or high-value cargo. These transportation
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and freight services play an important role in the national and global economy. A mass cyber-
attack on commercial vehicles nationwide will lead to devastating consequences: economic
recession, shortage of supplies, public endangerment, lack of essential services, etc. As an
engineer, the safety of the public is paramount. Such disasters are not tolerable and need to be
prevented. As a result, the motivation for this thesis lies on the responsibilities and ethics of an

engineer.

This thesis is one part of a two-part project funded by the National Science Foundation
(NSF), with the support of the National Motor Freight Traffic Association, Inc. (NMFTA), who
has been providing access to trucks from many volunteering companies. The title of the funded
project is “SaTC: CORE: Small: Collaborative: GOALI: Detecting and Reconstructing Network
Anomalies and Intrusions in Heavy Duty Vehicles” with the grant number of 1715409 from the
National Science Foundation. The industry has taken the matter of cybersecurity seriously by
providing resources to achieve the objective of detecting threats rather than responding to
damage. Given such support, this is a great and unique opportunity to reach the objective.

D. Related Research

There are many public papers regarding different vehicle hacking techniques that exploit
the CAN security posture. One of them is the infamous Jeep hack back in 2015, performed by
Charlie Miller and Chris Valasek [5]. Charlie and Chris were able to find a way to gain access to
deep level networks where sensitive signals are transmitted via the infotainment system. The
firmware of this head unit was modified to execute malicious commands to critical ECUs. The
result was that the vehicle was disabled. Data integrity and confidentiality have been exploited
with this technique. In another paper, Subhojeet Mukherjee described how he made a denial of

service attack on embedded networks in commercial vehicles [6]. With his testbed consisting of



a single, high-speed CAN bus of 250 kbps, he has successfully shown that by sending a large
number of request messages for a specific parameter, the number of regular messages dropped
significantly due to the high computational load. Understanding of the limit of the system
performance, Subhojeet exploited data availability here. In a different paper, Kyong-Tak Cho
and Kang Shin took advantage of the error handling feature of the CAN protocol to shutdown
ECU nodes from the network [7]. When an ECU tried to communicate, they injected attack
messages to trigger the error flag to increase the victim Transmit Error Counter (TEC). When the
TEC is above 255, the node is forced to shut down, hence the so-called bus-off mode. They can
then send messages with forged ID and data to impersonate the node. Again, data integrity has
been violated using the CAN data protocol. These attacks are no longer hard to implement,
especially with the current publicly available information and technology. The question is how

well we mitigate risk and potential threats to prevent cyber-attacks.

Several CAN projects to gather or monitor vehicle data have been pursued. A group of
students from the University of Michigan have attempted to build a standalone embedded system
to collect CAN messages, while filtering important ones with the purpose of warning drivers [8].
Adnan Shaout, Dhanush Mysuru, and Karthik Raghupathy described in the paper that their setup
consisted of Vector software CANoe and Vector 1610 CAN hardware for CAN simulation, an
Arduino UNO with ATMega328p processor and a CAN Shield hardware for CAN interface, a
display for warning driver, and a Teensy 3.6 with SD card slot for memory storage. During the
experiment, the Arduino UNO sniffed all the CAN messages with the help of the CAN Shield.
This processor filtered out the messages with appropriate addresses and sent a copy of the data to
the Teensy 3.6 for storage on the SD card. The display showed error messages if the messages

contain undesired sensor values. The design functioned as intended but encountered computing
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power problems that caused the system to drop messages with an interval less than 50ms.
Progress has been made on this problem, as stated in the paper, where the modified system can
handle up to inter message time of Sms. However, when a vehicle is under denial of service
attack, the messages can be injected at a much faster rate, which can pose a challenging issue. If
the system cannot capture all messages, it will not meet the requirements of a CAN monitoring
design. The system cybersecurity was deemed to be out of scope and thus not addressed in the
paper. However, if there is any cybersecurity threat happens to the vehicle, this system will not

likely to detect such attack and even fail to operate.

In another project, Manthias Johanson and Lennart Karlsson discussed their wireless
diagnostic system, where CAN messages are captured and monitored over an Internet connection
[9]. This is interesting because the project involved the Internet of Things (IoT), which led to
more complications in the system. The design was a wireless Diagnostic Read-out (DRO)
system, which consisted of the Vehicle Information and Diagnostic for Aftersales (VIDA) device
as a DRO system, a custom-built Dynamically Linked Library (DLL) for tunneling CAN frames
over the Internet, a mobile unit equipped with an embedded Linux OS computer for CAN
interface, an Internet connection through a General Packet Radio Services (GPRS) modem, and a
server for dispatching requests. The DRO process involved a manual initiation with a button on
the mobile device. An encrypted Transmission Control Protocol (TCP) connection was
established on the server, with a public IP address reachable from the mobile unit. After that,
specific diagnostic CAN messages were sent to the mobile unit from the server, where they were
relayed onto the CAN bus. The responses were captured and sent back to the server. Due to the
bandwidth limitation, the system could not relay all messages on the CAN bus and, therefore,

only filtered out important ones. However, the paper did touch on the concerns of data integrity
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and confidentiality because an Internet connection was used by employing encrypted TCP

connection along with RSA-based authentication mechanism.

Capturing all CAN data, particularly at high speeds, was a common problem that
impacted both referenced CAN monitoring projects above. This is even harder to achieve when
cybersecurity measures and wireless connection are implemented, because processing power and
transmission bandwidth are limited, respectively.

E. Approach

Due to the complexity and high cost of integrating a new embedded system into the
existed heavy truck network components, the best approach to collect CAN data is to design and
build an affordable standalone device that can be easily connected to the vehicle CAN bus.
Because the device is standalone, the data should be stored on an external memory storage, such
as SD cards for simple management. The device must be able to capture all the data because
missing abnormal messages will defeat the purpose of the project. To do so, the device needs to
have a direct connection to the vehicle instead of wireless, even though the wireless feature can
be beneficial for other applications, such as transferring existing data to a computer. Data can
grow enormously, and thus, a cloud platform may be useful to store and manage the logs from
many different uploading devices. Using third-party servers accessed over the Internet poses a
risk from a cybersecurity aspect. Moreover, data integrity and confidentiality are two important
factors that need to be protected. The reasons for encrypting the data are that altered data is
useless and some vehicle owners do not wish to publish their data due. As a result, security
measures such as cryptographic algorithms are utilized to encrypt, sign, and verify the data.

F. Contribution

In addition to the large data pool for references, this thesis should contribute:
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1. Detailed documentation regarding the design of the CAN logging device, such that some of its
applications are available and can be applied to the vehicle model with the purpose of increasing

cybersecurity posture.
2. Use cases of logged data in a digital forensic context.
3. Aggregated CAN data from many different trucks.

4. Experiences and skills learned through this project are very valuable for protecting heavy
vehicles and, thus, protecting the public.

G. Organization of Thesis
The thesis is divided into six chapters:

e Chapter 1 provides a basic introduction to the project regarding the trucking industry
background, objective of the project, motivation, literature review of related researches,

an approach to achieve the objective, and the contribution.

e Chapter 2 provides the hardware design which lists the project requirements, system
block diagram, different design alternatives for consideration, detailed component
schematics showing how the electrical components are connected to each other, Printed
Circuit Board (PCB) layout displaying the placement of those components on the device,
Bill of Materials (BOM) listing all required components, how the device is manufactured

and assembled, and results from functional tests.

e Chapter 3 provides the software design, which consists of the process overview
indicating the interactions between the all system components, the two-part processes of

provisioning and normal operation, and the example transcripts. The chapter also dives
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into the embedded firmware of the device, the code of the local computer application, and

the interface of the cloud services for each of the operation modes.

Chapter 4 discusses the experiences of visiting different field locations for testing and

data collection. The data is decoded for some important vehicle parameters for analysis.

Chapter 5 introduces the device’s different applications in the cybersecurity aspect to
help retrieve and reverse-engineer Cummins ECU data for forensics purposes. An SAE
technical paper was written and submitted on this subject, with the title of “Chip and

Board Level Digital Forensics of Cummins Heavy Vehicle Event Data Recorders” [10].

Chapter 6 concludes the thesis with restatement of abstract, contribution, and lists some

future works for project improvement.
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Chapter 2. Hardware Design

A. Requirements

To carry out the objective, the CAN logger device must securely capture all CAN data
under both normal and abnormal operating conditions. Secondly, the data must be securely
stored and organized for easy retrieval and decoding by the data owner. Lastly, the design and
source code should be made available to the public. A list of requirements for fulfilling the
desired goals follows. While some requirements have not been vetted against industry standards,
they have worked for laboratory uses. The pinout requirements are depicted in Figure 2-1 and

summarized below.

1. The logger must support multiple CAN channels following the J1939 Deutsch 9-pin

connector standards. This configuration is as follows:

a. CANO: J1939 has CAN-H on pin C and CAN-L on pin D.

b. CANI: OEM Specific has CAN-H on pin H and CAN-L on pin J.

c. CAN2: Pins F and G should be multiplexed to have CAN-H/J1708-H and CAN-

L/J1708-L, respectively.

Walue
Ground
+12V

CAN/J1930 Hi » CANO

5

CAN/J1939 Lo
CAM/J1939 Shield
J1T708/J1587 Hi

J1T708/J1587 Lo J1708/CAN2
OEM Specific

QEM Specific CANI

=|T|@mMmO(O =T

Figure 2-1. SAE standard 9-pin Deutsch connector for heavy truck [11]
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Most vehicles have J1939 as the main CAN channel; however, many vehicles on
the road still have the legacy J1708 network, which is an old serial
communication protocol that is currently being replaced by J1939. Newer
vehicles now also have CAN1 channel and for some PACCAR engines, J1708 has
been replaced with CAN2. As a result, the design must have a multiplexing
function to switch between J1708 and CAN2, depending on the vehicle. The
connector is also known as the vehicle diagnostic port. A typical pin out for the
connector is illustrated in Figure 2-1. Vehicles with 250kbps bus bitrate carry
black connectors. New vehicles with 500kbps bus bitrate carry type-2 green

connectors for easy indication. Figure 2-2 shows a type-1 to type-2 adapter cable.

Figure 2-2. SAE J1939 type-1 (black) to type-2 (green) adapter cable [12]

2. The logger needs to be inexpensive and easy to manufacture because a large number of
devices is essential for efficiently collecting data from many different locations. The

desired cost per device should not exceed $200.
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The logger must be able to capture all CAN messages, even at 100% bus load. This
ensures the device’s reliable functionality to prevent losing any information that can be

critical for data analysis.

In addition to the normal CAN messages, the logger must also capture error frames in

order to help detect abnormal activity on the CAN bus.

The logger must use the vehicle battery line from the connector as a source for power to

minimize cost associated with adding extra self-power components.

The logger must withstand power failure without losing current logging session. Power
failures could occur if the device is disconnected from the port or if vehicle loses power

from the battery or alternator.

The logger must handle typical voltages associated with vehicle system up to 24V.
However, these transients may go up to 30V or more because there are load dumps and
reversals associated with inductive loads and starters that create spikes. It is vital the
device operation is sustainable and resilient in such conditions. Therefore, a maximum
design system voltage of 36 V was chosen to mitigate the risk of system power failure
that may occur. If the voltage exceeds the maximum specification, the device must also

have an inexpensive way to protect critical components from permanent damage.

The logger must automatically detect different CAN bus speeds. Due to different CAN
bitrates used on different vehicles, the device should be able to automatically detect the

current bitrate on the bus. The most common ones on heavy trucks are 250 kbps and 500

kbps. Other bitrates that may be used are: 125 kbps, 666 kbps, and 1 Mbps. This feature
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helps eliminate manual bitrate input from the user, and thus, making the operation

quicker and more convenient.

9. The logger should have removable external storage for keeping the log data.

10. The logger must employ standard cryptographic implementations to protect data integrity
and confidentiality. Asymmetric keys can be utilized for signing, verifying, and safely
exchanging symmetric keys which are used for data encryption. Because the design and
source code are going to be public, the objective is to achieve security through the use of

open standards.

11. The backend storage system needs to enable secure and a scalable access to the data.

12. Users need a friendly and easy-to-navigate interface to upload and download files from
the server. This application must be a secure gateway for the system to authenticate users
and monitor their activities. Users should not have permission to directly access files
stored on the server.

B. Design Alternatives

There are several CAN hardware devices on the market that can be used to log data for
the project. For example, some common CAN analyzing tools are PEAK PCAN series, Vector
CANlog, Intrepid ValueCAN, as shown in Figure 2-3. Diagnostic CAN tools, such as DG DPAS,
Nexiq USB Link 2, Cummins Inline 7, also have features to capture data through their PC

interface. Figure 2-4 shows examples of the diagnostic tools.
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Figure 2-3. CAN analyzing tools: PEAK PCAN-USB [13] (left), Intrepid ValueCAN [14]

(middle), and Vector CANlog [15] (right)

Figure 2-4. Diagnostic tools: DG DPAS [16] (left), Nexiq USB-Link 2 [17] (middle), and

Cummins Inline 7 [18] (right)

These tools, however, have other unnecessary features that significantly increase the cost,
which ranges from at least a couple of hundreds to thousands of dollars. Moreover, these devices
require a computer to interact with during operation, which can be inconvenient for logging
purposes in some cases. They are closed source and as a result, it is hard for industry engineers to
modify and develop functions for their needs. And more importantly, security measures, such as

data authentication and encryption, have not been implemented by some.

19




The closest hardware design alternative, in the aspect of functionality, is the CSS

CANedge2, as seen in Figure 2-5.

Figure 2-5. CSS CANedge2 [19]

The CANedge2 supports dual CAN channels, SD card storage with encrypted credentials,
WiFi capability with secure HTTPS, and a cloud platform for data management. These features
nearly satisfy the requirements of the CAN Logger 3. Nevertheless, the cost for the device,
including SD card and cable adapter, of 539 EUR (~$589) is, again, the main factor that makes it

unfeasible for the project.

Before this thesis was part of the project, different CAN Logger versions have been
developed. The NMFTA CAN Logger, developed in 2017, was the first design. Figure 2-6 shows
the image of a NMFTA CAN Logger. The information and source code of the device can be

found on this GitHub repository [20].
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Figure 2-6. NMFTA CAN Logger [21]

The device utilized the Teensy 3.2 with a 32-bit ARM Cortex-M4 K20 Sub-family
processor, which has a speed of 72MHz and a built-in CAN controller for one CAN channel. A
CAN controller and a SD card slot were added for a second CAN channel capability and data
storage, respectively. A custom PCB was made for the Teensy 3.2 and the mentioned
components were wrapped in a heat-shrink protective layer. Two LEDs were used to indicate
different operational modes. A universal J1939 Deutsch 9-pin connector was used to connect the
device to the vehicle network through the diagnostic port. The cost for each NMFTA CAN
Logger is around $90, which was inexpensive comparing to others on the market. It was a good
foundation for simply logging one CAN channel. However, the device did not meet the majority
of the listed requirements, including the number of CAN channels, high voltage protection, data

integrity and confidentiality protection, cloud storage, and user interface. Therefore, CAN
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Logger 2 was developed, as seen in Figure 2-7. The device information can be found on GitHub

at [22].

Figure 2-7. CAN Logger 2

The CAN Logger 2 utilized the Teensy 3.6 with a 32-bit ARM Cortex-M4F K66 sub-
family processor. With a clock speed of 180MHz, the Teensy 3.6 is more than twice as fast as
the teensy 3.2. A special component in the Teensy 3.6 is the Memory-Mapped Crypto
Acceleration Unit (mmCAU) which can quickly perform cryptographic algorithms. Equipped
with dual built-in CAN controllers, the CAN Logger 2 can support at least two CAN channels. A
third CAN channel was added into the design using the MCP2515 CAN controller, which
communicates with the Teensy 3.6 via Serial Peripheral Interface (SPI). A J1708 circuit was also
added to the design using the SN75VD12 transceiver and the SN74AHCT inverter. Because the
Deutsch 9-pin connector only supports up to three channels, the third CAN channel and the
J1708 network was selected during operation by a programmable multiplexing switch
ADG1634BCPZ. Moreover, Local Interconnect Network (LIN) with MCP2003A driver, Single-
wire CAN (SWCAN) with NCV7356D1R2G chip, and WiFi capability with ATWINC1500
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were added as optional features for future use. The device is protected from high voltage with a
Transient Voltage Suppressor (TVS) and high current discharge with a Resettable Fuse (PTC)
and reverse polarity with a Schottky diode. Three LEDs, instead of two, and a push button were
built into the design to create more interactions for the user. The biggest difference was the
Hardware Security Module (HSM) added for asymmetric cryptographic operations. The printed
circuit board (PCB) is protected by a Bud HH-3642 enclosure. The total cost of the device is
approximately $250. The CAN Logger 2 was able to satisfy all the stated hardware requirements;
however, there were some details that needed to be improved during the development, and
producing the device required significant specialized labor and customization, contributing to the
higher device cost. Because of the high production costs, the CAN Logger 3 was developed as
the next improved version from the CAN Logger 2, as seen in Figure 2-8. The details of the

CAN Logger 3 hardware is available on GitHub [23].

Figure 2-8. The first version of CAN Logger 3
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The enclosure was changed to the BUD HP-3651-B for simplifying manufacturing
procedures and thus, cheaper assembly cost. The entire PCB layout was redesigned. In addition,
some minor upgrades have been made, such as the MCP2515 CAN controller was replaced with
anew CAN controller that can accommodate flexible data rate CAN, the Microchip
MCP2517FD. Two push buttons and four LEDs were used instead of one button and three LEDs,
and a physical bridge for enabling/disabling WiFi feature was added. This brought total cost
down to $220. However, the cost still has not met the $200 requirement. Instead of placing the
entire teensy 3.6 board on the PCB, an approach of integrate its components in the design was
pursued. The total cost per device was lowered to $180, which was the desired result. The latest
CAN Logger 3 version, which is revision 3e as shown in Figure 2-9, is the current final product
described in this thesis. Detailed schematics of the design will be explained in later section. The

phrase “CAN Logger 3” mentioned from now on refers to the revision 3e.

K66 Processor

Figure 2-9. This photograph of the CAN Logger 3, Rev 3e shows the single board solution using

the K66 processor
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C. Block Diagram

The CAN Logger 3 hardware design is illustrated through the block diagram in Figure 2-

10, in which the components will be discussed in detail in the next section.

o

MicroSD card

@ f Mini QSB
~ Serial
ATECC608A HSM |
Digital
Dual CAN ta =
Controllers ' -
Coin Battery i Analog ATWINC1500 WiFi
Module
Real Time Clock UART
3V 5V LEDs Indication
SPI with Light Pipes
Voltage mmCAU
Regulators 12C

Push Buttons

ARM Cortex-M4 K66 Processor

(N J
1 =
—| Circuit Protection
MCP2517FD SN75HVD12 MCP2003A LIN
CAN Controller Transceiver | | Transceiver
Voltage ‘
Monitoring
MCP2558 CAN 74AHCT1G14 | | | [NCV7356D1R2G
Transceiver Inverter o SWCAN
MCP2558 CAN Transceiver
Transceivers
CANO and CAN1 CAN2— foErzMill\:iL;lS;fg +—J1708— SWCAN  LIN
L |
D-Sub 15 -
L12V— External
L Connection CAN Logger 3

l

D-Sub 15 to J1939 . .
; Diagnostic
Deutsch 9-pin £
Port
Connector

Heavy Vehicle

Figure 2-10. CAN Logger 3 hardware design block diagram

D. Detailed Schematics

Figure 2-11 to Figure 2-13 display the full detailed schematics of the CAN Logger 3 design.
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Figure 2-13. Page 3 of CAN Logger 3 schematics
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Each section of the schematics is discussed as follow:

i. Teensy 3.6

Figure 2-14. Integrated teensy 3.6 with ARM Cortex-M4 K66 processor on CAN Logger 3

The CAN Logger 3 is inspired by the Teensy 3.6, which contains the ARM Cortex-M4
K66 processor [24]. The Teensy 3.6 is an ARM32 based platform that works with the Arduino
Integrated Development Environment (IDE). It is CAN compatible through the onboard
FlexCAN controller peripherals, which are accessible using the FlexCAN library. The FlexCAN
library can be found in [25]. To control costs, instead of using the original Teensy board, the
necessary components of the Teensy 3.6 are integrated into the CAN Logger 3 circuit design
with the same configuration as indicated on PJRC website [26]. A critical component from the
Teensy 3.6 is the MKL02Z32VFK4 processor which comes pre-programmed from PJRC. It
contains the bootloader that makes the K66 processor programmable with Arduino. There is a

solder jumper connection (J3) that needs to be bridged to enable the bootloader, as seen in Figure
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2-15. Some features that make the Teensy 3.6 an effective solution for a CAN logger include:
dual CAN channels, real-time clock which is maintained by a 3V CR1225 coin cell battery,
digital and analog input/output, SPI/UART/I2C communication, and an on-board SD card. The
K66 processor operates with a clock speed of 180MHz, which is sufficiently fast to meet the
design objectives. Moreover, the K66 also has an embedded mmCAU ColdFire coprocessor that
is capable of implementing cryptographic algorithms such as AES-128, DES, 3DES, MDS5,

SHA-1, and SHA-256. Among those, AES-128 will be implemented to encrypt log data.

MKL02Z32VFK4

J3 Connection

Figure 2-15. Teensy bootloader and J3 connection
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Figure 2-16. CAN Logger 3 schematics for MCP2517FD CAN controller

Because the Teensy 3.6 only has two built-in CAN controllers, the MCP2517FD [27] is
added as an extra CAN controller for the third channel (CAN2), with the schematics shown in
Figure 2-16. The chip communicates with the CAN Logger 3 processor via SPI with clock speed
up to 20Mhz. A 40Mhz crystal clock is required for the transceiver with OSC1 and OSC2
connection, and two capacitors C14 and C15 are needed for proper oscillation [28]. A bypass
capacitor, C9, is added to the 3.3V power supply for the controller to reduce high frequency
noise [29]. The main reasons that the MCP2517FD is chosen over the previous MCP2515 on the
CAN Logger 2 are that the MCP2517FD supports, besides the CAN2.0B, CAN FD as specified
In ISO11898-1:2015 [30], two INT/GPIO, and start of frame (SOF) can be used as an interrupt.

These features are optional but great to have for future use. The cost of the MCP2517FD is $2.31




ii. CAN Transceivers
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Figure 2-17. CAN Logger 3 schematics for MCP2558 CAN transceiver

The Microchip MCP2558 [31] was the chosen CAN transceiver for the three CAN
channels, as shown in the CAN logger schematics in Figure 2-17. The MCP2558 meets the SAE
J2962/2 “Communication Transceivers Qualification Requirements” and meets ISO-11898-
1:2015 specifications [32]. The chip supports CAN FD with speeds up to 8Mbps. Besides the
normal functions of a CAN transceiver, it also provides a silent mode which gives the CAN
Logger 3 an ability to enable/disable its associated CAN channel transmission. Moreover, the
low cost of $0.81 per chip is another reason for choosing the MCP2558. On the Teensy 3.6, pins
3 and 4 are used for the CANO transceiver, and pins 33 and 34 are used for the CAN1
transceiver. The CAN2 transceiver is connected to the MCP2517FD CAN controller via CAN2

TX and RX.
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iv.  J1708
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Figure 2-18. CAN Logger 3 schematics for J1708 circuit

The J1708 network consisted of the 74AHCT1G14 logic inverter [33] and the
SN75HVDI2D transceiver [34], as shown in Figure 2-18. This circuit is reused from the Smart
Sensor Simulator 2 (SSS2) [35], which was adapted from the SAE J1708 standard [36]. The
inverter provides a general-purpose logic with CMOS low power consumption and
communicates with the processor using J1708TX. The transceiver is a combination of a 3-state
differential line driver and differential input line receiver and communicates with the processor
using J1708RX. Resistors R4, R5, R6, and R7 are added as shown, as recommended by the
physical layer SAE J1708 standard. The costs for the inverter and the transceiver are $0.25 and
$3.86, respectively. With this circuit, the CAN logger can communicate in the J1708 network via

UART through J1708-L and J1708-H.

33



v.  J1708/CAN2 Multiplexing
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Figure 2-19. CAN Logger 3 schematics for multiplexing

CAN?2 and J1708 are multiplexed due to conductor path limitations on the connector. The
EE2-5NU relay [37] is used as a replacement of the ADG1634BCPZ switch [38], which is the
version in the CAN Logger 2 and the original version CAN Logger 3. One of the reasons is that
the switch uses the 12V line and could easily be damaged by transient overvoltage events. The
relay costs $1.90 while the switch costs $6.23, which is 3 times more expensive. The relay is
Double Pole Double Throw (DPDT) style, which means that the relay has two inputs and four
outputs such that each input has two corresponding outputs that it connects to. This configuration
is applicable because both CAN2 and J1708 use two wires for communication, as seen in Figure
2-19. The relay is also a non-latching type with a 5V single coil, in which when energized, the
relay will change from J1708 to CAN2. The switch is controlled by the NUD3124 inductive load
driver [39], which takes CAN 1 Switch from the processor digital pin as an input. When CAN 1
Switch is set high, the driver closes the connection and shorts pin 8 on the relay to ground, thus
enabling the multiplexing. The R14 is placed at CAN1 as a pull-down resistor, which gives the

driver input a known state during startup. The cost of the driver is $0.40 per unit. D11 is a
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flyback diode used to prevent voltage spikes from collapsing magnetic fields from the relay coil
or from transients arising when the power supply is disconnected [40].

vi.  Local Interconnect Network (LIN)
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Figure 2-20. CAN Logger 3 schematics for LIN circuit

Similar to the J1708 circuit, the Local Interconnect Network (LIN) circuit is also reused
from the SSS2, which is shown in Figure 2-20. MCP2003A [41] is the chosen LIN transceiver
due to its cost effective of $0.82 per unit, SAE J2620 and LIN specifications compliance,
overtemperature protection, and high immunity against electromagnetic, electrostatic discharge,
and radio frequency disturbances. The transceiver runs on the 12V line, communicates with the
processor through LIN TX and RX, and outputs a single LIN wire to the network for
transmission. LIN CS has to be set high to enable the transceiver. As recommended by the

datasheet, R10 is used as a pull-up resistor. C10 is also used as a bypass capacitor.
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vii.  Single-wire CAN
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Figure 2-21. CAN Logger 3 schematics for SWCAN

Figure 2-21 shows the SWCAN schematics, which contains the NCV7356D1R2G
SWCAN transceiver [42]. The chip is a physical layer device that is fully compatible with J2411
single wire CAN specifications and supports CAN 2.0 where highspeed application is not
required. It is also cost effective with a unit price of $1.75. The transceiver is connected to CANO
alterative on pin 29 and 30 of the processor, which has to be selected using the FlexCAN library
to enable SWCAN feature. The transceiver operates with the 12V and communicates with the
processor through SWCAN TX and RX. The SWCAN transmission is from the CANH and
LOAD connection on the transceiver. A resistor of more than 600 Ohm is needed between the
SWCAN line and LOAD, according to the datasheet. Therefore, the R21 with a resistance of
4.7k, which is commonly used, is placed as shown. Different operational modes of the

transceiver, which are defined in the datasheet, can be selected using M0 and M1 digital outputs

from the processor.
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viii. Hardware security module
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Figure 2-22. CAN Logger 3 schematics for ATECC608A HSM

The Microchip ATECC608A hardware security module is the key component for the
security aspect of the logging process. General information about the module can be found in
[43] and its schematics is shown in Figure 2-22. Because the module datasheet is not public at
the time of this writing, a non-disclosure agreement has been signed to have access to the
datasheet for fully utilizing the module functionality. The hardware uses 3.3V for power and
communicates with the processor using [2C communication with SDAO and SCLO. R1 and R22
resistors are placed on those two lines as recommended by common I2C circuit [44]. The
cryptographic module is designed with hardware-based key storage that protects up to 16 keys.
Once the keys or confidential data are stored and locked in the ATECC608 A memory, the
information cannot be easily read and can only be used internally by the hardware functions.
This is a great feature for cybersecurity where there is a need to keep secrets in a safe space and
not expose them to the external environments where they can be sniffed or exploited with
methods such as middle-person attacks. Moreover, the ATECC608 supports cryptographic

algorithms including:
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e AES-128 encrypt/decrypt,

¢ Galois field multiply for generic authenticated encryption block cipher mode.

e SHA-256 & HMAC hash.

e 256-bit ECC following NIST standard with Elliptic-curve Digital Signature Algorithm

(ECDSA) following FUPS186-3.

e Elliptic-curve Diffie-Hellman (ECDH) following FIPS SP800-56A standards.

For this project, the HSM AES-128, ECDH, and ECDSA functions will be implemented.

The reason why ECC is preferably over other algorithms for asymmetric cryptography is that

ECC can meet the same security standard with a much smaller key size, as shown in Table 2-1.

A 160-bit ECC key is equivalent to a 1024-bit RSA and Diffie-Hellman, or a 256-but ECC key is

equivalent to a 3072-bit RSA and Diffie-Hellman, and so on.

Table 2-1. NIST recommendation on key size for some algorithms [45]

Key Size(in bit)
Symmetric Asymmetric
AES RSA Diffie-Hellman Elliptic Curve
80 1024 1024 160
112 2048 2048 224
128 3072 3072 256
192 7680 7680 384
256 15360 15360 521

This means that ECC is much more powerful in terms of computing time and memory

space. The speed test has been conducted on various embedded processors and the results in

Table 2-2 shows the superior speed of ECC over RSA with the time combination of signing and

verifying.
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Table 2-2. Speed benchmark of crypto graphic standard algorithms on three different embedded

processors [46].

Algorithm V850ES ARM7 Starl2
(speed/block) (32 MHz) (32 MHz) (8 MHz)
AES 128 bit 1-15ms 1.5-2 ms 22 - 30 ms
ECC 192 bit 100-150ms | 200-300ms | 35-45s
Sign

ECC 192 bit 350 -500ms | 600 -900ms | 10-13s
Verify

RSA 1536 bit 55-75s 10-13s 100 - 140 s
Sign CRT

RSA 1536 bit 35 - 50 ms 80 - 110 ms 07-1s
Verify (e=3)

With the cost of $0.75 per piece and the provided features, the ATEC608A HSM is the
most suitable security module for the CAN logger device.

ix. WiFi module
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Figure 2-23. CAN Logger 3 schematics for ATWINC1500 WiFi module. The VBat net should

be tied to 3.3V, which was fixed in a later hardware revision.

The CAN Logger 3 is equipped with the low power consumption ATWINC1500 WiFi
module [47], which features IEEE 802.11 b/g/n and 2.4 GHz ISM band. The schematic for the

module is illustrated in Figure 2-23. The C5 and C11 are decoupling capacitors as recommended
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by the datasheet. R16, R17, and R27 are pull-up/pull-down resistors. The module is powered
with 3.3V and communicates with the processor using SPI, specifically SPI1 because SPIO is
taken by the MCP2517FD controller. P3 is a header used for easy debugging. The cost for the

WiFi module is $7.84 per unit.

With this feature, the CAN Logger 3 can transfer log files wirelessly to the local
computer before uploading or transfer the data straight to the server wirelessly, which is an
option for the scope of the project. However, this also poses as an additional attack vector. To
mitigate risk in specific applications, a physical switch is made