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About Me

. Bachelor of Science in Mechanical Engineering and a Minor in
Cybersecurity at The University of Tulsa, 2018

. Pursuing Master of Science in Systems Engineering at
Colorado State University, 2020

. Research in heavy vehicle network and cybersecurity since
2017

—  CyberTruck and CyberAuto Challenge participant
—  Chip level forensics research

—  Secure CAN logging project

Duy Van with the Super Truck at 2017
NMFTA Conference in North Carolina
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Background

Why heavy truck?

. Approximately 12.2 million registered heavy vehicles in the U.S. alone in 2017
. Approximately 730,000 new trucks on the road each year

. Often carry high-risk or high-value cargo

. Play an important role in the national as well as global economy

. A large-scale cyber-attack could:
—  Economic recession

—  Shortage of supplies and lack of essential services

—  Public Endangerment
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Background

. Consisted of many Electronic Control Units
(ECU) that help improve:

—  Efficiency
—  Safety
—  Durability

. Horizontal integration build

—  Customize different components from different
brands

Bridge ECUs
connect vehicle
and trailer

Roll Over Stability
Control (RSC) ECU

Electronic
Stahility Control
(ESC)ECU

Anti Lock Break
(ABS)ECU

Engine
Management ECU

Speed Sensors Brake Actuators

Suspension
Actuators

A typical heavy truck system
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Background i =

A B X
CAN_H
: : 20 Q
. The ECUs communicate over an internal network _ i L
called the Controller Area Network (CAN), which is ) * CAN_L :
known for its:
—  Robustness A typical CAN network
—  Low cost
Standard CAN
—  Speed
S 11-bit R |1 E |1

. CAN architecture: ¥ | 1aentifier | X D|r0|PLC | 0..8BytesData CRC | ACK| D1 &

— Any node can talk, any node can listen

Extended CAN
— Any node can assert priority
S| 11-bit [ S|I| 18-bit |R E |l

—  Maximum of 8 bytes of data O dentifier 3 g Identifier z ri|r0/ DLC| 0..8BytesData | CRC|ACK | O|F

— No encryption or validation
. Heavy truck CAN network follows the J1939 standard Standard and extended CAN frame structure

6

Colorado State University



Background

Heavy vehicle communication network is vulnerable
due to its lack of data confidentiality and integrity
protection

If a node is compromised, possible attacks can be:
—  Denial of Service (DoS)
— Middleperson
— Diagnostic packets exploitation
—  ECUs firmware rewrite

—  Fuzzing

Publicly available information from the J1939 open
standard can be used to exploit truck systems

Potential Attack CAN CAN Potential Attack
Vector Node Node Vector
BUS BUS
Termination Termination
. . =z
Middleperson {-‘-’; |
Potential Attack CAN CAN Potential Attack
Vector * Node Node Vector

Abstracted CAN bus with vulnerabilities
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Objective and Motivation

Increasing overall cybersecurity posture, and mitigating risk and potential
threats in heavy vehicles

Understand the network utilization of fielded vehicles
—  Many third-party devices are added to the vehicles: telematics
— Many researchers may not have access to realistic heavy vehicle logs

—  Trucks are highly customizable

A large database of real CAN logs is necessary for referencing, verifying,
and validating to develop an intrusion and anomaly detection mechanism

NSF funded the project, with NMFTA as industry partner “SaTC: CORE:
Small: Collaborative: GOALI: Detecting and Reconstructing Network
Anomalies and Intrusions in Heavy Duty Venhicles - 1715409”

Creating a pool of vehicle network data that is beneficial for industry and
research

N\
~ NMFTA

National Motor Freight
Traffic Association, Inc.
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Approach

. Design and build an affordable, secure, open-source, standalone device for logging all heavy vehicle network traffic
. Implement a centralized management system for potential large data set

. An application is necessary for user to interact with the data
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Hardware Design
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Requirements

1. Support multiple CAN channels following the J1939 Deutsch 9-pin connector standards

Walue

Ground

+12V

CAN/I1939 Hi
CAN/I1939 Lo
CAN/J1839 Shield

J1708/J1587 Hi J1708/CAN2
J1708/J1587 Lo
OEM Specific

OEM Specific CANI

5

CANO

| z|o[n|m|lo|o|=|=|o

SAE Standard 9-pin Deutsch connector SAE J1939 type-1 (black) to type-2
(green) adapter cable

2. Inexpensive, with desired cost not exceeding $200
3. Capture all CAN messages, even at 100% bus load

4. Capture CAN error frames 11
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Requirements

5.  Utilize vehicle battery line from the diagnostic connector as a source of
power

Withstand power failure without losing current logging data
Support a vehicle system up to 24V
Auto-detect CAN bus bitrate

© ©o N O

Have removable external storage

10. Employ standard cryptographic implementations

11. Backend storage system needs to enable secure and a scalable access

A diagnostic port in a heavy truck
to the data

12. User-friendly and easy-to-navigate interface to upload and download files
between the device and the server 12
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Design Alternatives

. Third-party devices are limited:
—  High cost

—  Proprietary information and limited modification

. Early CAN Logger versions:
—  NMFTA CAN Logger
* 1 CAN channel
* Low cost
—  CAN Logger 2
« 3 CAN channels

* Push button for programmable functionality

 Hardware security module

«  WiFi module

CAN Logger 2

Colorado State University
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Final Design

CAN Logger 3 Printed Circuit Board CAN Logger 3, rev 3e
designed in Altium
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- ™

IR 16—
2 * \ Serial
ATECC608A HSM [T
. Dual CAN Digital 1 =
Block Diagram '
Analog ATWINC1500 WiFi
g 3 | | Coin Battery Vodule
Real Time Clock UART 1 3
| < > SV | LEDs Indication
4 SPI with Light Pipes
. . . . Voltage mmCAU
1. Main processor 9.  Multiplexing switch Regulators 12C 12
T Push Buttons
. . . ARM Cortex-M4 K66 Processor
2. Coin battery 10. SWCAN circuit - .
5<|> Circuit Protection
3. Hardware security module 11. LIN circuit MeP2SL7ED [ (L} SN7SHVDL2 ) MCP2003ALIN
CAN Controller Transceiver Transceiver |
Voltage
4. \Voltage regulators 12. Push Buttons Monitoring “ 11
6 [ || mcP2ssg AN || || | 74AHCT1G14 || | |[[NCv7356D1IR2G
. . . . . Transceiver Inverter SWCAN
5.  Circuit protection 13. LED indicators 1 CPoE5E CAN e
Transceivers 8
6. Voltage monitoring 14.  WiFi module — caNz—p| EEZSNURely | 50200 | 10 (lay LN
for Multiplexing
7. CAN controllers and 15. D-Sub 15 connector 15 e 9
transceivers - . -12vy Extemal
16. Mini USB serial 9 Connection CAN Logger 3
8. J1708 circuit . Y
17. Micro SD card
D-Sub 15 to J1939 Diaanostic
Deutsch 9-pin = gort
Connector ) 1 5
Heavy Vehicle
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i ~
MicroSD card
) 1 ) Mini USB
~ > Serial
ATECC608AHSM [*
Dual CAN Digital =
Key Components '
; Analog » | ATWINC1500 WiFi
y p Coin Battery Module
Real Time Clock UART
3V |« B LEDs Indication
SPI ™ |with Light Pipes
. . Voltage mmCAU
1. Teensy 3.6 with K66 ARM Cortex M4F microprocessor Regulators 12C
‘ »| Push Buttons
A
_ 1 80 MHz N ARM Cortex-M4 K66 Processor |
. . . . .  J \/
—  CAN compatible with two onboard CAN controllers - Circuit Protection
MCP2517FD | SN75HVD12 | MCP2003A LIN
_ Onboard SD card slot CAN Controller Transceiver Transceiver |
. | Voltage
— Real-time clock "I Monitoring
. . | MCP2558.CAN ] 7T4AHCT1G14 ] NCV7356D1R2G
—  Memory-mapped Crypto Acceleration Unit (mmCAU) Transceiver Inverter >|  SwWCAN
MCP2558 CAN Transceiver
Transceivers
T EE2-5NU Relay ] |
CANO aId CAN1 CANZ— for Multiplexing 1708— SWCAN LIN
D-Sub 15 <
L12V— External <
Connection CAN Logger 3
\ /
D-Sub 15 to J1939 Diaanostic
Deutsch 9-pin > gort
Connector 1 6
Heavy Vehicle
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Key Components

1. Teensy 3.6 with K66 microprocessor

Teensy 3.6 integrated into the CAN

Logger 3
gg 17
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=
MicroSD card
@Q Mini USB
2 ~ ~ > Serial
ATECC608A HSM [T+
Dual CAN Digital =
Key Components '
; . Analog » | ATWINC1500 WiFi
y p Coin Battery = Module
Real Time Clock UART
3V = > 5V LEDs Indication
SPI " |with Light Pipes
. Voltage mmCAU
2. ATECCG608A hardware security module Regulators R 12C
‘ - »| Push Buttons
A
— LOW COSt Y ARM Cortex-M4 K66 Processor
| -
— Communicate via 12C —»-| Circuit Protection y y
MCP2517FD | SN75HVD12 MCP2003A LIN
_ Support AE 8-1 28 CAN Controller Transceiver Transceiver
o R Voltage
—  Support Elliptic-curve cryptography (ECC) P-256 "|  Monitoring
) MCP2558 CAN ] 74AHCT1G14 NCV7356D1R2G
foIIowmg NIST standards \i Transceiver Inverter o SWCAN
MCP2558 CAN Transceiver
—  Secure key storage Transceivers
T EE2-5NU Relay
AN2 1708— ~
CANO aId CAN1 CAN2— for Multiplexing <+—J1708 SWCAN  LIN
D-Sub 15 <
.12V External <
Connection CAN Logger 3
\
D-Sub 15 to J1939 . .
. Diagnostic
Deutsch 9-pin > Port
Connector 1 8
Heavy Vehicle
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N
MicroSD card
@Q Mini USB
~ > Serial
ATECC608AHSM [*
Dual CAN Digital =
Key Components '
. N Analog » | ATWINC1500 WiFi
y p Coin Battery = Module
Real Time Clock UART
3V | > 3V LEDs Indication
SPI ~ |with Light Pipes
Voltage mmCAU
1. 3 CAN channels Regulators N 12C
‘ > »| Push Buttons
) A
—  CANO and CAN1 use the K66 processor’s onboard \___ARM Cortex-M4 K66 Processor
) L
CAN controller and separate CAN transceivers _| Circuit Protection y
MCP2517FD SN75HVD12 MCP2003A LIN
—  CAN2 uses an external CAN controller (SPI) and a CAN Controller || [7]  Transceiver [ Transceiver
CAN transceiver | Voltage
] Monitoring
[ || MCP2558 CAN |[ | | 74AHCT1G14 | | | [NCv7356DIR2G
Transceiver Inverter o SWCAN
MCP2558 CAN Transceiver
Transceivers
T EE2-5NU Relay
AN2 1708— ~
CANO and CAN1 CANZ—{ Multiplexing +—J1708 SWCAN  LIN
\i
D-Sub 15 <
12V External <
Connection CAN Logger 3
\
D-Sub 15 to J1939 . .
. Diagnostic
Deutsch 9-pin > Port
Connector 1 9
Heavy Vehicle
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e ~N
MicroSD card
@Q Mini USB
~ > Serial
ATECC608A HSM |«
Dual CAN Digital =
Key Components '
; . Analog » | ATWINC1500 WiFi
y p Coin Battery = Module
Real Time Clock UART
3V |« > SV LEDs Indication
SPI "|with Light Pipes
. Voltage mmCAU
15. D-Sub 15 to Deutsch 9-pin connector Regulators . l2C
- > »| Push Buttons
—  Known for its commonality, robustness, and reliability \ AR a AR OO eSS
=
—  Output pins: 3 CAN channels, LIN, SWCAN, raw 12V, —| Circuit Protection ! 1
MCP2517FD SN75HVD12 MCP2003A LIN
ground, and analog A6 and A7 CAN Controller | [*| Transceiver [ | Transceiver |
— A D-sub 15 to Deutsch 9-pin cable is used to connect > M\;‘:]'itt‘:‘)?;g
the device to the vehicle MCP2558 CAN | ]| 74AHCTIGL4 | || NCV7356D1R2G
Y Transceiver Inverter | SWCAN
MCP2558 CAN Transceiver
Transceivers
T EE2-5NU Relay R
CANO and CAN1 CANZ—{ Multiplexing <+—J1708— SWCAN  LIN
‘ 15 D-Sub 15
U ANV £ 12V External
VRV V| — \ : L Connection CAN Logger 3
: - \J
D-Sub 15 Female
_ D-Sub 15 to J1939 Diagnostic
Connector D-Sub 15 to Deutsch 9-pin cable Deutsch 9-pin s
Connector 20
Heavy Vehicle
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Functional Tests

1.  CANO and CAN1

Two CAN Loggers were connected to a CAN bus

One device sent, the other read on both channels

2. Autobaud

@E@(bbnﬂoﬁdnUnh@ﬁﬁy

List of bitrates: 250,000, 500,000, 125,000, 666,666,
1,000,000

Poll for CAN messages, if any then at the correct
bitrate

If none, check Receive Error Count (REC), if REC
increases, iterate to the next bitrate in the list

If REC is 0, no CAN messages and keep polling

COM13 (Teensy) Serial

Send

CANO
CAN1
1
0
CANO
CAN1
1
CAN1
1
0
CANO
CAN1
1
0
CAN1

Message
Message

Message

Message

Message

Message
Message

Message

Sent:
Sent:

Sent:

Sent:

Sent:

Sent:
Sent:

7
4

Sent:

95

160
14540107
145881089
96

16l
14629111
162
14718115
14737112
97

163
14307115
14886116
164

gooo0101

goooo100

00000101 1

00000101 1

goooo100

goooo101 .
00000100 !

02

02

02

02

02

02
02

85

86

87

88

88

89
8B

CC

87

217

83

CD

DF
13

39

B9

EO

89

Ccl

30
C8

00

00

00

00

00

00
00

00

0o

00

00

0o

00
00

01

01

01

01

01

01
01

D7

19

D8

DS

1A

DA
1B

W

[J Autoscrall [] Show timestamp

MNewline

o

Clear output

Results from one of the CAN loggers 3 serial monitor
during the CANO and CAN1 testing
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8 COM4 (Teensy) Serial - ] X

| Send

AFS-128 CBC Encryption:

Block 1 Cipher Text: 7649ABACAI11SB2Z46CEESSESBI2ES1STD
Test Vector Block 1: 7649%abac8llSb246ceeS8e8blZe81597d
Block 2 Cipher Text: S5086CBSBS0721S%EESSDE113AS17678B2

| |
Test WVector Block Z: 5086cbh%h507215%=e95dbl113a917678b2
Block 3 Cipher Text: T73BEDEBBE3C1743B7116E69E22229516
Test WVector Block 3: T3bedeéb8e3clT43b71l16e69%=2222951¢

Block 4 Cipher Text: 3FFICARIGEIFACOSI1Z0ECA3I0TSBEELIAT
Test Vector Block 4: 3fflcaaleBlfac09l20eca307586ela’”

AFS-128 CBC Decryption:

Block 1 Clear Text: 6BCIBEEZZE40S9F26ES3D7ELIL17353172A

Test Vector Block 1: €bclbee22ed05f96e53d7el117393172a
Block 2 Clear Text: AEZDBASTIEO3ACSCOEBTEFAC45AF3ES]

3' mmCAU AES-1 28 encryptlon and decryptlon Test Vector Block Z: aeZdBas7lel3ac%cSebicfacdSafiesl
) o ] Block 3 Clear Text: 30C81C46A35CE411ESFECI191A0AS2EF
— Clpher B|OCk Chalnlng (CBC) referred over EleCtronlc Test Vector Block 3: 30cB8lc46a35ce4lleSfbcll9lalas2ef
Block 4 Clear Text: F69F2445DF4F9B17AD2B417BEGEC3T710
COdebOOk mOde Test Vector Block 4: f€9f2445df4f%b17ad2b417be66c3710 v
—  AES-128 CBC encryption ad decryption were tested e e | [ Geromd
against NIST test vectors Electronic Codebook mode encryption
_ _ _ Plaintext Plaintext Plaintext
Plaintext Plaintext Plaintext I I I
EEENENENREREE EEENENENREREE EEENENENREREE Initialization Vector (IV)
block Ginh block Ginh block Ginh LIITIITIITII 7] —— = =
ock cipher ock cipher ock cipher
Key encryption Key encryption Key encryption Ke block cipher Ke block cipher Ke block cipher
l l l ¥ encryption Y encryption i encryption
[ITTTTITITTTT1T111 [ITTTTITITTTT1T111 CITTTTTITIITT1 LIITTITTITIITIT1] LIITTITTITIITIT1] CITTTTTTTITTTTd
Ciphertext Ciphertext Ciphertext Ciphertext Ciphertext Ciphertext

Electronic Codebook mode encryption Cipher Block Chaining mode encryption
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&9 COMS (Teensy) Serial

BES-128:
aes set key microsec 5
aes 16 bytes 2 us KBs 8000.00

Functional Tests

LES Key: 60606060606060606060606060606060

AFRS IV: 555555555553555555553555555555555

Plain Text: 000102030405060708090a0b0c0d0e0£101112131415161718
Cipher Text: eecladabd4a7c71234b12027eb8fac0b511£875da2la7bebaab
aes cbc encrypt 512 bytes B0 us, KBs ©400.00

4. Logging speed test Clear Text: 000102030405060708090a0b0c0d0e0£1011121314151617181
. aes cbc decrypt 512 bytes 84 us, KBs €095.24
— Encryption speed: AES CBC Errors: 0
- Encrypt a 512-byte buffer using AES-128 CBC: 6.4 Mbyte/sec Encryption speed

— Full bus validation

- Two CAN loggers connected to a CAN bus at 250 kbps TR

« One for logging with encryption sea  se77s 2s2ie 2oe e L.l

* One for flooding the bus by sending 4,000 CAN messages on
both channels with ID of 0x15555555 and data of all OxAA at
interval of 520.5 microseconds

 CAN bus load was measured using a CAN compatible

TruckCape device with BeagleBoneBlack oo o e

« All messages were captured S0 seiss zases 24 (oo, ..loiiiii

» The test was redone for 1Mbps

CAN bus load measurement at 250kbps 23
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Functional Tests

5. SHA-256 hash

— SHA-256 hash is used for mapping data of arbitrary
size to a unique fixed-size digest of 32 bytes

— A good method to check if the data has been altered

— SHA-256 functionality was tested against NIST test
vectors

&9 COM10 (Teensy) Serial
I

Send

Test wvector for SHAZ56

Text to hash:
Hash from device:

Correct hash:

Text to hash: abc
Haszsh from device:

Correct hash:

E3BOC44Z98FCI1Cl149AFBF4CE899¢FBO242T7TAE41E4€649B934CA495291B7852B855
e3b0cd44298fclclifafbf4cB8996fb924272241e46490234ca495291b78520855

BAT816BFSFU1CFEA414140DESDAEZ2223B00361A396177ASCB410FFel1F20015AD
ba781lebf8f0lcfeadl4140de5dae2223b00361a39%€177a%ch410£ffe1f20015ad

Text to hash: abecdbedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopg

Hash from device:

Correct hash:

Z248D6AC1IDZ0638B8E5C026930C3E6039A33CE45964FF2167FEECEDD418DBOEC]
248d6acldZ0638b8e5c02€930c32603%a33ce459¢64rf21c7f6ecaedd4l8dbiecl

Text to hash: abecdefghbcdefghicdefghijdefghijkefghijklfghijklmghijklmnhijklmnoijkln

Hash from device:

Correct hash:
£

CEFSBleATTBAFE8380036€CESSETEO4923T70B249B11ESFOVAS1IAFAC45037AFEESD]
cfsbléa771B8af838003€ce59e7b04592370b245%b11e8f07a51afac45037afese9dl |,

>

Autoscrall

MNewline w Clear output

SHA-256 test
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Functional Tests

6. ATECCG608A

—  Key configuration
« Specify how ECC keys are used and what slots they are generated/stored
* Locked in order to use the ATECCG08A functions

—  ECDH pre-master calculation
« Calculate the same shared secret using the server private key and the client public key, or the other way around
 Asymmetric cryptography to produce symmetric key

— AES-128
+ 16-byte ECB mode encryption and decryption using the shared secret as the key

—  ECDSA sign and verify
» Generate digital signature using the ECC private key and can be verified using its public key

» Validate the integrity of the data and the sender
25
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Functional Tests

€9 COMID (Teensy) Serial — O ®

| Send

Using pin #11 for MOSI: yes -
Using pin #12 for MISo: yes

7. CAN2 and mUItlpIeX|ng Using pin #13 for SCK: yes

sizeof (ACAN2517Settings): 32 bytes

—  Multiplexing has default on J1708, CAN_switch pin needs E:ii;?iii; 1
to be pulled high to enable CAN2 iEZEE zz;,mm:t ; :1%2
—  Using ACAN2517 library instead of FlexCAN for CAN2 zﬁujl it e 250000 Bie/s
CAN controller Exact bit rate 2 yes
Sample point: B81%
— Perform internal loop back test to validate circuit sent Count: 1

Sent Count: 2

Received Count: 1

Sent Count: 3

Received Count: 2 bt
[ Autoscrall MNewline v Clear output

—  Full CANZ2 functionality needs to be explored in future work

CANZ2 internal loop back test
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Functional Tests

&8 COM13 (Teensy) Serial - O *

| Send

8. J1708 55 55 55 55 ;
56 56 56 56

—  Two CAN Loggers were connected to 57 57 57 57

each other for testing 22 22 22 22

—  One sending a message of 4-byte buffer, SA 5A 5A 5A
. . 5B 5B 5B 5B
increasing by one for every message Ec e EC oo
sent 5D 5D 5D 5D
5E BE LE 5E
—  One reading received messages 5F 5F 5F 5F
60 60 60 &0
61 61 61 61
62 62 62 62

L

Autoscroll [] Show timestamp Newline ~ Clear output

J1708 send and receive test
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Functional Tests

9. Voltage monitoring @ CoM1S feensy) Sera - 0 X
| Send
—  External analog voltage measurement: RAW sense:0 ~
RAW measure:193 4
* Raw 12V: 0-192 (O-12V) A6 sense:0
_ Al measure:211
* Analog pin A7: 0-211 (0-12V) | Raw 12V A6, and A7
. . . RAW sense:0
—  Opto-isolator transistor: RAW measure:192 commecied to 19V

A6 sense:0

« Raw 12V and analog pin A6

A7 measure:211

e 1 (true) for OV and O (false) for12v. =~~~ [T T

RAW sense:l
RAW measure:0 Raw 12V, A6, and A7

A6 sense:l

A7 measure:l disconnected from 12V

v

[ ] Autoscroll Newline v Clear output

Voltage monitoring test

28
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Voltage Versus Time
1

12 21.5 ms Teensy | E
Running Time
u I l C I O I l a e S S = Time at Device E E Time at Teensy Power Safe 12V
g Unplugged . i i Dropped Below 3.6 V LED
i Time at LED ==Teensy Vin
Pulling High 4
12.1ms i i —
= . 2 Closing Log E
10. Power interruption Soun el |
Data Time I |
— Cause by unplugging device x . w E
« 12V power quickly drops (top picture) ’ " Time (millsecond)
— Cause by heavy truck power loss . Voltage Versus Time

14

* 12V power slowly decays (bottom picture)

31 ms Teensy !
© Running Time

— Goal: Prevent data loss from power interruption

— Solution:
* Close file when device power drops below a threshold _ e —— e TPt Ty e -
2 6 i LED
« Close bin file and store its hash digest in the memory I — | —raw 12y
Pulling High 4 ! - E : T eensyvn
* Generate missing metadata in the next power up Time st R 120 — | |
Dropped Below 9V — | {12.1msClosing | | —
2 i Log File and i i
! Saving Critical | !
i Data Time i i

2 '
Time (millisecond)

Colorado State University



Functional Tests

11.Destructive test
— Max voltage of 36V test

— Reverse polarity test

Max voltage test

Colorado State University



Functional Tests

12.LEDs and buttons AL ccess Point Web Server

) data W reating access point named: CAN Logger 3
— Lights turned on when buttons were pushed W=7 has set the system time
L BSSID: CAN Logger 3
TP Address: 192.168.1.1

Nsignal strength (RSSI):0 4Bm

oy

13. WiFi

—  Capture live CAN message h" e i
IF'__ proucl e pack i Ly, Cevorng el ad) (7 CAN Logger 3
« CAN Logger 3 broadcasts SSID as a host L i cneny B P secured

° A local PC connects as a client 1554835220 620482 cand BOGOGOGE 80 DO 98 0 B9 88 C5
BBl canl 11111111 [8] C6 @2 22 22 22 B8 22 2@

« CAN Logger 3 transfers live messages to the PC

7 cand 2eo0a08gd | 80 80 209 B0 28 8o Co

. Messages were dropped due to the limit Speed 1554835229 660080 canl 11111111 0 00 00 69 B0 00 09
1554835220, 660405 cand 20000000 08 00 o0 @0 o8 o0 C7

—  Can be used to transfer data from the device storage to a local

1554835229, 688068 canl 11111111 [8] C8 80 2@ 20 80 09 00 8

PC for fUtu re Work 1554E35229.680108 cand POBDEARA 868 00 290 B2 28 88 CE

[Finished in 7.9s5]

Wireless CAN logging attempt
31
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Functional Tests

&) COM3 (Teensy) Serial — O 4

14.Real-time clock

| Send

—  https://www.pjrc.com/teensy/td_libs_Time.html ';“_‘”r OxEE,

Ox81, O0OxDE, OxE4, 0xD7, 0x5%, 0x5E, 0xDD, O0xE8E, 0xCEB, O0xXFia

— Synchronize the real-time clock with the PC
Starting CAN logger.

—_ Run on the 3V coin battery Plain AES Session Key: Al2B44330649FDEE42ACE327E2269759
Stored Public Rey:
— Test by Iogging data 7 days apart 0518758766C45DC4B1423D6RDB4E338334DDD1E4039E44E1F06B34418A360A11A55C2¢

Encrypted AES Session Key: 4F40985CD434E7941063BSE227C70471
RTC has set the system time
2020-10-09 13:58:29.000016
SD Total Cluster Count: 4881092
SD Free Cluster Count: 488133

Reading from EEPRCOM... Done.

The filename prefix is CSUO1 v
£ >
Autoscrol Newline w Clear output

1:58 PM

& @ D) om0 B

Real-time sync

32
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https://www.pjrc.com/teensy/td_libs_Time.html

Terminating Resistor

—AWWA-
R 120 Q

CANTX

-
CANRX &

Functional Tests =

15. CAN Error frame | CAN Logger 3

—  Test by injecting bit stuffing CAN error frame

— Validated error occurred with Saleae Logic CAN-H  CAN-L
—  Error frame captured by the CAN Logger: e $552 ECM

Terminating Resistor

« |D of 0x20000008 and data of 0x0000040000000000

« Error types are defined in error.h Bit stuffing error injection setup

Extended CAN Identifier: Ox

Saelae Logic signal capture 33

Colorado State University



F n
u I I Ct I O I l a I I e S tS Request message for component identification from the CAN Logger
X

(1588510377.157652) [can® 18EAFFFO#EBFE©@®
(1588510377.797801) [can® 18ECFF00#202C0007FFEBFEQQ
(1588510378.282396) (can® 18EBFFO0#01434DAD4ES32A36
(1588510378.348349) (can® 18EBFF00#0258317531304431
(1588510378.404182) (can® 18EBFF00#0335303030303030
(1588510378.473494) (can® 18EBFFO0#0430302A36303831

Response from engine

16.Request messages

— Based on PGN. as defined in the SAE J1939-71 Vehicle (1588510378.527333) (can® 18EBFFO0#065313133362A3030
o ’ (1588510378.598331) [can® 18EBFFOO#0630303030303030
Application Layer (1588510378.666769) [can® 18EBFFOO#07302AFFFFFFFFFF

— A series of request PGNs are sent when triggered

65259 (0xOOFEEB) — Component identification
Request message for vehicle identification from the CAN Logger

65260 (OxOOFEEC) — Vehicle identification \N ,
(1588510377.910679) [can@ 18EAFFFO#ECFEQQ| [ esponse from engine
(1588510379.088880) [can@ 18ECFFR0#20120003FFECFEQQ
(1588510379.159229) (can@ 18EBFFR0#0130303030303030
(1588510379.228579) (can® 18EBFFR0#0230303030303030
(1588510379.277038) [can® 18EBFFO0#033030302AFFFFFF

CMMNS*6X1ul0D1500000000*%60811136*0000000000* - component identification

00000000000000000* - vehicle identification (VIN)

34
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Assembly and Manufacturing

. PCBs manufactured from third-party manufacture

. Final assembly:
—  Laser-cutting enclosure end panels

—  Attaching PCBs into their enclosures

—  Labelling

—  Configuring firmware

Flnal pfoducts before |mnt 35
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Checklist

Colorado State University

Complete this checklist before shipping a CAN Logger 3 to a Customer

[ Customer Name: O Date:

O

Remove SD card, connect logger to USB Senal and examine startup messages.

With SD card removed, the red LED flashes.

Logger time from USB Serial 1s within 1 minute of actual PC time.

Logger and PC time zone: MDT (GMT-0700) or MST (GMT-0600) or Other:

Red LED stops flashing after inserting an SD card.

Enter the serial command for the ID (ID CSUXX) where XX is the logger number located on

the enclosure.

Device responds with Device ID:

Enter the serial command to reset the count: COUNT 0.

Device responds with Set current file to 000.

Unplug and re-plug the USB Serial and observe solid green LED.

Logger Number Printed on the enclosure:

The filename prefix matches the number printed on the enclosure.

Connect Logger to live CAN bus. Observe Green and Yellow LED flickening.

Record the ATECC6A08 SN:

Record first digits of the I'V: If zeros, then no encryption.

Press the left button (near green). Observe red LED slow flash.

Double click left button (near green). Observe a new file was created.

Previous file showed SIZE, BIN-SHA, TXT-SHA, and SIG.

Note filename from Serial console.

Disconnect USB Power first, then disconnect 12V Power.

Remove SD Card from Logger, connect to computer.

Open last file in hex editor (HxD) and calculate SHA-256:

Eject SD Card, remsert to Logger, connect USB Serial.

Previous file meta data shows BIN-SHA matching calculated SHA.

Format SD card (FORMAT). Confirm with LS A being empty.

Reset Counter to zero (COUNT 0).

Logger Device [D and Serial Number match on

https://systemscyber github.io/CAN-Logger-3/loggers. html




Bill of Materials

. PCB components: $86.58

. Colorado PCB Assembly: $3,787.50 for 25 devices
—  $151.5 per device

. With enclosure and final assembly:

—  Assume 0.5-hour work per device with $60/hour,
final cost is ~$180 per device

Comment Designator Quantity |Supplier Part Number 1 Supplier Unit Price 1 |Supplier 1
Yellow D4 1 475-2560-1-ND 0.29|Digi-key
CR1225 Battl 1 BAT-HLD-012-SMT-ND 0.29|Digi-key
C1, C4, C5, C6, C7, C8, C9, C11, C13, C17,
0.1uF C18, C19, C20, C21, C22, C23, C24, C25 18 399-6856-1-ND 0.101|Digi-key
2.2uF C10, C16 2 587-3386-1-ND 0.12|Digi-key
22uF C12 1 490-12451-1-ND 1.02|Digi-key
16pF C14, C15 2 311-3964-1-ND 0.1|Digi-key
470pF C2,C28 2 PCE3751CT-ND 0.81|Digi-key
100uF C3 1 P19732CT-ND 0.81|Digi-key
Green D1 1 475-1410-1-ND 0.27|Digi-key
Red D2 1 475-1278-1-ND 0.29|Digi-key
ACURA107-HF D3, D5 2 641-1884-1-ND 0.4|Digi-key
Blue D6 1 516-1437-1-ND 0.95[Digi-key
Diode D7, D8, D9, D10, D11 5 CCS15530L3FCT-ND 0.38|Digi-key
Vehicle Interface
Cable Connector J1 1 609-1498-ND 2.3|Digi-key
JTAG/SWD JTAG/SWD 1 1175-1735-ND 0.73|Digi-key
EE2-5SNU K1 1 399-11056-5-ND 1.7|Digi-key
1k L1, L5, L6 3 490-17350-1-ND 0.1|Digi-key
SLP3 LP1, LP2, LP3, LP4 4 492-2517-ND 0.64|Digi-key
PTC RESTTBLE 0.75A PTC1 1 507-1765-1-ND 0.21{Digi-key
NUD3124 Ql 1 NUD3124LT1GOSCT-ND 0.41|Digi-key
4.7k R1, R4, R7, R10, R21, R22 6 RHM4.7KAYCT-ND 0.14|Digi-key
10k R18, R20, R24, R28, R34 5 RHM10.0KAYCT-ND 0.14|Digi-key
330 R3, R19, R23, R31 4 RHM330AYCT-ND 0.14[Digi-key
100 R2 1 RHM100AYCT-ND 0.14|Digi-key
47 RS, R6, R29, R30 4 RHM47AYCT-ND 0.14(Digi-key
R8, R9, R11, R12, R13, R14, R15, R16,
100k R17, R25, R27, R32, R33 13 RHM100KAYCT-ND 0.129|Digi-key
503182-1852 SD1 1 WM12834CT-ND 2.45|Digi-key
PTS830 Swi1 1 CKN10587CT-ND 0.51(Digi-key
PB400 SW20, SW21 2 EG5548-ND 2.05|Digi-key
Varistor 42V TVS1 1 478-2485-1-ND 0.62|Digi-key
Varistor 24V TVS2, TVS3 2 478-2484-1-ND 0.79|Digi-key
OKI-78SR Ul 1 811-2692-ND 4.3|Digi-key
ATML-ATWINC1500-MR210PA-28 U1l 1 ATWINC1510-MR210PB1140-ND 8.32Digi-key
MOCD207R2M Ul12 1 MOCD207R2MCT-ND 1.03|Digi-key
NCP1117LPST33 u13 1 NCP1117LPST33T3GOSCT-ND 0.46Digi-key
MCP2517FD ul14 1 MCP2517FDT-H/JHACT-ND 2.31|Digi-key
ATECC608A u15 1 ATECC608A-SSHDA-TCT-ND 0.75[Digi-key
MKLO02Z32VFG4 uUl16 1 IC_MKL02Z32_QFN16 6.8|PJRC
NCV7356D1R2G U2 1 NCV7356D1R2GOSCT-ND 1.8|Digi-key
74AHCT1G14 U3 1 74AHCT1G14SE-7DICT-ND 0.25|Digi-key
SN75HVDO8DR U4 1 296-37893-1-ND 3.97|Digi-key
MCP2558 U5, U8, U9 3 MCP2558FDT-H/MNYCT-ND 0.81|Digi-key
MK66FX1MOVMD18
(preprogrammed) U6 1 568-13335-ND 17.65|Digi-key
MCP2003A-E/SN U7 1 MCP2003A-E/SN-ND 0.82|Digi-key
UX60SC-MB-558 UsB1 1 H11589CT-ND 1.05|Digi-key
32.768 KHz X1 1 XC2292CT-ND 0.59|Digi-key
40MHz Y1 1 XC3069CT-ND 0.5|Digi-key
16MHz Y3 1 XC2866CT-ND 0.69|Digi-key
SMA6) 71 1 SMAGJ24CA-TPMSCT-ND 0.41|Digi-key
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Software Design
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Process Overview

Provisioning process
— Exchange public key between the device and server

—  Prepare the CAN Logger 3 for normal operation

Normal operation
— Log, encrypt, and sign data from vehicles

—  Securely upload and download log files to and from
server through a client computer application

Cybersecurity factors are assumed to be
uncompromised

—  Local computer with client application
—  Provisioning operator and users

—  AWS third-party

Colorado State University
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Login

" ) 1. Authenticate‘*'#l I I

A—%‘ and get tokens
‘\ User pool

\ APP J 2. Access AP
L P

API Gateway Lambda

AWS Cloud
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| Iﬂ + | C\Users\Duy Van\Documents\GitHub\CAN-Logger-3 - x

- Home Share WView 9

« A » ThisPC » Documents » GitHub » CAN-Logger-3 v | O £ Search CAN-Logger-3
~
~ i1 17| g
& OneDrive - Persor Mame Date modified Type Size
Attachments git File folder
CAMN_Logger_3_Teensy_Provisionin File folder
[ Desktop 99 Y. 9
— CAM_Logger_with_futcbaud_and_Requests_no_CAMNZ_AE5_CBC_SHA256 File folder
|2 Documents 99 4
b CANLeggerWebsite File folder
aper
= clientipp File folder
| Pictures docs File folder
Print libraries File folder
Program MNTPTimeSync File folder
Schoaol serverless 9/ File folder
] ] tests 8/24/2020 1:08 PM File folder
it el utilities £/24/2020 1:08 PM File folder
ANSY518.2 [ gitattributes 8/24/2020 1:08 PM GITATTRIBUTES File 1KB
Notebooks |J Jgitignore 8/24/2020 1:08 PM GITIGMORE File 1KB
Research |J LICENSE 8/24/2020 1:08 PM File 2KB
Schoal |_'| README.md 9 MD File 4KB
[y . P r . ’
Sharedlwith i I__Jf requirements.bet 9y TXT File TKB
Sit M Scoot
Suspension Lab
Vibration Final
: Sit M Scoot.zip
[ This PC
Jl 30 Objects
[ Desktop I"'\5
<| Documents
‘ Downloads
D Music
=| Pictures

ﬁ Videos
‘. Local Disk (C:)
- Storage (D)

an

= Elements (F:)

- Elements (Fy)
Entertainment
School
Systemns
VideoFile

¥ Network




lent Appl

ication Function Description

Python GUI

User

Logger

Menu Dropdown

Login onnection onnect Upl
9 Test tD Lﬂ gger P

Server

)

Utility

r

oad Get For
Key/File

rnat Connect
to Server

ownload Share Default Get
Read Info Provision
File Acces Access Password

Button
L L | L Y L L L L L v v
L Get [ C tt Exch Creat Retrieve th
Login with Test the Connect to Upload L SESSION| | e ose and Onect 1o XENange reate & Erieve the
o keys from AWS server Download Share or public key default serialized
password connectivity the logger selected format the . - . ;
. . AWS server and list all the selected| |revoke file's| | Display file between the share server
and and with chosen files to SDcardto| |, ) . . . .
o and/or files that user files from access to information logger and access list | | private key
username authentication COM port, AWS blank
. . decrypt log has access | |AWS server| | other users the AWS for password
from user for AWS API display files server ; state . .
files to server uploading | | from device
Description
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512-byte Data Structure

SD Card Memory Block. 512 Bytes are stored at a time in the following format

Bytes ol1}2]|3 4 through 478 479 | 480 | 481 | 482 483 | 484 | 485 ‘ 486 487 ‘ 488 489 | 480
Data ClAa|MN|2 Nineteen (19) CAN Frames RXCountd RXCountl RXCount2
Hex 43 |41 4E |32 SEE CAN FRAME STRUCTURE MSB | | | LsB MSE | | ‘ LSB MSB ‘ |LSB
° Byte 0_3 : d ata Stru Ctu re Ve rSIO n Notes Characters uint32_t uint32_t uint3z2_t
491 492 493 494 495 486 497 498 499 500 501 502 503 504 505 ‘ 506 | 507 508 | 509 | 510 | 511
Can0 Canl Can2 Canl Canl Can2 T u 2 _ _ N1 N2 N2 Write Time CRC32
. Byte 4-478. 1 9 CAN frames (25 byte eaCh) uintg t | uint8 t | uintg t | uintg t | uintg t | uintg t 54 55 32 ASCII Encoded MSB ‘ | LSB MSB | | |LSB
Receive Error Counts Transmit Error Counts version Logger Number File Number Microseconds for SDCard Calculated from bytes O through 507

. Byte 479-490: RX count

CAN Frame Structure

Byles 0 1 | 2 ‘ 3 | 4 5 6 7 g 9 | 10 | 1 | 12 13 | 14 ‘ 15 16 | 17 | 18 | 19 | 20 | 21 | 22 23 | 24
° B te 49 1 _496 . R E( : I E( : Data | Channel Timestamp System CAN Identifier DLC | Microsecondsper | BO | BL | B2 | B3 | B34 | BS | BS | B7
y - H Hex 0|1z | LsB | ‘ |MSB LSB MSE | LSB | | | MSBE | & | LSB ‘ MSB | 01 02 03 04 05 D6 07 08
chf:s;:gds Number of seconds The system microsecond CAN ID with the Error Flags | Datla Fractional seconds
. . Notes cant 0"_ from the epoch (1970} counter when the CAN and Extended Flag, like Length per tick of the Message Data Bytes padded with xOFF if not used.
' 5 d. Socket CAN Code Timestam|
+ Byte 497-507: L mber, fi p
yie . Logger version, nu er, 1e Can2

EEPROM Memory Map

number, write time

0x00 0 1 2 2 4 5 6 7 8§ | o | w | u 12 13 14
Data Bitrate Bitrate Bitrate RES 2 _ _ null N1 | N2 | N3 |nu|| T U null
Hex 32 0x00 ASCII Encaded 0x00
- Byte 508-511: CRC checksum .
e . C eC Su Notes Cang Canl Can2 Logger Identifier of 2 uppercase letters File ID. Each digit can be 0-9 or A-Z for a total of | Brand Name of Lug.ger (i.e."TU"Y
Bitrate Bitrate Bitrate 3673 = 46,656 files to start each filename.
uint3z2_t id; // can identifier
uint32 t micros; // system microseconds
uint32_t rxcount; 7/ number of received messages
uinti6 t timestamp; // FlexCAN time when message arrived
struct {
uint8 t extended:1, // identifier is extended (29-bit)
CAN_message_t < uint8_t remote: 1, // remote transmission request packet type
uint8_t overrun: 1, // message overrun
uint8_t reserved:5;
} flags;
uint8_t len; // length of data
\_uintd_t buf[8]; // data bytes
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P e e e

- IS ;'/ N : Amazon |
/ ~ N I ~ I I DynamoDB !
i Y Filename, file ' | v i | : Serial -
! ‘ size, bitrate, : E ‘ Logln E E Number \O(Gd E
! timestamp, IV, | . . . S o !
! User | encrypted session ! : User | | T = :
| key, device public : | | | S :
! key, serial number ! E E E Metadata S !
| - : | | | ~.| ECDsA |
| HSM \ 254 Sign v | | — () : Verify | :
| Metadata ! : Computer E E : / Device E
: ¥ | ! Application ! Signature Public |
: 3 Shared : i I ! ! Key X
: oéQ — Signature i : i i |
: y Key | | : | .
| 9 | | : | :
: v V{{/ Log : | I | @6 Amazon :
| _ Hash | | | | ® S3 |
! AES Session T I | ' ! ¥ |
: Ke : : 1
=l Ny R e
: In":/allztat-lon > E - FE Qata in 512- :‘ Encrypted ::
\ ecto byte blocks \ Log \‘ Log ,
\ Encrypted Ra K \ Hash /

. Log Data .’ . as ’

N N e e e e e e e e e e e, e, e, =~ U U
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Credentials
/ Credentials " Amazon |
i N Logn —— : DynamoDB E
| \ 4 ISplay | Accessible :
E . ‘ metadata flleS E FileS |nfO :
! User i !
: Log Hash — Log Hash !
| Serial Number |~ == | _ T
| | Data Analysis Initialization Campuier | Serial Number Shared !
| 3 Vector ABpliegien | | Secret |
E \ /Encrypted / E E r E
| 11939 r Log i i | IE i
E Decode — FE \ E : Check Encrypted E
Raw ' '| Permission Log /

\\\ Data //, E \ : E
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| ﬂ + | C\Users\Duy Van\Documents\GitHub\CAN-Logger-3 - x

- Home Share WView 9

« A » ThisPC » Documents » GitHub » CAN-Logger-3 v | O £ Search CAN-Logger-3
st
Mame Date modified Type Size
s Quick access
Jgit 0/25/2020 6:51 PM File folder
fis Colostate CAMN_Logger_3_Teensy_Provisicning 10/25/2020 6:51 PM File folder
i 0/25/2020 8:30 P ' -
& OneDrive - Colostate CAN_Logger_with_Autobaud_and_Requests_no_CAMZ_AES_CBC_SHAZ56 10/25/202 PM File folder
CANLoggerWebsite 10/25/2020 6:51 PM File folder
@, OneDrive - Personal clientApp 10/25/2020 6:51 PM File folder
Attachments docs 10/25/2020 6:51 PM File folder
I Desktop serverless 10/25/2020 6:51 PM File folder
Iﬂ — tests 0/25/2020 &:31 PM File folder
utilities 8/24/2020 1:08 PM File folder
Paper ) ] ) )
] | | .gitattributes 8/24/2020 1:08 PM GITATTRIBUTES File TKB
&= Pictures [ .gitignare 10/25/2020 £:51 PM GITIGNORE File 1KB
Print IJ LICEMSE 8/24/2020 1:08 PM File 2KB
Pragram |J README.md 10/25/2020 6:51 PM MD File 4KB
School
® OneDrive - University o
AMNSYS18.2
MNotebooks
Research
School
Shared with Everyone
Sit N Scoot by

Suspension Lab
Vibration Final
: Sit N Scoot.zip

[ This PC
) 3D Objects
[ Desktop
2| Documents
‘ Downloads
J'i Music
&= Pictures
m Videos

i Local Disk ()

- Storage (Dv)

=¥ Metwork

. %42 PM
E L Type here to search & b ) e



Software Summary

. Provide a secure end-to-end communication model with open source using off-the-shelf products and industry
standards

—  ECC implementations

—  Public key exchange

— Randomly-generated session key
—  Digital signature

—  Client application

49
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Field Testing on Vehicle
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Messages per Engine Make

Billions

Data Collection

Number of Messages

7
6
5
4
3
2
. Data collection is one of the main objectives of this 1 l n -
0 -

p I’OJ e Ct Cummins Detroit International = Mack PACCAR Not
Diesel Provided

Engine Make

. NMFTA has been supporting by providing data
resources from many volunteering companies Message per Truck Model Year

3.5

. A batch of 100 NMFTA CAN Loggers and 25 CAN
Logger 2 devices have were built and sent to NMFTA
for the data collection process since 2017

Billions
N
()] (98]

NS}

—  Total number of captured messages: 11,035,396,328
— Total size of all log files: 667.83 GB
—  Number of different trucks: 21 0.

—  Number of CAN Loggers used: 54

Number of Messages

(e) (9, — :

I

[

0/

T

O

O

& %Q\“’ N 5 o %Q\’\ <&
—  Number of Companies involved: 11 &
Truck Model Year 5 1
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Data Collection

. In addition, the research team has been collecting data

. Access to actual platforms at the research facility
— A 2007 Sterling was donated to the University of Tulsa in 2017

— A 2014 Kenworth has been obtained by Colorado State University
this year

Kenworth truck of Systems Engineering department
52
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Data Collection

. Access to actual platforms at the local dealerships | _ - — - *

NMFTA CAN Logger
CAN Logger 2

Data collection on a 2019 International truck at the
Summit Truck Group dealership in Tulsa

53

Colorado State University



Data Collection

. Helping the engineering senior project team at The
University of Tulsa with their pressure monitoring

—  Collect truck data for each experiment run

— Parse data for vehicle speed and engine speed to support
other data collected by the team

54
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5 HxD - [C:\Users\Duy Van\Desktop\TU3FFOSE_plaintext bin]
B File Edit Search View Analysis Tools Window Help
2AACIE 1= JC R || Windows (ANSI)

©4 16 || hex ]

] TU3FFOSE_plaintext.bin

Offset(h) 00 01 02 03 04 05 Oe 07 08 09 OA OB OC 0D OE OF Decoded text

00000000 |43 41 4E 33 5E 21 SE 4B 00 FA FF EC 18 0L 00 00 QANE"lEK.l’Jj’Ti....
00000010 08 20 1C 00 04 FF EB FE 00 00 A6 BE AE 5E F5 Al L YED. . 120005
00000020 4B 00 FA FF EB 18 D3 03 00 08 01 53 59 4E 45 52 K.uyé.0....SYNER

00000030 AE S5E D9 A5 4B 00 FA
00000040 07 00 08 02 53 53 32 2D 30 35 2A 00

*g, 13 U¥K. Uy&. 1
....552-05%. %@~

| 00000050 81 A8 4B 00 OB 6E FE 0OC 5D OA 00 08 00 00 00 00 ."K..mp.lesiuaann
0000000 00 00 00 OO 00 A€ BE AE 5E DI AA 4B 00 31 01 FO ..... (%@ MNEK. 1.8
00000070 18 AD OC 00 08 00 00 00 00 0O OO0 OO0 00 00 AE BE  tivevasnasnnns 1%
00000080 AE 5E A% AD 4B 00 FA FF EB 18 88 0OF 00 08 04 4% @®"®@.K.ay&."....I
00000090 56 45 52 53 41 4C 00 A6 BE AE 5E 21 F4 4B 00 0B VERSAL. |3®"!0K..
000000A0 €&E FE OC 00 56 00 08 00 00 00 00 OO0 00 00 00 00 nbeeVieiesswanns
000000BO A6 BE AE 5E 41 42 4C 00 0B €E FE OC 1E A4 00 08 |3%®"ABL..np..=
000oo0co 00 00 00 OO 00 OO OO OO 00 A6 BE AE 5E 85 44 4C  ......... 133" .. DL
000000D0 00 21 F5 FE 18 €3 A€ 00 08 00 00 00 00 00 00 0O '8p.cliaeiaa...
000000E0 00 00 A& BE AE 5E 61 90 4C 00 OB €E FE 0C 3F F2 1%®%a.L..np.?20
000000F0 00 08 00 00O 00 OO0 OO0 0O 00 OO0 00 A& BE RE 5E 80 ....iee.... | HONE
00000100 DE 4C 00 0B 6E FE OC 5F 40 01 08 00 00 00 00 00 PBL..nmp. @.......
00000110 00 00 00 00 A6 BE AE 5E 20 2F 4D 00 OB 6E FE OC ... 3® /M. .nb.
00000120 FF 90 01 08 00 OO0 00 00 00 OO0 00 00 00 RE BE BE  ¥.eveeieeennnnn 1348
. . . 00000130 5E 70 31 4D 00 31 01 FO 18 4F 93 01 08 00 00 00 “~pIM.1.&8.0%.....
[ ] Th d t d t b d d d t g g 00000140 00 00 00 00 00 OO0 A& BE AE 5E CO J7A 4D 00 0B 6E  ...... 12%®~AzM. .n
e raW a a nee S 0 e eCO e In O en Ineerln 00000150 FE 0OC 9F DC 01 08 00 00 00 00 00 00 00 00 00 Re p.¥O........... |
—  Log File Format Converter GUI was created Lo ‘ R
&
Hzx O
Convert raw data to J1939 CAN format based vtagoot S——
Abs, Time Channel D BO B1 B2 B3 B4 B3 B6 B7 ~ Abs, Time Channel 1 BO B1 B2 B3 B4 B3 BE B7
On the 51 2-byte data Stru Ctu re 15537912671.010840 canD 18FO0100  FF FF FF FF FF FF FF FF 1553791265.653640 canl TCECFFOD 20 27 0 06 FF E3 FE 00
1553791262.019124 cand 0CFO0400  FO 7D a8 BD 12 oo FF 88 1553791265.7044395 canl TCEBFFOD 01 00 13 BE 80 33 DE 20
Ve rify CRC for error 1553791262.019137 canD 18FEF117  F3 FF FF FF FF FF FF FF 1553791265.753596 canl 1CEBFFOD 02 1B b o 2 E1 &0 2B
1553791262.019146 canD 10FF2121 72 55 1F . C0 FF FF E1 1553791265.805075 canl 1CEBFFO0 03 E1 9 35 FF FF 26 09
Save the Iog in SOCketCAN Cand u m p format 1553791262.019155 canD OCFO0400  FO 7D 88 B2 12 o0 FF 88 1553791265.853625 canl 1CEBFFOD 04 80 4D 32 FF FF FF FF
1553791262.019163 canl 14FFADDD  FC FF FF FF FF FF FF | 7 Validation X 1| canl 1CEBFFOD 05 FF FF 54 o1 FF FF FF
. 1553791262.019171 canD 18FEFODD  FF FF FF 00 on FO 00 o The data PASSED CRC check! @ canl 1CEBFFOD 06 FF FF FF FF FF FF FF
Save the Iog In teXt fo rm at 1553791262.019179 canD 18FODF3D AD  OF FF FF FF FF FF 5 can0 1CECFFOF 20 13 00 03 FF E1l FE 00
1553791262.019187 canl OCFO0400  FO 8 ET 12 o0 FF 1 cand 1CEBFFOF 01 03 03 60 22 3D &0 4D
1553791262.019195 can0 OCFO0300 DD 00 1 FF FF FF 20 FF 1553791266.105523 canl 1CEBFFOF 02 A B D 25 B8 42 23
1553791262.019203 can0 18FEF100 €3 00 00 10 on on o0 30 1353791266.134216 canl 1CEBFFOF 03 40 38 BE 05 19 FF FF
1533791262.019211 cand 18FEE0DD  FE 8 Az 00 FE c8 A8 00 1353791270.633128 canl 1CECFFOD 20 27 00 06 FF E3 FE 00
1553791262.019220 can0 14FO0031 CF FF FF FF FF FF FF FF 1553791270.703975 canl 1CEBFFO0 01 00 13 BE 80 33 DE 20
1553791262.019228 can0 OCFODADT 8B 03 93 13 FF FF FF FF 1353791270.733074 canl 1CEBFFO0 02 1B b Co 26 E1l 60 2B
1533791262.019236 can0 10F01ADT ED 92 FF FF FF FF FF FF 1353791270.804309 canl 1CEBFFO0 03 El 9 35 FF FF 26 09
1533791262.019244 can0 OCFO0400 FO 88 B2 12 o FF 28 1353791270.833077 canl 1CEBFFO0D 04 80 40 32 FF FF FF FF
v
Successfully Opened Ci/Users/Duy Van/Documents/GitHub/Log-File-Format-Converter/Logger3_example.bin.

Colorado State University
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J1939 Decoding

[&f C\Users\Duy Van\Desktop\logger3.tut - Notepad-++
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window ?
e 2 [y & | | g x| BE =1 ERERE ®| @
E-uoggera_txtm]
1 H1553?91261.010840} can0 18F001004#FFFFFFFFFFFFFFFFE
2 (1553791262.019124) can0 OCFO00400#F07D88BD1200FF88
3 (1553791262.019137) can0 18FEF1174#F3FFFFFFFFFFEFFFE
4 (1553791262.019146) can0 10FF21214#72551FCOCOFFFFEL
5 (1553791262.019155) can0O OCFO00400#F07D88B81200FF88
6 (1553791262.019163) can0 14FFAOOO#FCFFFFFFFFFFFFFF
7 (1553791262.019171) can0 18FEFOOQ0#FFFFFFOOOQOOFOOOQOFF
5 (1553791262.019179) canO0 18FOOF3D#A0O0FFFFFFFFEFEFFFFE
9 (1553791262.019187) can0 OCFO0O400#FO07D89B71200FF89
10 (1553791262.019195) can0 OCFOO300#DDO0O11FFFFFF2DFF
11 (1553791262.019203) can0 18FEF1004C300001000000030
12 (1553791262.019211) can0 18FEEQOO4#FECS8AB800FECB8AB00
13 (1553791262.019220) can0 14F00031#CFFFFFFFFFEFFFEFFF
14 (1553791262.019228) can0 OCFOOAOL1#8B039313FFFFFFFF
15 (1553791262.019236) can0 10FO01AO1#EO92FFFFFFFFFFFF

Q{ Ci\Users\Duy Van'\Desktop'text_format.txt - Notepad++

File Edit Search View Encoding Language Settings Tools Macro

Run  Plugins

Window 7

o 5 e--é@| | |ﬁbﬂ|% 3|'—'-‘|.‘1_!.|§—_‘l i E.-ELJB'—"“E
[ text_format txt E3 l
1 Abs. Time Channel ID BO Bl B2 B3 B4 B5 B6 B7
2 1 1553791261.010840 can0O 18F00100 FF FF FF FF FF FF FF FF
3 2 1553791262.019124 can0 OCF00400 FO 7D 88 BD 12 00 FF 88
4 3 1553791262.019137 can0O 18FEF117 F3 FF FF FF FF FF FF FF
5 4 1553791262.019146 can0 10FF2121 72 55 1F CO CO FF FF El
6 5 1553791262.019155 can0O OCFO00400 ¥FO 7D 88 BB 12 00 FF 88
76 1553791262.019163 can0 14FFA0O00 FC FF FF FF FF FF FF FF
8 7 1553791262.019171 can0O 18FEF0O00 FF FF FF 00 00 FO 00 FF
9 8 1553791262.019179 can0 18FO0F3D A0 OF FF FF FF FF FF FF
10 9 1553791262.019187 can0O OCFO0400 FO 7D 89 B7 12 00 FF 89
11 10 1553791262.019195 can0 OCF00300 DD 00 11 FF FF FF 2D FF
12 11 1553791262.019203 can0 18FEF100 3 00 00 10 00 00O 00 30
13 12 1553791262.019211 can0 18FEE0O0O0O FE C8 A8 00 FE C8 AS 00
14 13 1553791262.019220 can0 14F00031 CF FF FF FF FF FF FF FF
15 14 1553791262.019228 can0 OCFOOAD1 8B 03 93 13 FF FF FF FF
16 15 1553791262.019236 can0 10F01A01 EO 92 FF FF FF FF FF FF
17 16 1553791262.019244 can0 OCF00400 FO 7D 88 B8 12 00 FF 88
18 17 1553791262.019252 can0 18FEDFOO 83 00 13 FF 7D FF FF FF
19 18 1553791262.019260 can0 14FF3131 00 30 03 00 00 FF FF FF
20 19 1553791262.019269 can0 14F00131 FF FF FF FF 00 FF FF FF
21 20 1553791262.020572 can0 OCF00400 FO 7D 89 B7 12 00 FF 89

SocketCAN candump format

Text format
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Data Interpretation

m - X
CAN ID Table Data Table
° CAN d ata a nal Ze r. G U I HexCANID PGN Acronym DA SA Source Count  Period (ms) Freg. Hz) ~ Channel  Abs.Time  DeltaTime Rel.Tme D PGN DA SA DLC B0 Bl B2 B3 B84 BS B6 B7 Bytes -
y 1 OBFESEOB 65134 HRW (255 11 Brakes - System Controller 8011 21 47470 0 1385746874.000045 nan 0000043 217056256 61444 255 0 03 00 7D 7D 00 00 00 F0 7D  b\«DOHwO0wO0WOOfO}
2 OCFO0300 | 61M3 EEC2 255 0 Engine#l 2501 50 19.745 0 1385746874.000980 0.000635  0.000978 21705625 61444 255 0 08 0D 70 7D 00 00 00 F0 7D  bwOORwO0WO0WODuHOF
P t G N b 3 OCFODIM 61443 EEC2 (255 49 Cab Controller - Primary u52 51 19.263 0 1385746874.012230 0011259 0012237 217056236 61444 255 0 02 00 7D 7D 00 00 00 FO 7D bxOONuOOMOOWKOOMFOY
- a ra m e e r ro u p u m e r A OCFOMOD | 61444 EECT 255 0 Engine#l 12503 10 98.734 0 1385746874020751 0.00BS12 0020749 2170625 61444 255 0 08 0D 7D 7D 0D 00 00 FO 7D bwOORwO0WO0WO0uHOF
. 5 OCFODADD 61450 EGFI 255 0 Engine® 500 50 19.745 0 1385746874.030763 0010012 0030761 217056256 61444 255 0 08 00 7D 7D 00 00 00 FO 7D  b'wOONuO0uO0WO0ufOF
(P G N ) a n d ItS acronym § OCFDG200 | 64974 EQI @55 0 Engine#l 500 253 3.951 0 1385746874.040751 0009988  0.040749 217056256 61444 255 0 08 00 7D 7D 00 00 00 FO 7D  b'wOOHwOOMWDOWOOWfOY
7 OCFEFI0 65265 CCVS1 (255 O Engine® 1249 101 2.869 0 1385746874.050767 0.010016 0050765 217056256 61444 255 0 08 00 7D 7D 00 00 00 F0 7D  b'wOONuO0uO0WO0ufOF
S t P t N b 3 I0FDA3ID0 64931 EECE (255 0 Engine# 1251 101 9877 0 1385746874.060749 0009982  0.060747 217056256 61444 255 0 08 00 7D 7D 00 00 00 FO 7D  b'wOOHw0OAOOWOOWfOY
u S pec a ra m e e rS u m e r 9 1EDOFF31 | 53248 CL (255) 49 Cab Controller - Primary 4 5210 0192 0 1385746874.070760 0010011 0070758 217056256 61444 255 0 08 00 7D 7D 00 00 00 FO 7D  bwOOHuOOWOO\KOOKFOY
10 18D93331 55552 DM14 51 49 Cab Controller - Primary 101 1255 0797 0 1385746874.081261 0010501  0.081250 217056256 61444 255 0 08 00 7D 7D 00 00 00 FO 7D | b\xOOHu0OMWOOWOOWFOY
(S P N ) 11 12E0FF3 57344 CM1 (255) 49 Cab Controller - Primary 123 1032 0.968 0 1385746874.000764 0009503  0.000762 217056236 61444 255 0 08 00 7D 7D 00 00 00 FO 70 | bxOOHuOOWOO\KOOFOY
12 1BEFFDD | 59392 ACKM (259 0 Engine#l 5 24963 0.040 0 1385746874.100750 0009986  0.100748 217056256 61444 255 0 08 00 7D 7D 00 00 00 FO 70 | b'wOOHwDOAODWDOWFOY
D .t n .t n d d r 13 1BEA3100 59904 ROST 49 0 Engine#l e 0.000 0 1385746874.110760 0.010010 0170758 217056256 61444 255 0 08 G0 7D 7D 00 00 00 FO 7D  b'wOONuO0wD0u00ufOF
eS I a IO a eSS 14 1BEAFFOB 59904 ROST (255 11 Brakes - System Controller 5 15000 0.067 0 1365746874120748 0.000983 0120746 217056256 6144 255 0 08 00 7D 7D 00 00 00 FO 7D bwOOHwO0WO0u00uFOY
15 1BEAFF31 | 59904 RQST (255) 49 Cab Controller - Primary 171049 0953 0 1385746874.130765 0010017  0.130763 217056256 61444 255 0 08 00 7D 7D 00 00 00 FO 70 | b\xOOHucOOMOO\KOOMFOY
v v

—  Source Address

Suspect Parameter Number (SPN) Information
Clear and Reset Plot example.bin

[1 Plot SPN 180: Engine Speed Col 11
_ Stati Sti Cal i nfo rm ati O n [] Plot SPN 512: Driver's Demand Engine - Percent Torque 180 o —

>

D Plot SPN 513: Actual Engine - Percent Torque
[] Plot SPM 893: Engine Torque Mode 170 4
[[] Plot SPN 1483: Source Address of Controling Device for Engine Cantral
o
- [ransport Layer Protocol =
Transport Layer Message Table a8 x g
o
PGN  Acronym  SA Data ~l 2 1504
Graphlng 1 B4G20 ATIHI 85 ANePcFPoctPue et PPk FRyefFct P PP FPch s PP P cf P e P PP\ PP xR Lf"._'_‘-‘—‘—‘-vu_.,,___“'_"_._
2 632 SOFT 0 OPCA_1284paC2* 140 1
3 65242 SOFT n OAAAIDDD031*AAAMODD036*BB41259%A82)140612A_9203usadv*AAACOD0D032*BB41276"ABXL140606B_Bendix™ 130 4
4 65249 RC 15 \uffO\xc00 \xeDGO ™ S\xe0. "\xa0A400
5 65251 EC1 0 PO\xba@D\xad @O\xdfP-\xdc\xb0E\xce\xcODO\x 99 \xcODOANxda e @Dxa2 Mocffioffiu 80N el o 20 40 60 80 100 120
A A525Q (1 n PCAR*MX*AIITANT DAY ~ Time (SEC)

CAN data analyzer GUI 57
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Data Interpretation

Vehicle Speed VS Zero Time

40

30 4

. Vehicle speed and engine speed of the log
can be retrieved through their PGN and SPN

— Vehicle wheel speed (PGN 65265, SPN 84) 0]
—  Engine speed (PGN 61444, SPN 190)

Vehicle Speed (mph)

0 50 100 150 200 250 300 350 400
Zero Time (s)

Engine Speed VS Zero Time

1600 A

1400+

— 1200
=3
o

g 1000 +
?

@ 800
[= 8
w

E 600+
o

5 400

2004

ol

(I) 5|0 ].60 15;0 260 25;0 360 35|0 460

Zero Time (s)
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Chip Level Forensics
Application

59



Chip Level Forensics Project Qge

'view

. Heavy vehicles ECM records event data that can be helpful
for law enforcement to reconstruct accidents

. Sometimes, ECMs are too damaged to be extracted using
standard methods

. Common solution: removing processor and memory chips
from the ECM for binary extraction or swapping module

— Destructive

—  Costly

. New solution:
—  Extracting or cloning ECM firmware from its debugging port

— Reverse-engineering binary to replicate forensics reports

Removing flash memory from an
ECM to extract data 60
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To read/write data, set and save your connection settings then click the Connect button.

CAN Logger Application %=

Version 6.4.0.29

R RoadRelay Spec PC ID: 980F1383
License Status: Not Licensed

g Feature Description
@ Gearing > Select your default region from the map.

!{{"h—; Advanced

@ rep
. Locating sudden deceleration data in the firmware

— Log CAN traffic when downloading the reports using OEM tools

Contact Us
Please visit for the latest information and FAQ list or call us at 1-800-CUMMINS

—  Concatenate the all the messages

—  Find the similar pattern in the firmware Cummins PowerSpec
14759051111.96713% can0 18EBFF00 ©O&8 04 AF 00 03 03 &C Offsetc(h) 00 01 02 03 04 05 06 07 08 09 OR OB
1479051111.976171 can0 1SEBFACO 0l ettt

1479051111.986092 can0 18EBFAOO O2 |J1E FA 15 ©SB 85 8A QOOF3I1BC Q0 Q0 QO Q0 QQ QO Q0 OO0 90 o0 Q0 Q0
1479051111.996095 can0 18EBFAO0 03 |Fé 01 D2 79 DC 00 000F31C8 00 00 00 00 OO0 00 00 OO0 00 00 OO0 OO0
1479051112.006143 can0 18EBFA00 04 J96 00 00 00 00 00 o o - o o o
1479051112.016150  can0 18EBFA00 05 00 00 00 00 01 00 JOOF31lD4 00 oo Qo oooogo 2100 00 00 o0 00 dd
1479051112.026145 can0 18EBFAO0 06 |96 00 00 00 00 00 Q00OF31EQ _ 73 00 04 15 SB 85 B2
1479051112.026713 can0 18EBFF00 09 J04 01 €6 00 04 01 QOOF3I1EC o1 2 | S 00 00 00
1479051112.036134 can0 18EBFA00 07 Joo 00 o0 00 o1 00 00OF31F8 a0 00 00 96 OO0
1479051112.046148 can0 18EBFAO0 08 |96 00 00 00 00 00 - _ _ L
1479051112.056151  can0 18EBFA00 09 J00 00 00 00 Ol 00 UOOF3204 ud 2 00 01 Qo o
1479051112.066164 can0 18EBFA00 OAJ9é 00 00 00 00 00 Q00F3210 oQ oo 00 00 00 01
1479051112.076132 can0 18£BFR00 OB Joo 00 00 00 o1 o0 OQ00F321C Ty 00 00 00 00 0O
1479051112.086140 can0 18EBFA00 oc lee 00 00 00 00 00 O00F3228 aa 96 a0 a0 a0 ac
1479051112.086713 can0 18EBFF00 oA Jo4 03 01 B9 04 04 - _ _ I
1479051112.096128 can0 18EBFAO0 OD J00 00 00 00 Ol 0O UOOF3234 =l uf S
1479051112.106137 can0 18EBFA00 OE {96 00 00 00 00 00 000F3240 0Q 00 g6 00 00 00
1479051112.116171 can0 18EBFA00 OF Joo 00 o0 00 01 00 OQ00F324C 0Q 00 00 00 96 OO0

Sudden deceleration data from captured CAN traffic Sudden deceleration data from firmware 61
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CAN Logger Application

. Reverse-engineering sudden deceleration data
—  Trials and errors with J1939-71 standard

—  Middleperson attack to identify the unknown bytes

Sudden Vehicle Speed Deceleration Report Record 1 Sudden Vehicle Speed Deceleration Report Record 1

Engine Type 1ISX 2010 Ecm Code CL10132.39 Engine Type 18X 2010 Ecm Code CL10132.39 : Maﬂ-iﬂ-
Engine Serial Number 60811136 Software Phase 7.70.0.71 Engine Serial Number 60811136 Software Phase 770071 -

Unit Number 0000000000 Extraction Date 04-03-2019 04:37:51 Unit Number 0000000000 Extraction Date 04-03-2019 02:08:09 -

Sudden Decel Threshold  N/A ECM Run time 8227:56:32 Sudden Decel Threshold  N/A ECM Run time 8225:27:34 the-middle
Rate: Rate: =
Occurrence Date: NWA ECM Run Time at Occurrence: 2899.18.36 Occurrence Date: NA ECM Run Time at Occurrence: 2899.18.36 connection
Air Temperature (°F) at Occurrence: 72 Occurrence Distance (mi): 109323.4 Air Temperature (°F) at Occurrence: 72 Occurrence Distance (mi): 109323.4 & 3

Vehicle Speed Vehicle Speed

Man-in-the-middle attack setup

Engine Throtlle Brake Clutch Cruise Lamp
Load (%] %o Status Status Status Status

Engine Engine Throtlle Brake Clutch Cruise Lamp
Speed Load (%] %, Status Status Status Status

-b9 6 683 348 301 - - - - -b9 40 683 348 301
-58 7 788 336 322 - - - - -58 7 738 336 322
-57 7 813 219 27.5 - - - - -57 7 813 219 275

Sudden deceleration report from genuine data (left)
and attack data (right) 62
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Results

[
Vehicle Speed VS Time
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] DD0000CG00-1_8_2019 SueldenDecel pdf - Adobe Acrobat Reader DC
File Edit Wiew Window Help
Home  Tools 0000000000-1_B._... % (©)

S B8 R QB ©)

@ Sudden Vehicle Speed Deceleration Report Record 1
Engine Type 15X 2010 Ecm Code CL10132.39
Engine Serial Number 60811136 Software Phase 7.70.0.71
Unit Number 0D00D000DD0 Extraction Date 01-08-2019 12:57:37
Sudden Decel Threshold 9.01 mph/s ECM Run time 8184:37:40

Rate:

Occurrence Date: NIA ECM Run Time at Occurrence: 2899:78:36
Air Temperature (°F) al Occurrence: 72 Occurrence Distance (mi): 109323.4

Vehicle Speed

Parcent

(m] x

Sign In

M Share

@
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!

R B OB
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Comparison of the custom decoding of the vehicle speed and engine speed
records compared to the Cummins PowerSpec report
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Conclusions
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Contribution

. A secure open-source CAN logging system:
— An affordable CAN Logger device with cryptography and secure key storage implementations
— Acloud server for large data storage and management with access control

— Auser-friendly client application GUI for data transferring between the device and the cloud
. The project should be useful for inspiring future designs in automobile systems

. A current data pool of more than 11 billion CAN messages

65
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Future Work

. Test and validate SWCAN and LIN

. Fully implement CAN2 and J1708 with auto-detection

. WiFi implementation to wirelessly transfer log to the local computer application
. A method to revoke server public key stored in the HSM

. RSA encryption alternative over ECDH shared secret
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