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— Motivation for Creating the Aero-Actuation Systems Engineering Test
(ASET) Lab for Studying Electric TRAS Systems
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— Aero-actuation Systems Engineering Test (ASET) Lab for Anomaly
Detection and Anomaly Tolerant Control

Simulation of cyber-physical
anomalies: mechanical, electrical and
cyber anomalies: loads, friction,
backlash, side load, alignment,
electric/mechanical synch and
imbalance, sensor and cybe-breach
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— Faults and Anomalies Simulated

Simulation-oriented architecture
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— Model-Based Systems Thinking & Engineering is Adapting to Handle the
Increasing Complexity

® Model-Based Performance, Reliability & Safety (Amesim, Simulink, etc.)

® Model-Based Architectural and V&V Development (MBSE Cameo Systems
Modeler, Systems Composer, etc.)

* Model-Based (automated) Structured Requirements (this paper)

® Goal: apply model-based systems thinking/architecting/automation to
Needs/Requirements Development and Management
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— Motivation (1)

* Arequirement is a statement that “translates or expresses a need and its
associated constraints and conditions” and is essential throughout a product’s
lifecycle

¢ Guidelines have been established?, providing general characteristics of
well-defined requirements

® Necessary, appropriate, unambiguous, complete, singular, feasible,
verifiable, correct, and conforming

® However, creating requirements that adhere to these characteristics takes time
and effort

"IEEE 2018 2 Pohl and Rupp 2015; IEEE 2018; Wheatcraft et al. 2022
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— Motivation (2)

® This heavy cost and time delay burden causes unproductive tension between
program management and systems engineering functions on both sides, causing
late discovery of requirements, compliance, and critical product issues

® This risk to development is due to ever-changing nature of system understanding

* Additionally, the sheer volume of interrelated shall statements across different
groups

* Modern approaches to requirements development and management should help
an engineer

® Produce systematically well-defined requirements with lower effort
® Create practical digital threads to R&D and testing results
® Reuse relevant aspects of previous efforts and organization best practices
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— Model-based Approaches (2): MBSE and System Architecture

e Central to this work is the usage of modern model-based perspectives of devel-
oping and understanding systems, often falling under the general term model-
based systems engineering (MBSE)'

® The model here is an abstract representation of a system and its development
captured through structure, behavior, and rules and their relationships

® Such a comprehensive model is often associated with the notion of system
architecture

® The “model-centric” perspective is perhaps best characterized by the principle:

For every concept, there is a singular, unique element in the model that is
used as much as necessary

® This perspective contrasts with more “document-centric” practices with static
(potentially incorrect, incomplete, or convoluted) artifacts

" Mounting formal and informal evidence suggests that MBSE has the potential to improve efficiency, rigor,
and quality during system development (Huldt and Stenius 2018; Carroll and Malins 2016; Madni and Purohit
2019)
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— Model-based Approaches (3): Providing Support

® The benefits of model-based approaches are properly realized when they ef-
fectively provide support for various activities during a product lifecycle,
including testing

* Now, there is codified and disciplined support for MBSE in the form of method-
ologies, formal modeling languages, and tools'

* Additionally, MBSE concepts and techniques are extensible to meet the
needs of particular communities and organizations

" Borky and Bradley 2019; Friedenthal, Moore, and Steiner 2015
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— Systems Modeling Language or SysML (1)

® The Systems Modeling Language (SysML) is a general-purpose modeling
language for creating system architecture models

® The SysML standard prescribes a set of constructs and allowable relationships,
thereby supporting the creation of an integrated system mode!’

* Software tools are the key enablers of this form of system modeling and
MBSE, providing means to interact with the model through diagrams and other
forms

® One popular tool (and the one used in this work) is Cameo Systems Modeler
(CSM), which implements SysML along with other features to support MBSE
activities®

TOMG 2019 2 No Magic 2020
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— Systems Modeling Language or SysML (2): Four Pillars

e SysML is often described at a high level through the four pillars of structure,
behavior, requirements, and parametrics'
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— Structured Requirement (1): Definition

e A structured requirement (SR)' or template requirement® defines an orderly
structure with specified attribute placeholders (i.e., a sentence blueprint)

® Helps capture the precise meaning and communicate the required information to
define a complete requirement

® The particular SR statement template based on Carson 2015 considered here is:

[Who] shall [What] under . (1)

" Carson 2015 2 Pohl and Rupp 2015



— Structured Requirement (2): Who

[Who] shall [What] [How Well] under [Condition]. (1)

® [Who]: The element (product, service, user, activity, etc.) which is subject to the
remainder of the statement

* [f the requirement is satisfied, this element would be said to have the desired
characteristic or is capable of performing the intended function

® As an example, the following is a SR written in natural language:

[The testbed] shall [transition to safe mode] [within 2 sec] under (R1)
[enclosure door open event].



— Structured Requirement (3): What

[Who] shall [What] [How Well] under [Condition]. (1)

e [What]: Refers to an element, either as an observable characteristic or function,
that will now have a measurable legal obligation in relation to [Who]

e Example again:

[The testbed] shall [transition to safe mode] [within 2 sec] under

[enclosure door open event]. (R1)



— Structured Requirement (4): How Well

[Who] shall [What] under [Condition]. (1)

° : A measurable condition to assess how well the legal obligation for
the [What] attribute is met

e Example again:

[The testbed] shall [transition to safe mode] under
[enclosure door open event].
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— Structured Requirement (5): Condition

[Who] shall [What] [How Well] under . (1)

° : Describes the stipulated complete set of operational scenarios,
states, and environmental conditions when the legal obligation must be met

e This set can include triggering or initiating events’

e Example again:

[The testbed] shall [transition to safe mode] [within 2 sec] under (R1)

" Carson 2015
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— Structured Requirement (6): Comments

e Equation (1) is not the only SR form
¢ Different general templates, such as ones in Pohl and Rupp 2015 or based
on the 29148-2018 standard'
® Templates with structure and attributes tailored to different requirement
types and organizational needs? (e.g., functional, non-functional, interface,
design constraint, and operational)

e Qverall, this approach to requirements creation helps improve their quality by
helping meet the general characteristics of well-defined requirements from
Slide 6
® However, as currently presented, these techniques offer only a refinement to the
classical textual requirements
® Have currently no relationship to a system (SysML) model and only an
imprecise relationship to the broader system context

"|IEEE 2018 2 Carson 2015; Pohl 2010
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— Model-based Structured Requirement or MBSR (1): Definition

~

«Structured Requirement» [rl
Door Open Shutdown
«AbstractRequirement»
Text = "The testbed shall transition to safe mode

within 2 sec when the enclosure door is opened."
«Structured Requirement»

[1] Who = ElTestbed

[2] What = €2 Transition to Safe Mode
[3] How Well = = Shutdown 2 s

[4] Condition = ©2Enclosure Door Open

® Model-based structured requirements (MBSRs) provide a mechanism for the
usage of SysML modeling elements to define a structured requirement!

® Anew «Structured Requirement: stereotype is defined that inherits all
the properties of the original SysML <«Requirement:>

® Then four attributes from Eq. (1) are added to «Structured Requirement>

" Herber, Narsinghani, and Eftekhari-Shahroudi 2022
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— Model-based Structured Requirement or MBSR (2): Total Context

r

«Structured Requirement» [rl
Door Open Shutdown
«AbstractRequirement»
Text = "The testbed shall transition to safe mode

within 2 sec when the enclosure door is opened."
«Structured Requirement»

[1] Who = ElTestbed

[2] What = € 2Transition to Safe Mode
[3] How Well = = Shutdown 2 s

[4] Condition = 2Enclosure Door Open

¢ Selected model elements will have much more than their name (as is the
case in textual SRs) defining what it is and where it fits within the system

® These attributes for a given MBSR can be linked to other model elements that
represent aspects of the physical system, precise mathematical conditions, test
cases, etc.

® This capture of meaning can also include documentation and links to external
artifacts, input data, and testing results

20



«Structured Requirement»
Door Open Shutdown

«AbstractRequirement»
Text = "The testbed shall transition to safe mode

within 2 sec when the enclosure door is opened."
«Structured Requirement»

[1] Who = ElTestbed

[2] What = € 2Transition to Safe Mode
[3] How Well = =] Shutdown 2 s

[4] Condition = ©2Enclosure Door Open

® Changes to SysML MBSR «Structured Requirement: stereotype from
(Herber, Narsinghani, and Eftekhari-Shahroudi 2022) are described in the paper

21
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— ASET Lab Testbed Case Study

* What is shown here is only a simplified version of a more complete SysML model
in CSM used to support the development and running of the testbed

e Several illustrative requirements were created as MBSRs

22



Results
[ Jolele]

— Door Open Shutdown MBSR Example
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Table

Original Requirement Text

Model-based Structured Requirement (MBSR) Attributes

[ Sterting Capacitors

3| [E Gearbores

4| [ Motor Sustained High Load Thermal Test

5| [ Motor Open Circuit

6| [ Inush Inductance:
7| Microcontrllr Digtal Inputs
8| [H Microcontroler Outputs

9| [ Power Converter Max Weight
10/ 5 Power Converter Output

11 [ Door Open Shutdown

12 [ Safety Signal Shutdown

e gearbox o each acuatonne sl b et 0 15 e
2t 2000 rpr

with all vm.r Ines g smtaneously o BLOC motrs
shall rem ven operated at rated speed of
500 R o g e o1 1 e

The rms value of motor coil current shall be greater than 250
mA when the ms value of coil current demand is greater
than 1 A to simulate an open circuit n the motor winding
The microcontrallr shall ramp up the voltage from the
power supply to the testbed via a slew rate of 30 V/s to
charge the starting capacitors.

The microcontroller shall have digital (61) input ports.

The microcontroller shall broadcast system status, error
conditions, and RHMS over UART every 1
second using 10 digital PWM outputs.

The power converter assembly shall not exceed the weight
limit of 1300 Ibs

The power converter shall deliver 10KW power in total to the.
four (4) actuation lines using an AC supply.

The testbed shall transition to safe mode within 2 sec when
the endlosure dunr s npen:d

The testbed s sition to safe mode within 2 sec when
the safety s@nal < anamies

5 capacitor Bank

Capacitance : capacita.

& Gearbox © Provide Torque
3 Load Motor [0 Temperature : celsius.
= Load Motor 3 Open Circuit Current R.

I Microcontroler |73 Ramp Up Voltage:

& Microcontroller |11 Digitial Port [0..*]

& Microcontroller 3 Broadcast Messages

& Power Converter

Weight : mass{pound]

2 Power Converter O Provide Power
B Testoed 3 Transition to Safe Mode:
[ Testbed 23 Trensition to Safe Mode.

#| Name | amwo | 2] What | [31 How Well | [41 Condition | Verfied By
1| [ Induction Motors Al four (4) testbed fines shall incude one induction motor. | Actuation Line [ Test Motor ' Induction Motor T Nomal Testbed Conditions |3 Parts Inspection
The output of the power supply shall connect to sx 24 mF 5 Capacitor 1 24 mF : Capacitor Desirer 73 Normal Testbed Conditions €3 Induction Machine Startup
2nd two 16 mF capacitors rated for 350 V i paralel to = Capac
provide the requisite power to sart up the induction Capacitor 224 mF: Capacltor Desier B Parts Inspection
machines. 5 Capacitor 3 16 mF : Capacitor Desirer|

] Capacitor 4 16 mF.
3 Capacitor 5 16 mF : Capacitor Desirer|
1 Capacitor 6 16 mF : Capacitor Desirer|
1 Gearbox 15 N : Desired Toraue

1 Speed 2000 rpm : Gearbox |3 Fixed Speed Motor Test

=175 C : Motor Temp Limit 2 Four Lines Running

=1 4 Nm High Torque : Load Mq
=1 1800 rpm Rated Speed : Loz
1 Range +/- 250 mA : Zero Current De\ =1 1 A : Current Demand

) Measurement 15 : Time Limit

3 Motor Temperature Test

8 Motor Open Circuit Test

55 Startup 30 /s : Slew Rate Desiremen| O Startup 3 Induction Machine Startup

= 61 Digial : Port Lt 5 Normal Testbed Conditons |3 parts Inspecton
55 1 per sec : Message Rate Desiement 13 Normal Testbed Conditons. €3 Microcontroller Verifcaton
5 Microcontroller : Message Payloads | £ Working

5 Weight 1300 s : Weight Limt |23 Normal Testbed Conditons €3 Weight Summaton Analyst

=1 10 KW : Power Desirement. 2 Normal Testbed Conditions |3 Induction Machine Startup|

5 Working Fired Speed Motor Test
) Shutdown 2 : Time Limit 2 Enclosure Door Open T3 Safety Tests
=1 Shutdown 2 s : Time Limit 3 Safety Signal Sent 3 Safety Tests

24
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— Summarizing MBSRs in the Model with a Matrix

-

8 Four Lines Running

23 Nomal Testbed Conditions
© Provide Torque

3 Safety Signal Sent.

31 Range +/- 250 mA : Zero Current Deviation
5 Shutdown 25  Time Limit

3 Speed 2000 rpm : Gearbox

5 Weight 1300 Ibs : Weight Limit

TI0igtol port 0.1
] Power Converter

3 Weight : masspound]
B Testoed

3 Transition to Safe Mode

&[] Requirements:

/BSR Door Open Shutdomn
558 Safety Signal Shutdown
Motor Sustaned High Load Th
ESR Microcontroller Digital Inputs:

[0 L4.4.4 185 Motor Open Girut

(ERRES

N |
N

NN
NN

NN
NN
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— Relation Map

ElLoad Motor
ElGearbox

=l power Converter

@& Motor Open Circuit Test [RlL4.4.4.MBSR Motor Open Circuit
[RIL4.2.24.MBSR Gearboxes
[’lL4.6.2.MBSR Power Converter Output

[’lL4.3.6.MBSR Inrush Inductance

@& Fixed Speed Motor Test

ElMicrocontroller
@& Induction Machine Startup Test
[R’lL4.3.5.MBSR Starting Capacitors
[’IL4.7.4.MBSR Microcontroller Outputs
[RlL4.4.9.MBSR Motor Sustained High ...

[RlL4.2.34.MBSR Induction Motors
[’]L4.7.3.MBSR Microcontroller Digital Inputs

Elcapacitor Bank
@3 Microcontroller Verification Test
@& Motor Temperature Test
ElActuation Line
T Parts Inspection

[RlL4.1.17.MBSRDoor Open Shutdown ElTestbed
@2 Safety Tests < )
[’lL4.1.18.MBSR Safety Signal Shutdown f
/
@2 Weight Summation Analysis ————[&]L4.6.1.MBSR Power Converter Max Weight/
Verify Who
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— Discussion Points (1)

1. Complete yet Focused Requirement Statements
® |t is still too common to try to include as much as possible in the text
statement, with the justification being that this information is required to
understand the requirement
® MBSRs help focus the requirement definition on the attributes while support-
ing the full contextual description
2. Reusability
® Often reuse or derive requirements, test plans, conditions, etc., from our
previous efforts
® Reuse of and traceability to elements (e.g., blocks, test activities, etc.) can
bring many benefits
3. Consistent Visualizations
® As a graphical language, SysML provides an opportunity to standardize and
reduce work in creating visualizations
® Changes to an element in one diagram are automatically reflected in all
other diagrams

27
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— Discussion Points (2)

4. Design for Testability (DfT)

® |n DfT approaches, testability issues, such as gaps between design
decisions and practical testing of those choices, are identified much

early’
® Testing and V&V concerns and decisions brought earlier into the develop-
ment through a system model capturing “all” aspects of system development
5. Automated Test Plans and Other Documents
® Many MBSE tools support the generation of artifacts from the model (e.g.,
diagrams, tables, matrices, and maps but also full-featured documents and
presentations)
® Can meet organizational guidelines for documents like test plans
6. Digital Threads and Completeness
® Creating documentation and keeping track of changes and decisions
throughout system development can be challenging
® Enables change propagation analysis and automated quality checks

" Grout 2006
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— Conclusions

This paper discussed model-based structured requirements (MBSRs) in
SysML as a modern, model-based approach for developing high-quality
requirements

lllustrated on the ASET Lab testbed, MBSRs can help release complete yet
focused requirement statements with reusability, design for testability, digital
threads, and more

MBSRs have the structure to incrementally automate and reduce tensions today
while making our systems engineering machinery ready to better take advantage
of digital transformation and Al as they become available

Base MBSR profile/model is available at S https:/github.com/danielrherber/
model-based-structured-requirements

29
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