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Trends in Emerging Systems
. —

Technology scaling- feature size, voltage, and clock
frequency scaling- has sustained performance
Improvements over the past decade

Same trends make computer systems more susceptible
to hardware faults, resulting in reduced system reliability
Soft errors [Shivakumar-DSN2002]
Device wear-out [Srinivasan-DSN2005]
Process variation [Nassif-QEM2000]

In anticipation of reliability issues, architects have started
to focus on fault tolerance in both hardware & software
Characterizing fault susceptibility [Mukherjee-Micro2003]

Fault detection schemes [Austin-Micro99, Gomaa-ISCA2005,
Reis-ISCA2005]

Fault recovery schemes [Vijayjumar-1ISWC2006]
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IBac:kground

Transient faults

» Major concern for architects
designing reliable computer
systems

» Sources of upsets
Neutron strikes from cosmic Transistor Device

rays

Alpha particles from packaging Strikes release electron & hole
pairs that can be absorbed by

Voltage fluctuations source & drain to alter the state of
the device

source

Transistor, circuit, gate, block, architecture analysis

Transient Fault Tolerance in Modern Architectures

3



Architectural Vulnerability Factor
g oremectd y

Architectural Vulnerability Factor (AVF) [Mukherjee-2003]

Likelihood that a transient error in a structure will lead to
a computational error

An architecture structure's (AVF) is the probability that a
fault in that particular structure will result in an error

A structure's error rate is the product of its raw error
rate, as determined by process and circuit technology,
and the AVF

Processor designers can use these AVF estimates to
determine which structures need protection (e.g.,
structures with high AVF are likely to be protected)
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Architectural Vulnerability Factor
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Program Vulnerability Factor
4

Program Vulnerability Factor (AVF) [Sridharan and Kaeli - 2008/2009]

Eliminating microarchitectural dependency from architectural
vulnerability.

PVF captures the architecture-level fault masking inherent in a program,
allowing software designers to make gquantitative statements about a
program's tolerance to errors.

PVF can also explain the AVF behavior of a program on hardware; PVF
captures the workload-driven changes in AVF for all structures.

Application-Level Vulnerability & Correctness [Li and Yeung - HPCA2007]

Explore fault tolerance techniques that do not require architecture state
to be numerically perfect for programs execution to be correct.

Application-level resilience (multimedia & visual computation [Skadron-
UG2006], artificial intelligence, optimization, etc).

Uses of PVF

Selecting algorithms and compil er
transient failure rate.

Directing run-time selective fault tolerance mechanisms to trade-off
power, performance, and coverage.



Overview of AVF and PVF
4
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Outline and Contributions
B

AVF and PVF are models of vulnerability
Need to accurately compare these models to real behavior

Issue: most fault injection models are inaccurate and require
excessive experiment time

Fault injection analysis
Experimental study of fault injection accuracy

Profile and static analysis of PVF
Control vulnerability

Analytical comparison of the ability of PVF and AVF to predict fault
behavior of code regions

Experimental study of the impact of compilation on AVF and PVF
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I Result of Architecture Error Injection Campaign

Percent (%)
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Fault Injection Results

¥ Correct M Incorrect
I ‘ I I | | | | | | Aborted I SegFault

164.gzip
176.gcc
181.mcf
197.parser
254.gap
255.vortex
256.bzip2
300.twolf
68.wupwise
171.swim
172.mgrid
173.applu
178.galgel
187.facerec
189.lucas

186.crafty
* 183.equake

1000 errors injected into architecture reglsters (random points)

Correct range: 25% to 60% (not impacted by error injection)
Average correct execution 33%
Application specific trends and behaviors
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I Cumulative Fault Injection Experiment Time

itecture state injections
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Fault Injection Framework

Constructed using PIN Binary Instrumentation Framework
(www.pintools.org)

Architecture state (source or destination register) is flipped (single bit)

Injection Approach
Traditional approach is uniform distribution

Issues: single instruction corruption does not provide accurate
identification of fault characteristics of code region

Injection into redundant or partially dead-code

[Fu- MASCOTSO08] Characterizing Microarchitecture Soft Error Vulnerability Phase Behavior
[Pattabiraman -DSNO08] Symbolic Program Level Fault -Injection and Error -Detection Framework

In Our Experiments
We investigated various methods for applying fixed number of injections
Issues: statistical significance still limiting interpretation of fault injections

Wanted the most accurate view of a region of code for aiding PVF and
AVF analysis

Selected 10,000 traces of length 1000 assembly operations and performed
all bit permutations of architecture state (source and destination registers)
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Variablility of Different Fault Injection Methods

| Fault Tolerance Rate: Percentage of Correct Program Completions
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Fault Injections: 1000 injections
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Linear - Uniformly distributed random
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IFauIt Emulation [Sane Thesis -2009]

Selects 1000 instructions
from a program
execution

-> |nject error into each
instruction

-> Source/Destination
registers

-> Each of the 32 bits

Determine if error leads to
fault (control
divergence,
memory violation,
data state
modification)
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| Program Vulnerabllity Factor

Program Vulnerability Factor (AVF) [Sridharan and Kaeli - 2008/2009]

3 (ACE p-bits in R at inatruction §

PV Fr = Ho w1

(2]

Evaluates use of each resource R has Bits (B) by each instruction i.

Our PVF approach evaluates amount of time data values (memory
and register) are vulnerable (time from defined to reuse)

Evaluated over a period of 10M instructions
Includes a control vulnerability score (cPVF)

PVYF={mPVF+rPVF +ePVF)/3

Profile Static
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| Control Vulnerability Factor

Transient errors that propagate into architecture state then used by
control (conditional branch) operations

Y-branches [Wang-PACT2003] examined changing the branch
outcome (effectively a fault injection campaign) and studied
approximately 1000 branch decisions

Our analysis takes into account code behavior in the form of static
control flow graph properties

Detect critical control operations - those branches leading to
dramatically different code behaviors (subroutines, exit, stores)

Determined off-line (weighed by execution frequency)
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| Control Vulnerability Factor (cPVF) Example

BR1 Post Dominator Analysis:
PDOM(BB2) = BB4 :
— — PDOM(BB3) - BB4 Control divergence
- - | PDOM Intersect (BB2,BB3) = BB4 | scores
e Pathset Analysis:
BB4 Reachable Blocks in 2 branch executions: PDOM_ CaICUIate the
PATHSET(BB2,2) = BB4 overlap of eaCAh
PATHSET(BB3,2) = BB4 target-o0s Pos
' PATHSET Intersect (BB2,BB3) = BB4 | dominator set of
BB1
blocks.
EEE B?B Post Dominator Analysis: PATHSET- calculate
e PDOM(BB2) = BB7 Exit the over|ap of
34 |PD”M[BB“= Exit | reachable blocks
PDOM Intersect (BB2,BB3) = Exit :
e ttersect{ = B after X basic block
BBS ‘ BB6 ‘ Pathset Analysis: t | d
\ / Reachable Blocks in 2 branch executions: raversals, an
BR7 PATHSET(BB2,2) = BB4,BR5 886 BB7 contents of blocks.
PATHSET(BB3,2) = Exit
\ | PATHSET Intersect (882,883) = null |
EXIT
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I Distribution of Control Vulnerable Branches
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Distribution of branches with various cPVF scores
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PVF Related to Program Dependence
I Graphs
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Case High Tolerance: 186.crafty

i E—"

# define And(a,b) ((a) & (b))
# define Or(a,b) ((a)| (b))
int Attacked(int square, int wtm) {
register BITBOARD attacks;
if (wtm) {
[* White Attacks*/

attacks=And(b_pawn_attacks[square],White_Pawns)

if (attacks) return(1);
attacks=And(knight_attacks[square],WhiteKni
ghts);

if(attacks) return(l);
attacks=And(And(AttacksBishop(square),Bish
opsQueens),WhitePieces);

if(attacks) return(l);
attacks=And(And(AttacksRook(square),Rook
Queens),WhitePieces);

if(attacks) return(l);
attacks=And(king_attacks[square],WhiteKing);

if(attacks) return(l);

return(0); }

/* Black Attacks */
else {

attacks=
And(w_pawn_attacks[square],BlackPawns);

if (attacks) return();
attacks=And(knight_attacks[square],BlackKnights)

if(attacks) return(1);

attacks=And(And(AttacksBishop(square),Bishops
Queens),BlackPieces);

if (attacks) return(1);
attacks=And(And(AttacksRook(square),RooksQue
ens),BlackPieces);

if(attacks) return(l);
attacks=And(king_attacks[square],BlackKing);

if(attacks) return(l);

return(0);

}
}

186.crafty : (trace.1480) 80.6% Correct execution
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Dynamic Program Dependence

1
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