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Abstract—We study the decentralized detection problem in
the context of balanced binary relay trees. We assume that
the communication links in the tree network fail with certain
probabilities. Not surprisingly, the step-wise reduction of the
total detection error probability is slower than the case where
the network has no communication link failures. We show that,
under the assumption of identical communication link failure
probability in the tree, the exponent of the total error probability
at the fusion center is o(v/N) in the asymptotic regime. In
addition, if the given communication link failure probabilities
decrease to 0 as communications get closer to the fusion center,
then the decay exponent of the total error probability is 6(\/ﬁ ),
provided that the decay of the failure probabilities is sufficiently
fast.

I. INTRODUCTION

Consider the decentralized detection problem: each sensor
makes a measurement and sends a summary of this measure-
ment to a fusion center, which makes the overall detection
decision based on the summarized messages. This problem
has been widely studied in the context of various archi-
tectures, including the parallel configuration [1]-[15], [33],
tandem networks [16]-[20], [33], and bounded-height trees
[21]-[29], [33]. In this paper, we consider the decentralized
detection problem in the context of balanced binary relay
trees [30] (height is unbounded). The objective of the network
is to make a decision between two hypotheses Hy and H;. As
shown in Fig. 1, leaf nodes are sensors undertaking initial
and independent detections of the same event in a scene.
These measurements are summarized into binary messages
and then these messages are forwarded to the nodes at the
next level. Each non-leaf node—except the root, which is the
fusion center—is a relay node, which fuses binary messages it
receives (if any, and at most two) into one new binary message
and forwards the new binary message to its parent node. This
process takes place at each intermediate node culminating in
the fusion center, at which the final decision is made based on
the information received.
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Fig. 1. A balanced binary relay tree with height k. Circles represent sensors

making measurements. Diamonds represent relay nodes which fuse binary
messages. The rectangle at the root represents the fusion center making an
overall decision.

In [31], which studied the balanced binary relay tree with
no sensor failures and no communication link failures, we
provided upper and lower bounds for the total error probability
at the fusion center as functions of N. These bounds reveal
that the convergence of the total error probability at the fusion
center is sub-exponential with an exponent V/N. In [32], we
studied the case where sensors fail with certain probabilities.
We showed that the convergence of the total error probability
at the fusion center is sub-exponential with the same exponent
VN.

In this paper, we assume that the communication links be-
tween nodes in the network fail with certain probabilities. We
derive upper and lower bounds for the total error probability
at the fusion center as functions of N. Not surprisingly, we
find that the decay of the total error probability for each step
is worse than the case where there is no sensor failures and
no communication failures. But this decay of the total error
probability is still sub-exponential with the same exponent
V/N in the asymptotic regime, provided the decay of failure
probabilities is sufficiently fast.

II. PROBLEM FORMULATION

We consider the problem of binary hypothesis testing be-
tween Hy and H; in a balanced binary relay tree with failure-
prone communication links. We assume that all sensors are
independent given each hypothesis, and that all sensors have



identical Type I error probability g (also known as probability
of false alarm) and identical Type II error probability 3y (also
known as probability of missed detection). In addition, we
denote the Type I and Type II error probabilities for the nodes
at height k by «aj and [y, respectively. Moreover, we assume
that all communication links between nodes at height k£ and
height k£ + 1 have identical failure probability ;. As a result
of the communication failure, with a certain probability each
node at level k in the tree does not have any data, which
we denote by py. Assuming equal prior probabilities, we use
the likelihood-ratio test [34] with unit threshold when fusing
binary messages at the relay nodes and the fusion center.

Consider the simple problem of fusing binary messages
passed to a node by its two immediate child nodes. Assume
that the two child nodes have identical Type I error probability
«, identical Type II error probability 3, and identical node
failure probability p. Moreover, assume that the two commu-
nication links connecting the child nodes to the parent node
fail with identical probability ¢. We can show that for each
child node, the parent node will not receive any data from it
with a certain probability, which we denote by ¢ (henceforth,
we call this the node failure probability), and given by:

g=p+(1-p/.

Denote the Type I and Type II error probability after the
fusion by o’ and (’. The probability that the parent node does
not have any data is

p=@+01-p)0)°=q.

If the parent node receives data from only one of the child
nodes, then the Type I and Type II error probabilities do
not change since the parent node receives only one binary
message. The probability of this event is 2¢(1 — ¢), in which
case we have

(o', 8') = (a, B).

If the parent node receives messages from both child nodes,
then the scenario is the same as that in [30] and [31]. The
probability of this event is (1 — ¢)2, in which case we have

(1—(1—Oé)2762), agﬁv

- ﬁ )Q)a
Let o/ and (3’ be the mean Type I and Type II error
probabilities conditioned on the event that the parent node

receives at least one message from its child nodes, i.e., the
parent node has data. We have

(alvﬁ/) =

(a?,1—(1 a > f.

(o, 8,q) = f(, B,q)

(1—9)(2a—a®)+290 (1—q@)B°+2¢B 2 2
( q (;Jrqx qx’ q1+q q .q _~_(1_q>£/),

if a <3,
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if a > 6.

Our assumption is that all sensors have the same error
probabilities (ayg, 5o, qo). Therefore by the above recursion,
all relay nodes at level 1 will have the same error probability
triplet (oq,B1,q¢1) = f(@o,Bo,q0) (wWhere oy and 3y are
the conditional mean error probabilities). Similarly we can
calculate error probability triplets for nodes at all other levels.
We have

(ak+1a6k+17qk+l) :f(ak,ﬂkvqk)v k= 172a"'7 (1)

where (ay, Ok, qr) is the error probability triplet of nodes at
the k-th level of the tree.

The relation (1) allows us to consider (ay, Sk, qx) as a
discrete dynamic system. For the case where ¢ = 0 for all
k, we have studied (see [31]) the precise evolution of the
sequence {(ay,fk)}, derived total error probability bounds
as functions of IV, and established asymptotic decay rates. In
this paper, we study the case where ¢;, # 0. We derive total
error probability bounds and determine the decay rate of the
total error probability.

We start by looking at the single trajectory shown in
Fig. 2(a), with the communication failure probabilities given
by lr+1 = (3. We observe that g decreases very quickly to
0. In addition, as shown in Fig. 2(b), the trajectory approaches
B = « at the beginning. After («, i) gets too close to 5 = «,
the next pair (ax1,Bk+1) Will be repelled toward the other
side of the line 8 = «. This behavior is similar to the non-
failure scenario, in which case there exists an invariant region
in the sense that the system stays in the invariant region once
the system enters it [31]. Is there an invariant region for the
case where ¢ # 0? We answer this question affirmatively by
precisely describing this invariant region in R3.

III. THE EVOLUTION OF TYPE I, TYPE II, AND NODE
FAILURE PROBABILITIES

The relation (1) is symmetric about the hyperplanes a+ (5 =
1 and 8 = «. Thus, it suffices to study the evolution of the
dynamic system only in the region bounded by o + 8 < 1,
8>a,and 0 < g <1. Let

U:={(,8) >0la+8<1,>a, and 0<¢g<1}

be this triangular prism. Similarly, define the complementary
triangular prism

L:={(a,)>0la+8<1,B<a, and 0<qg<1}
First, we introduce the following region:

By :={(a,8,q9) €U|B < —q/(1 —q)+
Va@® + (1 —9)22a—a?) +2¢(1 — q)a/(1 - q)}-

If (g, Bk, qr) € By, then the next triplet (a1, Bk+1, Qk+1)
jumps across the plane 8 = « away from («y, Bk, qx). More
precisely, if (ag, Bk, qx) € U, then (o, Bk, qx) € By if and
only if (ak+1,Bk+1,qk+1) € L. In other words, B; is the
inverse image of L in U under mapping f.

It is easy to see if we start with (ao,B0,90) € U \ B,
then before the system enters Bj, we have oy > ap and
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Fig. 2. (a) A typical trajectory of (a, Bk, qx) in the (e, 8, q) coordinates.
(b) The trajectory in (a) projected onto the («, 8) plane.

Brk+1 < Bi. Thus, the system moves towards the 8 = « plane.
Therefore, if the number of sensors [V is sufficiently large, then
the system is guaranteed to enter Bj.

Next we consider the behavior of the system after it enters
By. If (g, Bk, qr) € Bi, we consider the position of the next
pair (ax+1, Br+1, qk+1), i.€., consider the image of By under
f, denoted by R,. Similarly we denote the reflection of R,
with respect to 8 = « by Ry,. We find that

RZ/I = {(Oé,ﬁ
2(vV@*+(1-¢*)a—

,q) EUIB < —a+t
q)/(1—q)}

The sets Ry and B; have some interesting properties. We
denote the projection of the upper boundary of Ry and B;
onto the («, 3) plane for a fixed ¢ by R, and BY, respectively.
It is easy to see that if ¢; < go, then R} lies above R}; in
the (v, 8) plane. Similarly, if g1 < go, then B{" lies above
B* in the («,f) plane. Moreover, we have the following
proposition. (Because of lack of space, many of the proofs
here are omitted.)

Proposition 1: By C Ry.

We denote the region R;/UR, by R. We show below that R
is an invariant region in the sense that once the system enters
R, it stays there.

Proposition 2: If (ak,, By Q) € R for some ko and {qx}
decreases monotonically for k£ > ko, then (o, Bk, qx) € R
for all & > kg.

From the above proposition, we can study the reduction
of the total error probability when the system lies in R to
determine the asymptotic decay rate.

First, we compare the step-wise reduction of the total error
probability between the case where communication links fail
with certain probabilities (failure case) and the case where
the network has no communication link failures (non-failure
case). We show that if the communication links are unreliable,
then the decay of the total error probability for a single step
is slower than the non-failure case.

Proposition 3: Let Lg{gl = ,Sﬁl + B,(;Ql be (twice) the
total error probability at the next level from the current state
(ak,s Br, q)- Suppose that (o, Bk, q1) and (o, Bk, q2) € U. If
q1 < g2, then

(q1) (g2)
L <Lty

with equality if and only if oy = .
Proof: From the recursion, we have

@ _1=74;0

M7 T, k+1+7(ak+6k)

1+¢q
where Lfﬁzl =2y —aj + B3

It is easy to show that 2y, — a2 + 87 < ag + Bk.

2a), — af + B < a + B
= ap—op < Br— B

Since a;+f0; < 1 and By > g, we have B, —1/2 < 1/2—ay,.
Notice that the function x — 22 peaks at x = 1/2. Hence,
20, —ai+ 67 < ag+ By with equality if and only if a, = Sy

Notice that
1—gq 2q

— =1.
14¢ 1+4+¢q
Therefore we can write
L) = m L) + (1= m) ok + Br),

where m; = (1 —q1)/(1+q1). Let mo = (1 — gq2) /(1 + @2), it
is easy to see that m; > 7. Thus we have

L = mL + (1 —m)(an+ By)
+H(my = m) LY, — (2 — m) L)
< WlLkH (1—7T1)(04k+ﬂk)
+(my — m) LY — (ma — 1) (o + Br)
- rle)

k+1°

|
From Proposition 3, we immediately deduce that if ¢ > 0,
then

0
1< 1,



which means that the decay of the total error probability for a
single step is the fastest if the failure probability is O (i.e., the
non-failure case). In other words, for the failure case, the step-
wise shrinkage of the total error probability cannot be faster
than the non-failure case, where the total error probability
decays to 0 with exponent v/N [31].

Next we assume that the communication failure probabilities
are identical at all levels, that is, ¢, = C for all k, where
C € (0,1). Denote Ly = ay, + B to be (twice) the total error
probability for nodes at level k. Let Py = Loz, Which
is (twice) the total error probability at the fusion center. We
provide an upper bound for log P&l.

Theorem 1: Suppose that («g, 8o, q0) € R and ¢, = C for
all k, where C € (0, 1). Then,

log Py < VN (log Ly +1) .

In this paper, log stands for binary logarithm. Theorem 1
provides an upper bound for log Pﬁl. Moreover, we can show
that in the asymptotic regime,

log Py' = o(V'N).

This implies that the convergence rate is strictly slower than
\/N (note that the convergence rate for the non-failure case
is exactly v/N).

Finally, we assume that the failure probabilities decay
quadratically to 0, that is, (441 = (2, where k =
0,1,...,log N—1.In consequence, if g, 5o, and ¢ are fixed,
then we have g, < ay and ¢ < S for sufficiently large k.
With these, we derive upper and lower bounds for log Py L

Proposition 4: Suppose that («g, Bk, qx) € R, ag > gx, and
Br > qi. Then,

Proposition 4 gives rise to bounds on the change in the total
error probability every two steps: Lyi2 < 4L? and Lyio >
L2 /2. From these, we can derive bounds for log Py, ' for even-
height trees, i.e., k = log N is even.

Theorem 2: Suppose that (ap, 80,q0) € R and {1 = (3,
where K =0,1,...,log N — 1. If log N is even, then

VN (log Ly —2) <log Py' < VN (log Ly +1).

Proof: If (v, Bo, qo) € R, then we have (ag, Bk, qr) € R

for k=0,1,...,log N — 2. From Proposition 4, we have
Lk+2 = akLﬁ
fork=0,1,...,log N—2 and some a;, € [1/2,4]. Therefore,

for k =2,4,...,log N, we have

o(k=2)/2

k/2
Lk = a(k,g)/g . a%k_4)/2 . ao L% )

where a; € [1/2,4]. Substituting k = log N, we have

log P&l = —logag—_2y/2 — 2loga_ay/2 — - -
—2k=2/2 16545 + VNlog Ly .

Notice that log Lal > 0 and for each 7, —1 < loga; < 2.
Thus,

logPJQ1 < \/]vlongl +VN
= VN (log Ly +1).
Finally,
log PJQI > —2vV/N + VN log Lal
= \/N(logLO_1 —2) .

|
For odd-height trees, we need to calculate the decrease in
the total error probability in a single step. For this, we have

the following proposition.
Proposition 5: If (ay, Bk, qx) € U, then we have

Lyt
L}

>1

and
Liri
L —
From Propositions 4 and 5, we give bounds for the total
error probability at the fusion center for trees with odd height.
Theorem 3: Suppose that (ao, 8o, qo) € R and (1 = (3,

where £ =0,1,...,log N — 1. If log IV is odd, then

,/% (logLy' —2) <log Py < V2N (log Ly ' + 1) .

We have derived error probability bounds for balanced
binary relay trees with unreliable communication links. In the
next section, we will use these bounds to study the asymptotic
rate of convergence.

IV. ASYMPTOTIC RATES

Notice that when N is very large and {qx} decreases
monotonically, the sequence {(ay, Bk, qr)} enters the invariant
region R at some level and stays inside afterward. In conse-
quence, the decay rate in the invariant region determines the
asymptotic rate. Since the error probability bounds for odd-
height trees differ from those of even-height trees simply in
a constant term, without loss of generality, we will consider
trees with even height to calculate the decay rate.

Proposition 6: Suppose that Ly = ag + [y is fixed and
{qx} decreases monotonically. If g < «j and g < [y for
sufficiently large &, then

log Py' = O(VN).

This implies that the convergence of the total error prob-
ability is sub-exponential with exponent v/N. Compared to
the exponent for the non-failure case, the scaling law of the
asymptotic rate does not change when we have unreliable
communications, provided the probabilities of communication
failure probabilities decay to O sufficiently fast, even though
the step-wise shrinkage for the failure case is worse.

Given Ly € (0,1) and € € (0,1), suppose that we wish to
determine how many sensors we need to have so that Py <



€. The solution is simply to find an N (e.g., the smallest)
satisfying the inequality

\/N(logLal —2) > —loge.

The smallest N grows like ©((log¢)?) (cf., [31], in which the
growth rate is the same, and [30], where a looser bound was
derived).

V. CONCLUSION

We have studied the detection performance of balanced
binary relay trees with communication link failures. We have
shown that, under the assumption of identical communication
link failure probability in the tree, the exponent of the total
error probability is o(v/N). We have also developed total
error probability bounds at the fusion center as functions
of NV for both even-height trees and odd-height trees in the
case where the communication link failure probabilities decay
to 0 quadratically. These bounds imply that the total error
probability converges to 0 sub-exponentially with exponent
V/N. Compared to balanced binary relay trees with no com-
munication failures, the step-wise shrinkage of the total error
probability in the failure case is slower, but the asymptotic
decay rate follows the same scaling law.
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