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a b s t r a c t

We investigate two distinct issues related to resource allocation heuristics: robustness and failure
rate. The target system consists of a number of sensors feeding a set of heterogeneous applications
continuously executing on a set of heterogeneous machines connected together by high-speed
heterogeneous links. There are two quality of service (QoS) constraints that must be satisfied: the
maximum end-to-end latency and minimum throughput. A failure occurs if no allocation is found
that allows the system to meet its QoS constraints. The system is expected to operate in an uncertain
environment where the workload, i.e., the load presented by the set of sensors, is likely to change
unpredictably, possibly resulting in a QoS violation. The focus of this paper is the design of a static
heuristic that: (a) determines a robust resource allocation, i.e., a resource allocation that maximizes the
allowable increase in workload until a run-time reallocation of resources is required to avoid a QoS
violation, and (b) has a very low failure rate (i.e., the percentage of instances a heuristic fails). Two such
heuristics proposed in this study are a genetic algorithm and a simulated annealing heuristic. Both were
“seeded” by the best solution found by using a set of fast greedy heuristics.

© 2008 Elsevier Inc. All rights reserved.
1. Introduction

Parallel anddistributed systemsmayoperate in an environment
where certain system performance features degrade due to
unpredictable circumstances, such as sudden machine failures,
higher than expected system load, or inaccuracies in the estimation
of system parameters. An important question then arises: given
a system design, what extent of departure from the assumed
circumstanceswill cause a performance feature to be unacceptably
degraded? That is, how robust is the system?

Why should we care about answering the above question?
A literature search for “robust networks” or “robust systems”
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or “robust computing” gives one reason. System builders are
becoming increasingly interested in robust design. The following
are some examples. The Robust Network Infrastructures Group
at the Computer Science and Artificial Intelligence Laboratory at
MIT takes the position that “... a key challenge is to ensure that
[the network] can be robust in the face of failures, time-varying
load, and various errors”. The research at the User-Centered Robust
Mobile Computing Project at Stanford “concerns the hardening of
the network and software infrastructure to make it highly robust”.
The Workshop on Large-Scale Engineering Networks: Robustness,
Verifiability, and Convergence1 (2002) concluded that the “Issues
are... being able to quantify and design for robustness..”. There
are many other projects of similar nature at other schools and
organizations (including IBM and Raytheon, which have been
working on robustness in industry computing environments).

For a particular class of heterogeneous computing (HC) systems,
we investigate two distinct issues related to resource allocation
heuristics: robustness and failure rate. The target HC system
consists of a number of sensors feeding a set of heterogeneous
applications continuously executing on a set of heterogeneous
1 http://www.ipam.ucla.edu/programs/cnrob/.
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Table 1
Glossary of notation

M the set of machines
mj j-th machine in the system
A the set of applications
ai i-th application in the system
P the set of paths
Pk k-th path
R(ai) for application ai in Pk , the output data rate of the driving sensor for Pk
αk,i i-th application in the k-th path
Lmax
k maximum end-to-end latency constraint for Pk

σ the set of sensors =
[
σ1 · · ·σ|σ |

]
λ system workload =

[
λ1 · · ·λ|σ |

]T
λinit the initial value of λ

Cij(λ) estimated time to compute for ai on mj for a given λ

Tcij(λ) the computation time for ai on machine mj when ai shares this machine with other applications
Mij(λ) the size of the message data sent from ai to aj for a given λ

Ttij(λ) the time to transfer the output data from ai to aj
13 robustness of a mapping

13T
ij robustness of assignment of ai to mj with respect to throughput constraint

13L
k robustness of assignment of applications in Pk with respect to Lmax

k

13T∗
(ai,mj) the value of 13T

ij if application ai is mapped on mj

13∗(ai,mj) the value of 13 if application ai is mapped on mj
machines connected together by high-speed heterogeneous links.
There are two quality of service (QoS) constraints that must
be satisfied: the maximum end-to-end latency and minimum
throughput. A failure occurs if no allocation is found that allows
the system to meet its QoS constraints. The system is configured
with an initialmapping (i.e., allocation of resources to applications)
that is used when the system is first started. The system is
expected to operate in an uncertain environment where the
workload, i.e., the load presented by the set of sensors, is likely
to change unpredictably, possibly resulting in a QoS violation. The
focus of this paper is the design of a static heuristic that: (a)
determines a robust resource allocation (i.e., a resource allocation
thatmaximizes the allowable increase inworkloaduntil a run-time
reallocation of resources is required to avoid a QoS violation), and
(b) has a very low failure rate (i.e., the percentage of instances a
heuristic fails). Two such heuristics proposed in this study are a
genetic algorithm and a simulated annealing heuristic. Both were
“seeded” by the best solution found by using a set of fast greedy
heuristics.

One example of the kind of HC system being considered here is
the Navy’s planned future approach to shipboard computing called
the “total shipboard computing environment”. Much research is
being done by the Navy and DARPA to design and develop this
approach. A working prototype called the “High Performance
Distributed Computing Program (HiPer-D) environment” exists at
the Naval Surface Warfare Center, Dahlgren Division [11,23]. Our
research was done in conjunction with this group.

There are other application domains where this model applies.
Examples include monitoring the vital signs and medicine
administration for a patient, recording scientific experiments, and
surveillance for homeland security.

For all of systems, robustness of the initial mapping is
an important concern. Generally, these systems operate in an
environment that undergoes unexpected changes, e.g., in the
system workload, which may cause a QoS violation. Therefore,
even though a good initial mapping of applications may ensure
that no QoS constraints are violated when the system is first put
in operation, run-time mapping approaches may be needed to
reallocate resources at run time to avoid QoS violations (e.g., [23]).

The general goal of this paper is to delay the first re-mapping
of resources required at run time to prevent QoS violations
due to variations in the amount of the workload generated
by the changing sensor outputs. This work uses a generalized
performance metric that is suitable for evaluating an initial
mapping for such robustness against increases in the workload (a
formal definition of robustness and a general procedure to derive it
are given in [3]). The initial mapping problem is defined as finding a
staticmapping (i.e., one found in an off-line planning phase) of a set
of applications onto a suite ofmachines tomaximize the robustness
against workload, defined as the maximum allowable increase in
system workload until run-time re-mapping of the applications is
required to avoid a QoS violation. Our contributions in this paper
include designing and developing mapping heuristics so as to
optimize the robustness, and evaluating the relative performance
of these heuristics for the intendeddynamic distributedHC system.
The mapping problem has been shown, in general, to be NP-
complete [12,16]. Thus, the development of heuristic techniques
to find near-optimal mappings is an active area of research (many
examples are given in [1]).

Section 2 develops models for the applications and the
hardware platform. These models are then used in Section 3 to
derive expressions for computation and communication times.
Section 4 presents a quantitative measure of the robustness of a
given mapping of applications to machines. Heuristics to solve the
initial mapping problem are described in Section 5. The simulation
experiments and the evaluation of the heuristics is discussed
in Section 6. A sampling of some related work is presented in
Section 8. Section 9 concludes the paper. A glossary of the notation
used in this paper is given in Table 1.

2. Systemmodel

The system considered here consists of heterogeneous sets
of sensors, applications, machines, and actuators. Each sensor
produces data periodically at a certain rate, and the resulting data
streams are input into applications. The applications process the
data and send the output to other applications or to actuators.

In the types of environments under consideration, the domain
experts (e.g., military officers, medical doctors) develop the code
for the applications and the interactions among the applications.
The applications and the data transfers between them are
represented as a directed acyclic graphs (DAGs). The A nodes in
the DAG correspond to the applications and the arcs between the
nodes represent the data transfers between applications. Fig. 1
shows a DAG representation of the applications and the data
transfers, along with the sensors and actuators in the system. Let
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Fig. 1. The DAG model for the applications and data transfers. The dashed lines
enclose each path formed by the applications. Diamonds represent sensors, circles
represent applications, and rectangles represent actuators.

ai be the i-th application in A (numbered arbitrarily). For our
study, the DAGs are based on information provided to us about
actual DAGs used by the Navy HiPer-D project at the Naval Surface
Warfare Center, Dahlgren Division.

It is assumed that, for a given data set, the data-dependent
applications use “greedy synchronization” to schedule their
executions. Specifically, a successor application starts processing
a data set as soon as it is received. It is also assumed that an
application starts transferring data only after it has completed
processing the current input.

We assume that all multiple input applications are discrimi-
nating applications [2]. Such an application does not produce an
output unless a designated input stream (called the trigger input)
supplies a new data set. The output is produced at the rate of the
trigger input.

The figure also shows a number of paths (enclosed by dashed
lines) formed by the applications. A path is a chain of producer-
consumer pairs that starts at a sensor (the driving sensor) and
ends at an actuator (if it is a trigger path) or at a multiple-input
application (if it is an update path). In the context of Fig. 1, path
1 is a trigger path, and path 2 is an update path. In a real system,
application d could be a missile firing program that produces an
order to fire. It needs target coordinates from application b in path
1, and an updated map of the terrain from application c in path
2. Assume that application d must respond to any output from b,
but must not issue fire orders if it receives an output from c alone;
such an output is used only to update an internal database. So
while d is amultiple input application, the rate atwhich it produces
data is equal to the rate at which the trigger input, application
b, produces data. That rate, in turn, equals the rate at which the
driving sensor, S1, produces data. We assume that as a part of the
problem specification,we know the path towhich each application
belongs, and the corresponding driving sensor. Note that, in the
above example, the systemmust have an initial map of the terrain
to work appropriately. That is, before the system is started, a map
is provided to application d. Of course such a map can be refined
later by the update path.

Let P be the set of paths formed by applications in A. Let Pk

be the list of applications that comprise the k-th path. Let |Pk| be
the total number of applications in path Pk. Then, αk,i is the i-th
application in Pk, where 1 ≤ i ≤ |Pk|. The applications in Pk are
numbered sequentially. An application may be present in multiple
paths, i.e., it is possible that αk,i = αl,j = ah. Similarly, a given data
transfer may be a part of multiple paths. To ensure that multiple
applications do not drive a single actuator, only one path ends at
an actuator. However, multiple paths can begin at a sensor.

The sensors constitute the interface of the system to the
external world for retrieving information. These sensors may be
radars, sonars, camerasmonitoring a conveyor belt, etc. A sensor is
characterized by (a) the maximum rate at which it produces data
sets, and (b) the amount of load a given data set presents to the
applications that have to process the data set. Typically, different
sensors have different rates at which they produce data sets. Also,
the measure of load may be different for different sensors. Let σz

be the z-th sensor in the set of sensors, σ . In this study, the load
measure, λz, is defined to be the number of objects to be tracked
present in one data set from the sensor σz in itsmost recent output.
The system workload, λ, is a measure of the load values from all
sensors, and is the vector, λ =

[
λ1 · · ·λ|σ |

]T
. Let λinit be the initial

value of λ, and λinit
i be the initial value of the i-th member of λinit,

i.e., λinit
=

[
λinit
1 · · ·λinit

|σ |

]T
.

The system also contains a set M of heterogeneous machines.
Given that recent military programs specifically target reducing
the cost of design, acquisition and upgrade of systems through
the use of commercial-off-the-shelf equipment, we have assumed
that the machines in our system have commercial-off-the-shelf
operating systems. Specifically, we assume that when multiple
applications are computed on a machine, the operating system
uses a round-robin scheduling policy to allocate the CPU to the
applications. Similarly, when there are multiple data transfers
originating at amachine,we assume that the operating systemuses
a round-robin scheduling policy to allocate the network link to the
data transfers. Section 3 develops expressions for the computation
and communication times using the above assumptions.

All machines are connected by heterogeneous dedicated full-
duplex communication links to a crossbar switch. The sensors, as
well as actuators, are connected by half-duplex connections to the
same crossbar switch. These assumptions reflect the shipboard
computing environment for the High Performance Distributed
Computing Program mentioned earlier.

Several QoS constraints, e.g., maximum end-to-end latency,
inter-processing time, and throughput, have been discussed in
[23]. In this research, wewill investigate themaximumend-to-end
latency and throughput constraints, as they are most pertinent to
the problem domain. The maximum end-to-end latency constraint
states that, for a given path Pk, the time taken between the instant
the driving sensor for the path outputs a data set to the instant the
actuator or the discriminating application fed by the path receives
the result of the computation on that data set must be no greater
than a given value, Lmax

k .
Theminimum throughput constraint states that the computation

or communication time of any application in Pk is required to be
no larger than the reciprocal of the output data rate of the driving
sensor for Pk. For application ai in Pk, let R(ai) be set to the output
data rate of the driving sensor for Pk.

3. Computation and communication models

Computation model: This part summarizes the computation model
for this system as originally described in [2]. For an application,
the estimated time to compute a given data set depends on
the load presented by the data set, and the machine executing
the application. Let Cij(λ) be the estimated time to compute for
application ai on mj for a given workload (generated by λ) when
ai is the only application executing on mj. We assume that Cij(λ) is
a function known for all i, j, and λ (e.g., estimated from analysis and
experimentation).

We account for the effect of multitasking on the computation
time of an application by making the simplifying worst-case
assumption that all applications mapped to a machine are
processing data continuously. Let Nj be the number of applications
executing on machine mj. Let Tc

ij(λ) be the computation time for ai
onmachinemj when ai shares thismachinewith other applications.
If the overhead due to context switching is ignored, Tc

ij(λ) will be
Nj × Cij(λ).
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However, the overhead in computation time introduced by
context switching may not be trivial in a round-robin scheduler.
Such an overhead depends on the estimated-time-to-compute
value of the application on the machine, and the number of
applications being executed on the machine. Let Ocs

ij (λ) be the
context switching overhead incurred when application ai executes
a given workload on machine mj. Let Tcs

j be the time mj needs for
switching the execution from one application to another. Let Tq

j be
the size (quantum) of the time slice given bymj to each application
in the round-robin scheduling policy used on mj. Then,

Ocs
ij (λ) =

Cij(λ) × Nj

Tq
j

× Tcs
j × u(Nj − 2), (1)

where u(Nj − 2) is a unit step function.2 Given this,

Tc
ij(λ) = Cij(λ) × Nj

(
1 +

Tcs
j

Tq
j

× u(Nj − 2)
)

. (2)

Communicationmodel: In this partwedevelop an expression for the
time needed to transfer the output data from a source application
to a destination application at a given load. This formulation was
originally given in [2]. Let Mij(λ) be the size of the message data
sent from application ai to a destination application aj at the given
load. Let µ(ai) be the machine on which ai is mapped. Let Tt

ij(λ) be
the transfer time, i.e., the time to send data from application ai to
application aj at the given load.

A data packet is queued twice enroute from the sourcemachine
to the destination machine. First, the data packet is queued in
the output buffer of the source machine, where it waits to use
the communication link from the source machine to the switch.
The second time, the data packet is queued in the output port of
the switch, where it waits to use the communication link from
the switch to the destination machine. The switch has a separate
output port for each machine in the system.

Wemodel the queuing delay at the sendingmachine bymaking
the simplifying worst-case assumption that the bandwidth of the
link from the sending machine to the switch is shared equally
among all data transfers originating at the sending machine.
This will underestimate the bandwidth available for each transfer
because it assumes that all of the other transfers are always
being performed. Similarly, we model the queuing delay at the
switch by assuming that the bandwidth of the link from the
switch to the destination machine is equally divided among all
data transfers originating at the switch and destined for the
destination machine. Let B(µ(ai), swt) be the bandwidth (in bytes
per unit time) of the communication link between µ(ai) and the
switch, and B(swt,µ(aj)) be the bandwidth (in bytes per unit
time) of the communication link between the switch and µ(aj).
The abbreviation “swt” stands for “switch”. Let Nct(µ(ai), swt) be
the number of data transfers using the communication link from
µ(ai) to the switch. The superscript “ct” stands for “contention”.
Let Nct(swt,µ(aj)) be the number of data transfers using the
communication link from the switch toµ(aj). Then, Tt

ij(λ), the time
to transfer the output data from application ai to aj, is given by:

Tt
ij(λ) = Mij(λ) ×

(
Nct(µ(ai), swt)
B(µ(ai), swt)

+
Nct(swt,µ(aj))

B(swt,µ(aj))

)
. (3)

Eq. (3) also can accommodate the situations when a sensor
communicates with the first application in a path, or when the
last application in a path communicates with an actuator. The
driving sensor for Pk can be treated as a “pseudo-application”
that has a zero computation time and is already mapped to an
2 u(Nj − 2) = 1 if Nj ≥ 2, else u(Nj − 2) = 0.
Fig. 2. Some possible directions of increase for the system load λ, and the direction
of the smallest increase to reach C. The region enclosed by the axes and the curve C
gives the feasible values of λ.

imaginary machine, and, as such, can be denoted by αk,0. Similarly,
the actuator receiving data fromPk can also be treated as a pseudo-
application with a zero computation time, and will be denoted by
αk,|Pk|+1. Nct(µ(αk,0), swt) and Nct(swt,αk,|Pk|+1) both are 1. When
µ(ai) = µ(aj), Tt

ij(λ) = 0.

4. Performance goal

In this section we quantify the robustness of a mapping.
Without loss of generality, to simplify the presentation, we
assume that λ is a continuous variable, and that computation and
communication times are continuous functions of λ. The change
in λ can occur in different “directions” depending on the relative
changes in the individual components of λ. For example, λ might
change so that all components of λ increase in proportion to
their initial values. In another case, only one component of λ may
increase while all other components remain fixed. Fig. 2 illustrates
some possible directions of increase in λ. In Fig. 2, λinit

∈ R2 is the
initial value of the system load. The region enclosed by the axes and
the curve C gives the feasible values of λ, i.e., all those values for
which the system does not violate a QoS constraint. The element
of C marked as λ∗ has the feature that the Euclidean distance,
‖λ∗

− λinit
‖, from λinit to λ∗ is the smallest over all such distances

from λinit to a point on C. An important interpretation of λ∗ is that
the value ‖λ∗

− λinit
‖ gives the largest Euclidean distance that the

variable λ can move in any direction from an initial value of λinit

without incurring a QoS violation [3].We define 13 = ‖λ∗
− λinit

‖

to be the robustness of a mapping, against the system workload, with
respect to satisfying the QoS constraints.

We now give a conceptual way of determining 13. Assume
application ai is mapped to machine mj. Let D(ai) be the set of
successor applications of ai. Let LT

i be the boundary of the set
of all those λ values at which application ai does not violate its
throughput constraint, i.e.,

LT
i = {λ : Tc

ij(λ) = 1/R(ai)}⋃
{λ : ∀ap ∈ D(ai), T

t
ip(λ) = 1/R(ai)}. (4)

The “T” in the superscript denotes “throughput”. Let LT be the
boundary of the set of λ values at which no application violate its
throughput constraint, i.e.,

LT
=

⋃
ai∈A

LT
i . (5)
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Similarly, let LL
k be the boundary of the set of those λ values at

which path Pk does not violate its latency constraint, i.e.,

LL
k =

λ :
∑

i:ai∈Pk,p:ap∈Pk
ap∈D(ai)

Tc
ij(λ) + Tt

ip(λ) = Lmax
k

 . (6)

The “L” in the superscript denotes “latency”. LetLL be the boundary
of the set of λ values at which no path violates its latency
constraint, i.e.,

LL
=

⋃
Pk∈P

(LL
k). (7)

Finally, let L be the set of λ given by LT⋃LL. One can then
determine 13 by determining the smallest value of ‖λ − λinit

‖ for
some λ ∈ L. That is,

13 = min
λ∈L

‖λ − λinit
‖. (8)

For later use, let 13T
= minλ∈LT ‖λ − λinit

‖, and 13L
=

minλ∈LL ‖λ − λinit
‖.

We assume that the optimization problem given in the 13

equation given above can be solved to find the global minimum.
An optimization problem of the form x∗

= argminxf (x), subject
to the constraint g(x) = 0, where f (x) and g(x) are convex
and linear functions, respectively, can be solved easily to give
the global minimum [9]. Because all norms are convex functions,
the optimization problem posed in the 13 equation given above
reduces to a convex optimization problem if Tc

ij(λ) and Tt
ip(λ)

are linear functions, as they are in this work. If Tc
ij(λ) and Tt

ip(λ)
functions are not linear, then it is assumed that known heuristic
techniques could be used to find near-optimal solutions.

5. Heuristic descriptions

5.1. Greedy heuristics

In general, greedy techniques perform well in many situations,
and have been well-studied (e.g., [16]). Our implementations
of these heuristics, described later, use the 13 value as the
performance metric. However, the procedure given in Section 4
for calculating 13 assumes that a complete mapping of all
applications is known. During the course of the execution of
the heuristics, not all applications are mapped. In these cases,
the heuristics make the following unrealistic assumptions for
the purpose of calculating an “intermediate” 13: (a) Each such
application ai is mapped to the machine mj where Cij(λ

init)
is smallest over all machines, and (b) ai is using 100% of
that machine (i.e., there is no penalty for sharing). Similarly
for the communications, it is assumed that each data transfer
between two unmapped applications occurs over the highest
speed communication link, and that the link is 100% utilized by the
data transfer. With these assumptions, 13 is calculated and used
in any step of a given heuristic.

Let 13T
ij be the robustness of the assignment of ai with respect

to the throughput constraint, i.e., it is the largest increase in
load in any direction from the initial value that does not cause a
throughput violation for application ai, either for the computation
of ai on machine mj or for the communications from ai to any of its
successor applications. Then,13T

ij = minλ∈LT
i
‖λ−λinit

‖. Similarly,
let 13L

k be the robustness of the assignment of applications in Pk

with respect to the latency constraint, i.e., it is the largest increase
in load in any direction from the initial value that does not cause a
latency violation for the path Pk. It is given by minλ∈LL

k
‖λ − λinit

‖.
Most Critical Task First Heuristic. The Most Critical Task First

(MCTF) heuristic (for throughput constrained systems) makes one
application tomachine assignment in each iteration. Each iteration
can be split into two phases. Let 13∗(ai,mj) be the value of 13 if
application ai is mapped on mj. Similarly, let 13T∗

(ai,mj) be the
value of 13T

ij if application ai is mapped on mj. Let

G(ai) = argmax
mk∈M

(13∗(ai,mk)), (9)

and

H(ai) = argmax
mk∈G(ai)

(13T∗

(ai,mk)). (10)

The function argmaxxf (x) returns the value of x that maximizes the
function f (x). If there are multiple values of x that maximize f (x),
then argmaxxf (x) returns the set of all those values.

In the first phase, each unmapped application ai is paired with
its “best” machine mj such that mj = G(ai) if G(ai) is a unique
machine. Otherwise, the algorithm calculates H(ai) to select that
machine from G(ai) that results in the largest robustness based on
throughput constraints only. If H(ai) itself is not a unique machine,
then one machine is randomly selected from H(ai). Let such a
machine be denoted as mj = rand(H(ai)). The first phase does not
make an application to machine assignment; it only establishes
application-machine pairs (ai,mj) for all unmapped applications ai.

The second phase makes an application to machine assignment
by selecting one of the (ai,mj) pairs produced by the first
phase. This selection is made by determining the most “critical”
application (the criterion for this is explained later). The method
used to determine this assignment in the first iteration is totally
different from that used in the subsequent iterations.

The special first iteration does the following. (1) Determine the
single application that will result in the worst robustness when it
alone is mapped to system. (2) Assign it to its best machine. (3) Let
this assignment be the first one, so that the later assignments can
“work around” this assignment. Mathematically, the special first
iteration determines the pair (ax,my) such that

(ax,my) = argmin
(ai,mj) pairs from the first phase

(13∗(ai,mj)). (11)

The application ax is then assigned to the machine my.
The criterion used to make the second phase application to

machine assignment for iteration number 2 to |A| is different from
that used in iteration 1, and is now explained. The intuitive goal is
to determine the (ai,mj) pair, which if not selected, may cause the
most future “damage,” i.e., decrease in 13. Let Mai be the ordered
list, 〈mai

1 ,mai
2 , . . . ,mai

|M|
〉, of machines such that 13∗(ai, mai

x ) ≥

13∗(ai, mai
y ) if x < y. Note that mai

1 is the same as ai’s “best”
machine, argmaxmk∈ M(13∗(ai,mk)). Let v be an integer such that
2 ≤ v ≤ |M|, and let r(ai, v) be the percentage decrease in
13∗(ai,m

ai
1 ) if ai is mapped on mai

v (its v-th best machine) instead
of mai

1 , i.e.,

r(ai, v) =
13∗(ai, mai

1 ) − 13∗(ai, mai
v )

13∗(ai, mai
1 )

. (12)

Additionally, let T(ai) be defined such that

T(ai) =
13T∗

(ai, mai
1 ) − 13T∗

(ai, mai
2 )

13T∗

(ai, mai
1 )

. (13)

Then, in all iterations other than the first iteration, MCTF maps
the most critical application, where the most critical application
is found using the pseudo-code in Fig. 3. The technique shown in
Fig. 3 builds on the idea of the Sufferage heuristic concept given
in [19].

Experiments indicated that doing only the first iteration
differently from the remaining iterations improved the robustness
of themapping. For example, in one experiment,when the first two
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Fig. 3. Selecting the most critical application to map next given the set of (ai,mj) pairs from the first phase of MCTF.

Fig. 4. The XXS heuristic.

Fig. 5. The TB XXS heuristic.
iterations were done differently, the robustness reduced to 92% of
the case where only one iteration was done differently.

Max–Max Style Greedy Heuristics: Fig. 4 shows a Max–max
style greedy heuristic, XXS, that was implemented in this research
(for throughput-constrained systems) as one benchmark against
which our proposed heuristics can be compared. Variants of the
Max–max heuristic (whose general concept was first presented in
[16]) have been seen to perform well, e.g., [6,10,19]. Tie-Breaker
Max–max Style heuristic (TB XXS), shown in Fig. 5, has the same
first phase as MCTF. In addition, it augments the second phase of
XXS with two features borrowed from MCTF: (a) the special first
iteration, and (b) the use of application criticality to resolve any
ties in Line (7) of Fig. 5.

Max–Min Style Greedy Heuristics: A Max–min style heuristic,
XNS (based on the general concept in [16]), was also implemented
to serve as another benchmark against which our proposed
heuristics can be compared. XNS is similar to the XXS heuristic
except that in Line (4) of Fig. 4, “max” is replaced with “min”. The
Tie-BreakerMax–min Styleheuristic, TB XNS, was also implemented,
and is related to TB XXS in the same way XNS is related to XXS.

Most Critical Path First Heuristic: The Most Critical Path First
(MCPF) heuristic explicitly considers the latency constraints of the
paths in the system, and is designed to work well in latency-
constrained systems.MCPFbegins by ranking thepaths in the order
of the most “critical” path first (defined below). Then it uses a
modified form of theMCTF heuristic tomap applications on a path-
by-path basis, iterating through the paths in a ranked order. The
modified form of MCTF differs fromMCTF in that the first iteration
has been changed to be the same as the subsequent iterations.

The ranking procedure used byMCPF is now explained in detail.
Let 3̂

L
(Pk) be the value of13L

k assuming that each application ai in
Pk is mapped to themachinemj such that j = argminj:mj∈MCij(λ

init),
and that ai can use 100% of mj. Similarly for the communications
between the consecutive applications in Pk, it is assumed that
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3 The number eight was chosen based on one of the author’s prior experience
with the “best of n” approach.
Fig. 6. General procedure for a genetic algorithm.

each data transfer between two unmapped applications occurs
over the highest speed communication link, and that the link is
100% utilized by the data transfer. The heuristic ranks the paths
in an ordered list G = 〈P crit

1 ,P crit
2 , . . . ,P crit

|P |
〉 such that 3̂

L
(P crit

x ) ≤

3̂
L
(P crit

y ) if x < y.
For an arbitrary HC system, one is not expected to know if

the system is latency-constrained or throughput-constrained, or
neither. In that case, this research proposes running both MCTF
(or TB XXS) and MCPF, and taking the better of the two mappings.
One such approach is ourDuplex heuristic that executes bothMCTF
(one of the best throughput-constrained heuristics) and MCPF (a
latency-constrained heuristic), and then chooses the mapping that
gives a higher 13.

5.2. Random search algorithms

Genetic Algorithm: Genetic algorithms (GAs) are a technique
for searching large solution spaces using computational analogs of
biological and evolutionary processes. For some previous work on
using GAs in scheduling, please see [21].

In a GA, a solution is encoded as a “chromosome”. The algorithm
begins by encoding a set (population) of possible solutions as
chromosomes. This population is iteratively altered by the GA until
a stopping criterion is met (Fig. 6).

In the selection step, some chromosomes are removed and oth-
ers are duplicated based on their “fitness” values. A chromosome’s
fitness is a measure of the quality of the solution represented
by that chromosome. Selection is followed by the crossover step,
where chromosomes are randomly paired and, with a probability
called the crossover rate, components of the paired chromosomes
are exchanged to produce offspring. In the third step, called muta-
tion, small random changes are introduced in the chromosomes for
further population diversity. The mutation step is performed with
a probability called the mutation rate. One iteration of the while
loop in Fig. 6 constitutes one generation.

In this study each chromosome is a complete mapping of all
applications to machines in the suite. In particular, a chromosome
is a vector of |A| integers. Each element of the vector is a gene, and
there are as many genes as there are applications in the system.
Each gene can have a value in the set {1, . . . , |M|}. The value of
the ith gene is themachine assigned to application ai. Themapping
robustness served as the fitness value.

In particular, the fitness value of a chromosome is calculated
by determining the robustness (i.e., the 13 value of Eq. (8)) for
themapping (assignment of applications tomachines) represented
by that chromosome. The population size P was set to 100.
Preliminary experiments were run for population sizes of 50, 100,
and 200. It was observed that increasing P from 50 to 100 produced
a significant improvement in the quality of solution. However, an
increase in P from 100 to 200 did not change solution quality
significantly.

The initial population was generated randomly, except for a
“seed” chromosome that was the mapping found by the Duplex
heuristic. Initial testing showed that such a seeding of the initial
population produced a bettermapping than the unseeded case. The
seed mapping was taken from the Duplex heuristic because it was
found that the Duplex heuristic always produced the bestmapping
among all greedy heuristics. The GA also used elitism to ensure that
the fittest chromosome of a given generation was passed on to the
next generation without being altered by the genetic operators.

We used linear ranking selection [7], in which the selection
probability of a chromosome is a linear function of the chro-
mosome’s rank within the population. After selection, uniform
crossover [22]was used. Specifically a set of P/2 chromosome pairs
was formed by randomly selecting chromosomes from the current
population. Each pair was chosen for crossover with a 90% prob-
ability. For each chosen pair, every gene was exchanged between
the two parents with a 50% probability to produce two offspring.
For the pairs not selected for crossover, parents were copied for-
ward as offspring. For the mutation operation, a chromosome was
chosen formutationwith a 5%probability. Then twogeneswere se-
lected at randomwithin the chosen chromosome, and the gene val-
ues were swapped. The GA was terminated after 200 generations.
Preliminary experiments were run for several different crossover
and mutation rates and total generations, and values given above
were found to give the best results.

Further details of the GA operators and parameters are given
in [6]. For a given problem, the GAwas executed eight times,3 each
with a different initial population (except for the seed) and the best
solution was chosen.

Steady State Genetic Algorithm: A steady state GA is a
variation on a GA that uses overlapping populations, i.e., in a
given iteration of the GA, only at most a given percentage of the
population is replaced (in our work, 25%) [24]. Instead of linear
ranking selection, offspring replace the least fit members of the
population.

Simulated Annealing: The simulated annealing (SA) technique
is an iterative improvement process of local search to obtain the
global optimum of some given function. The SA technique has
proven to be quite effective in approximating global optima for
many different NP-hard combinatorial problems. In this study, the
two phase simulated annealing (TPSA) heuristic employed in [17]
was used.

The TPSA technique starts with an initial temperature, a
function to decrease temperature, and an initial mapping solution
(using the same chromosome format as the GA). In this research,
the initial temperature is selected to be 10,000 because the
temperature had to be sufficiently large at the start of the
SA method such that the mapping solution does not converge
quickly and fall into an early local minimum. The temperature
is decreased at each iteration to 99% of the previous iteration’s
temperature. Preliminary experiments were run for different
temperature decreasing schemes and stopping criteria and the
values given in this study were found to give the best results.
The mapping generated by Duplex is used as the initial solution.
Preliminary experiments were run to decide whether seeding
or not seeding the initial solution for SA was necessary and
seeding the SA heuristic was found to give better results. In the
preliminary experiments using the environment discussed in this
paper, several different versions of SA-based heuristic were tested.
In these experiments the basic SA (single phasewith random initial
solution) improved the Duplex solution by 5.5%, while the seeded
SA, single phase, improved theDuplex solution by 15.6%. Therefore,
it was concluded that seeding the SA heuristic with the solution
found by Duplex would be best.

The heuristic runs until itmeets one of the stopping criteria. The
stopping criteria are when the temperature goes below 10−20 or
when the current solution is unchanged for 150 iterations (from
the stopping criterion described in [10]). At each iteration, the
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4 The procedure for generating the DAGs used in this study is given in [6].
current solution is changed to make a new solution, and the new
mapping is compared to the current mapping. If the new solution
has a better robustness, then the new solution is chosen to be the
current solution. When the new solution is worse than the current
solution, it is probabilistically chosen to be the current solution.
The uphill probability is determined using e

−|valuenew−valuecurrent |
temperature . It

decides the probability of going uphill, e.g., if it is 0.2, then there
is a 20% chance that the new solution will be chosen even though
it is worse than the current solution.

When generating a new solution from the current solution,
two methods are used. The first method randomly chooses a
task and maps it onto a randomly chosen machine (mutation).
The second method randomly chooses two tasks and swaps their
machine assignments (swap). In the TPSA heuristic, there are two
phases. In the first phase, the mutation method is used for the
first 1,500 iterations or until the solution does not change for 100
iterations. Then, in the second phase, the swap method is used
until the solution is not changed for 150 iterations or until the
temperature is zero (i.e., 10−20). For each trial, the heuristic is
run ten times and the mapping with the best solution is selected.
The intuition behind having two TPSA phases is that after some
number of mutations, a near optimal number of tasks per machine
will be found (reduced solution space). Then swapping two tasks
will maintain the number of tasks on two machines (or on a
machine) while trying to search for a better solution. Preliminary
experiments were run for several different SA-based methods and
the TPSA scheme was found to give better results.

The intuition behind using the swap operator in the second
phase of the two phase SA (TPSA) is that in the first phase the
SA heuristic is reducing the search space and in the second phase
the swap method tries to find a better solution in this reduced
space. But since the swap method is done in the second phase, it
may already be difficult (if not impossible) to change the current
solution to a worse solution. The swap method is a way to jump to
another solution when the temperature is low and it is difficult to
climbupby justmutating once. The swapmethod canbe thought of
as two mutations while maintaining a constraint (number of tasks
on the machines do not change).

In the same preliminary experiments conducted above, the
seeded TPSA heuristic improved the Duplex solution by 39% (com-
pared to 5.5% and 15.6% for single phase unseeded and single phase
seeded, respectively). The unseeded TPSA performed comparably
to the seeded SA. Because the seeded TPSA’s improvement was the
largest, this scheme was chosen for the experiments in this paper.

An Upper Bound: The best way to evaluate the solution
produced by a heuristic is to compare it with an optimal solution.
Given that finding an optimal solution is NP-hard, we resorted
to deriving a loose upper bound on the optimal solution, and
compared our solutions to the upper bound. This upper bound is
equal to the 13 for a system where the following assumptions
hold: (a) the communication times are zero for all applications,
(b) each application ai is mapped on the machine mj where 13T

ij

is maximum over all machines, and (c) each application can use
100% of the machine where it is mapped. These assumptions
are, in general, not physically realistic. An example of when this
upper bound situation could occur is: (a) applications do not
communicate with each other, (b) each application is mapped to
its best machine, and (c) the set of applications is such that only
one application is mapped on a given machine.

6. Simulation experiments and results

In this study, several sets of simulation experiments were
conducted to evaluate and compare the heuristics. Experiments
were performed for different values of |A| and |M|, and for
different types of HC environments.
For the experiments presented here, Cij(λ) functions were
generated in the followingmanner. Let fijz be a linear function of λz,
with a slope sc(ai,mj,λz) and an intercept ic(ai,mj,λz). Then Cij(λ)
was set to be the sum of all fijz for which there is a route from the
sensor σz to ai. Similarly, for generating functions for Mij(λ), let gijz
be a linear function of λz, with a slope sn(ai, aj,λz) and an intercept
in(ai, aj,λz). Then, Mij(λ) was set to be the sum of all gijz for which
there is a route from the sensor σz to ai. These assumptions reflect
one particular type of HC system. However, the model developed in
this study does not assume or require Cij(λ) orM(ai, aj,λ) to be linear
functions of λ. Any non-decreasing function can be used.

For applications (ai, aj), machine (mj), and sensor (λz), the
sc(ai,mj,λz), sn(ai, aj,λz), in(ai, aj,λz), and ic(ai,mj,λz) values were
generated by randomly sampling a Gamma distribution [5].
The mean was arbitrarily set to 10, the “task heterogeneity”
was set to 0.7, and the “machine heterogeneity” was also set
to 0.7 (heterogeneity is the standard deviation divided by the
mean). The chosen values are characteristic of systems with high
application andmachine heterogeneities [5]. The parameters of the
distributions that generated Cij(λ) and Mij(λ) functions were kept
the same because communication times in the HiPer-D target HC
system are of the same order as computation times.

The next major step in setting up the simulations was to
derive reasonable values for the output rates for the sensors
and the end-to-end latency constraints for different paths in
the system. To that end, both the output rates and end-to-end
latency constraints should be related to the values of sc(ai,mj,λz),
ic(ai,mj,λz), sn(ai, aj,λz), and in(ai, aj,λz) derived above.Moreover,
the rates of the target system sensors vary widely based on the
scenario. Therefore, the simulation setup should allow changes in
the sensor rates. The reader is directed to [6] for the discussion that
explains the process used in the simulation setup to do this. Here,
two control parameters are briefly mentioned. The parameter
wTHR > 0 is a real number that can be adjusted empirically
to “tighten” the throughput constraint. Similarly, the parameter
wLAT > 0 is a real number that can be adjusted to change the
difficulty of meeting the latency constraint. The smaller the value
of any one of these parameters, the “tighter” the corresponding
constraint.

An experiment is characterized by the set of system parameters
(e.g., |A|, |M|, application heterogeneity, andmachine heterogene-
ity) it investigates. Each experiment was repeated enough times
such that the width of the 95% confidence interval would be only
10% of the mean value. The number of repetitions to achieve this
level of precisionwas different for different experiments, themax-
imum being 90. Call each repetition of a given experiment a trial.
For each new trial, a DAG with |A| nodes was randomly regener-
ated, and the values of sc(ai,mj,λz), ic(ai,mj,λz), sn(ai, aj,λz), and
in(ai, aj,λz) were regenerated from their respective distributions.
The minimum and maximum out-degree values for the DAG gen-
eration were 1 and 2, respectively.4

The results for a selected set of representative experiments are
shown in Fig. 7. The first bar for each heuristic, titled “13”, shows
the normalized 13 value averaged for all those trials in which a
particular heuristic successfully found a mapping. The normalized
13 for a particular heuristic is equal to13 for themapping found
by that heuristic divided by the upper bound on 13 defined in
Section 5. The second bar, titled, “δλ”, shows the normalized 13

averaged only for those trials in which all heuristics successfully
found a mapping. These figures also show, in the third bar, the
value of failure rate for each heuristic. The failure rate is the ratio of
the number of trials inwhich the heuristic could not find amapping
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Table 2
The relative performance of Duplex, GA, SSGA, and SA with respect to failure rate and 13

Duplex GA SSGA SA

Failure rate (%) 2 0 1 0
95% confidence interval for 13 0.78–0.87 0.80–0.88 0.78–0.87 0.83–0.91
to the total number of trials. The interval shown at the tops of the
first two bars is the 95% confidence interval.

Fig. 7 shows the relative performance of the heuristics for the
indicated system parameters. The values of wLAT and wTHR were
adjusted empirically to give a tightly constrained system. (For a
lightly constrained system, all heuristics performed similarly.) The
figure shows that Duplex, GA, SSGA, and SA have very similar
performances with respect to the robustness metric. However, SA
and GA do differ in their performance with respect to the failure
rate metric. Both SA and GA have a failure rate of zero while
others do not (see Table 2). Because it is extremely important for a
heuristic to have a low failure rate in the targetmilitary application
for this study, SA and GA give the best performance. This study
concludes that in the environments where the heuristic running
time is an issue, one should use Duplex and not try to improve its
results by using SA or GA. However, if the heuristic running time is
not an issue, andDuplex fails to find amapping, one should proceed
to using either GA or SA employing the Duplex mapping as a seed.

TB XXS performs better than XXS by a factor of almost 1.5 for
13 and 2 for failure rate. Recall the two features that distinguish
TB XXS from XXS: (a) the special first iteration and (b) the use of
application criticality to resolve any ties between applications in
the subsequent iterations. Due to the nature of the optimization
criterion, ties between applications are common in Line (4) of Fig. 4.
Because these ties are resolved arbitrarily in XXS, the heuristic
makes many arbitrary decisions during its course of execution.
For the same reason, the tie-breaking improves TB XNS’s 13 and
failure rate values with respect to those for XNS.

The heuristic running times reflect the complexity of algo-
rithms. The value of 13 is calculated |M||A|

2 times in all greedy
heuristics, except for MCPF. For the experiment in Fig. 7, |M||A|

2

is 15,000, and the heuristic running times are in the vicinity of 0.24
seconds per trial for all greedy heuristics except forMCPF. InMCPF,
applications are mapped on a path by path basis, and the average
number of calculations of13 is |P |×

(
|M|

|A|

|P |

2), hence the running
time for MCPF is much smaller that those of other greedy heuris-
tics. GA makes 20,100 evaluations of 13 (100 initially and then
another 100 in each of the 200 iterations).

Extrapolating from the running times of MCTF, XXS, TB XXS,
XNS, and TB XNS, the predicted running time for GA should be
approximately 0.56 seconds, derived from MCTF time (for seeding
GA) +

20,100
15,000 × 0.24. The actual time is larger (0.60 s, probably due

to selection, crossover and mutation operations). Because SSGA
makes about 25% as many evaluations as GA makes (because only
25% of the population is replaced in each iteration), its running
time should be expected to be 0.33 s, derived from MCTF time
(for seeding SSGA) +

20 100
4×15 000 × 0.24. This is consistent with the

experiments. The advantage of the partial population replacement
is that SSGA runs much faster than GA. However, the disadvantage
is that SSGA did not always find a feasible resource allocation as
opposed to GA that always found a feasible resource allocation.

This paper focuses on finding robust solutions. An important
question is whether such robust solutions also have good system
utility. For example, it may always be possible to find a robust
solution at the expense of system performance. We did further
experiments to evaluate our robust solutions for “system slack”,
and found that it was possible that our algorithms would worsen
the slack value at the expense of a robustness. More interestingly,
we found that a solution with very good slack and bad robustness
could be modified to give almost the same slack but much better
robustness. An example of this is presented in [3].
Fig. 7. The relative performance of heuristics for a system where |M| = 6, |A| =

50, wLAT = 8, and wTHR = 15. Number of sensors = number of actuators = 7.

7. Future work

As one extension of this work, we would like to determine if
we can replace GA or SA with lower cost algorithms to follow
after Duplex has failed to find a mapping. Some options could be
expanding the search aroundDuplex’smapping using, for example,
a stochastic hill climber. We also could try randomizing Duplex
with heuristic biased stochastic sampling, heuristic equivalency,
and value biased stochastic sampling.

As another extension, we would like to explore trade-offs
between choosing different norms for the robustness, e.g., the
Manhattan distance or the infinity-norm distance instead of the
Euclidean distance.

This work considers only finding a complete mapping that
meets constraints or else themapping heuristic has failed. Another
future area to explore is considering partial mappings, where some
application is notmappeddue to the inability to find an assignment
for that application to allow it to meet constraints. One possible
approach is to modify the heuristics so they do not halt when
a constraint violation for a given application cannot be met, but
instead map as many applications as possible.

8. Related work

A number of papers in the literature have studied the issue of
robustness in distributed computing systems (e.g., [2,8,13–15,18]).
These studies are compared below with our paper.

The study in [2] uses a computing environment similar to
the one in this paper; however, the robustness model in [2] is
much simpler. Specifically, [2] assumes that λ changes so that all
components of λ increase in proportion to their initial values. That
is, if the output froma given sensor increases by x%, then the output
fromall sensors increases by x%. Given this assumption, for any two
sensors σp and σq, (λp − λinit

p )/λinit
p = (λq − λinit

q )/λinit
q = 1λ. For

this particular definition of an increase in the system workload,
any function of the vector λ is in reality only a function of the
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single scalar parameter,1λ (because λinit is a constant vector). Our
current research does not make this simplifying assumption; as
a result, the approach taken in our current paper is much more
general than that in [2].

Given an allocation of a set of communicating applications to a
set of machines, the work in [8] investigates the robustness of the
makespan against uncertainties in the estimated execution times
of the applications. The paper discusses in detail the effect of these
uncertainties on the value of makespan, and how to find more
robust resource allocations. Based on the model and assumptions
in [8], several theorems about the properties of robustness are
proven. The robustness metric in [8] was formulated for errors
in the estimation of application execution times; our measure
is formulated for unpredictable increases in the system load.
Additionally, the formulation in [8] assumes that the execution
time for any application is at most k times the estimated value,
where k ≥ 1 is the same for all applications. In our work, no such
constraint is assumed on the system workload.

The research in [13] considers a single-machine scheduling
environment where the processing times of individual jobs are
uncertain. The system performance is measured by the total flow
time (i.e., the sum of completion times of all jobs). Given the
probabilistic information about the processing time for each job,
the authors determine the normal distribution that approximates
the flow time associated with a given schedule. A given schedule’s
robustness is then given by 1 minus the risk of achieving
substandard flow time performance. The risk value is calculated
by using the approximate distribution of flow time.

The study in [14] explores slack-based techniques for producing
robust resource allocations in a job–shop environment. The central
idea is to provide each task with extra time (defined as slack)
to execute so that some level of uncertainty can be absorbed
without having to reallocate. The study uses slack as its measure
of robustness.

The research in [15] introduces techniques to incorporate fault
tolerance in scheduling approaches for real-time systems by the
use of additional time to perform the system functions (e.g., to
re-execute, or to execute a different version of, a faulty task).
Their method guarantees that the real-time tasks will meet the
deadlines under transient faults, by reserving sufficient additional
time, or slack. Given a certain system slack and task model, the
paper defines its measure of robustness to be the “fault tolerance
capability” of a system (i.e., the number and frequency of faults it
can tolerate). This measure of robustness is similar, in principle,
to ours, but the models for applications and robustness are quite
different.

The work in [18] develops a mathematical definition for
the robustness of makespan against machine breakdowns in a
job–shop environment. The authors assume a certain random
distribution of themachine breakdowns and a certain rescheduling
policy in the event of a breakdown. Given these assumptions,
the robustness of a schedule is defined to be a weighted sum of
the expected value of the makespan of the rescheduled system,
M, and the expected value of the schedule delay (the difference
between M and the original value of the makespan). Because the
analytical determination of the schedule delay becomes very hard
whenmore than one disruption is considered, the authors propose
surrogate measures of robustness that are claimed to be strongly
correlatedwith the expected value ofM and the expected schedule
delay.

The classes of distributed constraint satisfaction problems
(DCSP) [25] and distributed constraint optimization problems
(DCOP) [20] are similar to the problem discussed in this paper.
DCOP is closer because like DCOP we not only ensure that all
QoS constraints are satisfied but also that a certain performance
measure (in our case, distance to the closest possible violation)
is maximized. However, in our case, while the target system
is distributed, the resource allocation algorithm is not itself
distributed.

In summary, these examples show that robust resource
allocation is a problem of interest. However, our work significantly
differs from [2,8,13–15,18] in system modeling and the generality
of its application.

9. Conclusions

Two distinct issues related to a resource allocation are
investigated: its robustness and the failure rate of the heuristic
used to determine the allocation. The system is expected to operate
in an uncertain environment where the workload, i.e., the load
presented by the set of sensors, is likely to increase unpredictably,
possibly invalidating a resource allocation that was based on the
initial workload estimate. The focus of this work is the design of a
static heuristic that: (a) determines a robust resource allocation,
i.e., a resource allocation that maximizes the allowable increase
in workload until a run-time reallocation of resources is required
to avoid a quality of service violation, and (b) has a very low
failure rate. A failure occurs if no allocation is found that allows
the system to meet its resource and quality of service constraints.
This study proposes two heuristics that perform well with respect
to the failure rates and the robustness towards unpredictable
workload increases. These heuristics are, therefore, very desirable
for systems where low failure rates can be a critical requirement
and where unpredictable circumstances can lead to unknown
increases in the system workload.

The heuristics were compared under a variety of simulated
heterogeneous computing environments. Genetic Algorithm and
Simulated Annealing performed the best, giving significantly lower
failure rates, and no worse robustness compared to all other
heuristics. Therefore Genetic Algorithm and Simulated Annealing
are heuristics of choice for these heterogeneous computing
environments, especially when it is critical to find a feasible
mapping in tightly constrained systems where other heuristics
discussed in this research may fail.
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