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Abstract: With the rapid development of eCommerce, we need to send sensitive information over 
networks. Hence, it is important to develop schemes to protect the sensitive information against 
either passive eavesdropping attacks or active authentication attacks. In this two-part talk, I will 
show how information theory tools can be employed to enhance the security level of current 
systems. In the first part of this talk, I will focus on secure transmissions over wireless fading 
channels, in which the eavesdropper is a passive listener. I will show that, as long as there is a 
nonzero probability of the main channel being stronger than the eavesdropper's channel, we can 
obtain perfectly secure transmission, regardless of the computational power available at the 
eavesdropper. In the second part of this talk, I will develop an authentication counterpart of the 
Wyner's wiretap channel model. In this model, we can fully characterize the fundamental limit of 
the success probability of the opponent's active attacks. Compared with the existing noiseless 
model, I will show that the success probability of the opponent's attacks can be significantly 
reduced by properly exploiting the presence of channel noise. Finally, I will present some practical 
applications of our study. 
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