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Abstract - impact of random delays and losses in sensor nésvor g, ]

manifests in the form of tardiness of data usedpfocessing at the Sensor1 Sampling event at sensor node
sink nodes. The age of data used by the end afiplicaan impact 1 E’*—*—* Constant Process
the accuracy of the end results, and may productintental Slow Chenging e Tme "

consequences for many real-time sensing applicatidinis paper
uses a tardiness measure for quantitatively captuthe lateness of
the data due to network dynamics, and presentsnaty@ical model

relating the network delay, network packet losserapacket

reordering, and sampling rate to the tardiness. &tend this model
to provide aggregate weighted tardiness of datéuaton nodes. The Sensor 3
tardiness model is validated using simulation resulWe also

investigate the tradeoffs between energy consumptia tardiness 21
when desired tardiness is achieved by adjustingpiam rate and & Time [0
transmission power of the sensors nodes. Other npate Rapidly Changing Process
applications of proposed tardiness measure inclutisrmination of
the active/sleep period of MAC layer to meet agpian goals, and
comparison of routing protocols based on their atipon tardiness,
and hence the application in real-time sensor oeks.
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Figure 1. Process monitoring sensor hetwork

these parameters on the age of the data in seesoonks.
Our focus on understanding impact of network dymanan
Keywords: Freshness, Tardiness, Sensor Networks, QoS the age of the data makes it different from thesting work
that is focused on investigating freshness of thathe context
of information systems.

Sensor networks are typically resource constraiimed

Sensor networks are an emerging class of netwoitts ay (€'MSs Of computation capability and available eperg
wide range of practical applications in the reaFao The Moreover, most sensor networks use error pron_elermsdlnks
well-known applications include structure and eominental fOr communication. Different energy conserving spart,
monitoring, and target tracking [1,15]. In manypbgations, routing, and MAC protocols are _used for transfeyritata
the sensor network collects information about aspggt oM source nodes to the sink nodes [11,12,19,21].
phenomenon, processes the data and then takespapeo Alternatively, there is an emerging class of rémiet sensor
actions based on the processed data [2]. In marh sunetworks that uses Internet to distribute sensota da
applications, action should be taken in boundec tior the  different computing nodes and end users. Dependinghe

proper operation of the system. Input data may dedess for app_lications, sensor nodes may be configured toitoothe
such applications if it arrives and is processadrad critical ~ €nvironment for rare and ephemeral events [7,1Hjelever

deadline. Therefore, it is important to be awarehef age of SUch events occur, they are detected by one or sensing

the data that is used for processing and computisglts. nodes, and the event information is transmittea data fusion
Data freshness has been studied in the contextffafiation ~Node or a remote sink node for further processing.
system such as data integration system (DIS), aath D Alter_nat|vely, in many sensor networks, sensor ode
Warehouse [4]. In that context, data freshnessiisidered as  continually  sample —environmental processes such as
a critical component that determines the successnafly (eMmperature or vibrations as shown in Fig. 1 [8hkSodes
information systems. A significant amount of reskahas SUch as fusion nodes may access receive buffethéodata
been done for studying efficient refresh policies fveb after receiving an interrupt due to arrival of awnpacket.

crawlers to keep the local copies of the remoterceoulata  Alternatively, sink nodes may poll their receive ffees
fresh [6]. The key factor that impact the age efdata in such recgrrently for the arrival of the_ data. In both?lsanos, data
traditional information systems is the rate of ajeof data at  2vailable in the buffer at the time of ‘read’ isedsfor the
the remote source node. However, in sensor netwmekisles COMPutation. However, it is possible that data réadh the
the rate of change of data some of the other fadtuat may INPut buffer at the sink node may be different frovhat is
impact the age of the data are the high networiyderandom avaﬂab_le_at a pa_rtlcular instant _of time at thesse node_. This
loss of packets, and packet re-ordering. It isifigmtly more ~ Scenario is possible because either the data afetsvithin the

challenging to quantify and understand the imp&eagh of ~ Sensor network due to network delays [5,22] or getpped
because of reasons such as network congestiorreless link

1. Introduction
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errors in the sensor network [11]. When data ipded in the
network, the prior sample of data available is ugetil new
data arrives. In many closed-loop applications,cady of the
data that does not reflect the current state ofethgronment
may be used to generate actuating signal to cotiteolemote
environment. This has the potential to compromite t
integrity of such systems. It is therefore desitedget a
quantitative estimate of age of the data used
computation at every ‘read’ event at the sink node.

i.e., instantaneous data from all sensors is aMailat the
processing node. However, in distributed sensomvaot
based system,

F(t) = h(Xl(t-Al), Xz(t'Az) XN(t'AN))

WhereA; corresponds to the tardiness of data from soutce

i ththe processing/decision sink node. The values form a

random process that is affected by the network opais,

This paper develops a framework to capture networkosses, sampling frequency, sleep schedule, etraCterizing

introduced tardiness of data used for end compmuriatiin
sensor networks. A tardiness measure is definedpture the
age of the data used for computation under diftenetwork
conditions. An analytical model is proposed thatates
network delays, wireless loss rate, degree of pgacke
ordering, and sampling rate with the observed texsh of the
data. Moreover, we study the tradeoffs between ggner
consumption and tardiness of the data deliverethéoend
user. Such an analysis will abstract the impacthef sensor
network characteristics, such as losses and delsy td
routing scheme employed, in terms of statisticdaofliness.
The statistical characteristics of tardiness manthe used to
evaluate the accuracy and reliability of the apgtian,
without delving into detailed network charactedstisuch as
the routing protocol. We envision wider applicasoof the
tardiness measure. Tardiness may be used to ewadunat
compare the performance of routing protocols imgeof age
of the data delivered to the sink node, adaptiveapdiag
techniques [9,16], effect of network topologies rireeting
real-time requirements of the applications [10]isThork may
also help in configuration of sampling rates, traission
energy, sleep/active schedules at MAC layer, apdtibuffer
read frequency at sink nodes for minimizing theoein the
end results due to tardiness of the data. Sectus2ribes the
tardiness measure and analytical model. Sectiorre3epts
results for the model verification. Section 4 diszes tradeoffs

this tardiness process allows the impact of network
characteristics to be summarized in a way thahftsence on
different applications (based on different decisfanctions)
can be evaluated more conveniently.

Tardiness measure captures the age of the datafaused
computation at the receiver node. Age of the datéefined as
the time lag from the time data is generated as#resor node
to the time data is used at the sink node by tipdicgtion.

2.1. Tardiness under dynamic network conditions

We consider a process monitoring sensor networkvshio
Fig. 1. In this scenario, sensor node periodicadlynples the
physical environment for the data every 'S’ timeitsinas
shown by the vertical dotted lines in Fig. 2 and.R3. At
every sampling instant, generated sample is padtiand is
immediately transmitted over single or multi-hopreiéss
network towards the sink node. In this example,sih& node
periodically accesses the input buffer for the nexd data
every ‘R’ interval as shown by red color dots. Hu purpose
of tardiness evaluation it is assumed that eachsinited
sample is time-stamped at the sender node, andod#s in
the sensor network are time synchronized [18].Fith 2 and
Fig. 3, O is the network delay suffered by the samipland
TDIi,K] is the tardiness of the data read &tsuccessive read
attempt when sampieis present in the buffer. Dotted vertical

between tardiness and energy consumption in sens@pes with arrows shows the age of the data reach fthe

networks. Conclusions are presented in Section 5.
2. Tardiness Measure

The difference between an ideal monitoring systenwhich
the processing/decision node has instantaneoussatoethe
values/events/parameters being monitored, and tabdi®d
sensor network lies in the age or tardiness of datdlable at
the processing node. With latter, the availableadftbm
different sensor nodes have different ages, whighedd on
network characteristics and protocols.
For example, consider the scenario where

processing/decision nodes receives data from nheilipnsors.

buffer at a particular input buffer read attempte WWow
illustrate how random delay and random losses imnih@cage
of the data at the sink node. Two cases are carsigen the
first case packets only suffer random delay andpaoket
losses. In the second case, packet suffers bottonardelay
and random packet losses.

2.1.1. Tardiness Measure under Random Delay and No
Network Packet L oss

Fig. 2 shows the case when samples suffer randday de

thehe network and does not suffer any network pad@ss.

Network delay depends on factors such as actiwgsle

Let at time t, )i(t), XN(t) be the data values available at theschedlﬂe in MAC |ayer’ paths selected by the rwmtocoL

sink node from N different source nodes about thenpmena
under observation. Let F(t) be the processing/detiginction
that combines the most recent data from N sourcEh@t
time t. For an ideal monitoring system, as desdriaove,

F(t) = h(xu(t), Xa(t) ... Xn(1))

and node distribution in the sensor network. Untlese
conditions samples arrive at the sink node afteffesng
random delays. Depending on the arrival time aedoriodic
read interval time ‘R’, same sample can be readipheltimes
by the end application. As shown in the Fig. 2, dige of the
data increases linearly with time until the nexnpée arrives.



Tardiness of Data in Process Monitoring Sensor Networks
(Case: Random Network Delay)
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Tardiness Measure in Process Monitoring Sensor Networks
(Case: Random Data Loss and Random Delay)

Periodic sampling at sensor node

SENDER

|
1
|
1
1
|
|
|
|
|
!
1
!
1
1
1
1
1
|

" Sampie T Sampie (#2)" satpie (3] sample (4" sdmple

R
SIS USSR 3. - 5.~ S SR S S B 18
> - . »
Di ! Di+2 Di+4

Input buffer read schedule at____Time
receiver node

Tardiness Process at Receiver

RECEIVER

Tardiness of data

Di: i" sample network delay

TD(i,K): Tardiness of iy, sample at
ki read attempt of the buffer
Figure 3. Tardiness measur e under random data lossin process
monitoring sensor networks

Periodit-access schedule for
receive buffer

Analytical Model for Tardiness
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Parameter Description 2.1.2. Tardiness Measure under Random Delay and
D Network delay of sample i Network Packet L oss
A, Arrival time of sample i at sink node
B Time spent by a given sample in the Fig. 3 illustrates the tardiness process when packeffer
receive buffer until M read attempt from both random delays and network packet lossés.
Bi max Maximum time sample i spends in the Wireless sensor networks packet losses dependeonetivork
- receive buffer congestion, collisions, and wireless link errorshaii a data
P Total packet loss perceived by the Sample is lost then the prior sample of data isiustil the
application at a sink node new data arrives at the receiver node. This is difierent
Py Network packet loss probability from the way tardiness is computed in lossless raaotiom
L Random variable that models loss delay case in Section 2.1.1. In Fig. 3, sanmple and sample
characteristics of the network i+3 are randomly dropped in the network. It resultsorease
D Random variable that model network in tardiness at successive read as saivipleead multiple time
delays until sa_mplei+2 arrives. In Fig. 3, relative Igrger area of
S Sampling Interval used at the soutce trapezoid mdmates greater ta_rdlness co_mparedgthF _
node to periodically sample From Fl_g. 2 a_nd Fig. 3 it can be inferred that iaeds
environment measure will be impacted by the ra_ndom delays dra t
Pua Total probability that packet is in-order ran(_j(_)m IO$S?S suffere_d by the data in the sensworle
on condition that it arrives at the simk IntU|t|ve_zI_y, it is a function of network delay arghcket loss
node probab|_I|ty, read buffe_r frequency,_ and sampllngqfne_ncy.
B Probability that packet is in-order dn In Section 2.2 we derive an analytmal model far thrdiness
Ra the condition that it arrives at the sink of the data in process monitoring sensor netwdnks rtelates
node and it suffers network delay different network parameters to the age of the.data
M _tl)_etwleer(jl(l)San.djsl — 701 2 22 Analytical Model for Tardiness of Data in Process
Q) aosti?]kpnaocdgt arrivals in interval [0,t] at Monitoring Sensor Network
Wi Welght of the data generated by sensor In this section we first derive an analytical modef the
kin the ne_ztw_ork_ tardiness of data from a single source node tnglesisink
fa(c) Delay distribution of the sensor ,,4e and then extend it for a multi-source to sirgjhk node
network _ scenario. Analytical model for tardiness is a fiowctthat
Fo(c) CDF of delay in sensor network relates random network delay, random packet lossaility,
Prad] Packet reception rate at distarcéom and sampling interval to the mean age of the datheasink
the source node node. Table 1 shows list of different parametersdu®r the
y(d) SNR at distance from the source node¢  analytical model. Following assumptions are considefor
f Frame Length deriving the tardiness analytical model:

Preamble Length

Absolute time at which input buffer i
read and tardiness is computed at g

(i) Sensor node samples the environment periodicatiyyev
‘S’ interval and transmit data to a single sink eod
(i) Sink node may randomly access the input buffedéda.

S
ink

node

Tablel. List of Parametersfor the Analytical M odel

Note that age of the data is computed every tingeitiput
buffer is read at the receiver node. In Fig. 2, @ant1 suffers
higher delay than sampie2 sample. In this case samplés
read multiple times at the scheduled read timesl tim¢
samplei+1 arrives at the sink. Alternatively, sampfel is
read only once as the sampi@ arrives immediately after the
first read of the samplig1l. Thus in this case tardiness of data
read from the buffer is more when samplis present in the
buffer compared to when sampfel is present in the buffer.
Since sampling times at the sensor and read frdferbaccur
independently, the area under the curve dividedheytime

interval gives the average tardiness of data fitwersburce.

(i) We consider a case where source node transmits one

sample per packet, so sample and packets are used

interchangeably in this paper.

(iv) All nodes in the sensor network are assumed tarbe t
synchronized for measurement purposes. This does n
mean that all the nodes carry out sampling at #raes
instant.

(v) Itis assumed that packets arrives in-order atlarsbde.

(vi) Data may get dropped in the network because oflegise
link errors, collisions, or network congestion.

(1) Tardinessof Data from a Single Sour ce:

Fig. 4 illustrates a tardiness computation at tiné sode. It
considers a scenario when sink node receives samplek,
and | from a single source node without re-orderafter
suffering random delays and random network paocksses.



Red solid dots are the random time at which inpuffeb is
accessed for the data at the sink node. SamphMhich arrives
at sink node at time indicated by ‘B’ is randombad from
the input buffer until sample ' arrives at tim€™ at a sink
node. It is assumed that most recently receivegparemains
in the input receive buffer until next in-order gaearrives at
the sink node. At every read schedule, tardinesth@fdata
read from the buffer is evaluated. Average heightao
trapezoid in Fig. 4 indicates the average tardinkessg each
consecutive read attempt until next in-order paekeves.

In Fig. 4, let ) be the random delay suffered by the
samplei in the network. Let B be the total time spent by the

latest sample in the input receive buffer at sinklen at the

time of nmi" periodic read. Consider a case when the latest
sample read i& Let TD(i,m) be the instantaneous tardiness of

data read during fhread attempt when samglés present in

the input receive buffer. Let be the absolute time at which

" read of input buffer is performed. Then the taedim of
data during read operation performed at tineT(z), i.e.,

+ B,

For each arriving sampleat the sink nodeD< B, < B,

T(z) =TD (i,m) = (1)

where B naxis the maximum time spent by samplm the
buffer until a sample j>i arrives. Thus the tardise
experienced at the sink changes with time as sliowig. 4.

By the application of the law of large numbers, ean
assume that long-term time averages can be replagdte
ensemble averages [3]. We can compute mean tasdirsisg
graphical argument. Using Fig. 4, time averagéeftardiness
T(z) in the interval [0,1]

IT(’)dT (M(t)j

Y- maﬁ"‘“

M(t)

)

where M(t) is the total sample arrivals in the g within
[0,1] for which tardiness is computed. Maximum & ax

that samplei stays in the buffer is determined by the

difference in the arrival time of the sampleand samplg
where j>i.

B nax=(S-9+(DP- D ®3)

whereL = (j-i) ‘S, such thaSis the periodic sampling interval
andi andj are the adjacent samples received at the sink node
where j>i.L is a r.v. that models loss characteristics of the
network. D is a r.v. that models random delays of different
samples that arrive at sink node ani$ the arrival rate of the
samples at sink node. LBt be the packet loss probability as
perceived by the sink node. Then we can determine
expectation of mean time interval between two lssmed its
second moment at the sink node as follows:

E[U=Y"(RM)A-R)S
__S (5)
1-R,

E[L]=) " iI"R1-R)S

=(1+ PL)(l_SP

(6)

jz and
L

Reciprocal ofE[L] given by Eq. 5 is the mean arrival rate
ie.,
1= 1-B
= 7
S )

Combining Eq. (4)-(7), we can determine expectatibthe
tardiness T, i.e., mean tardiness of the data is:

1)\ 1+R
E[T] = + = LS 8
[M=80 (Zj[l—PL] (8)
From Eq. 8, we conclude that tardiness of the da&ach read
attempt depends on the sampling rate, network delay
characteristics and network packet loss probabliitgrease in
network delay, network packet losses and sample figriod

results in an increase in the tardiness of the datsensor
networks.

(2) Aggregate Tardiness of Data from Multiple Sources to
a Single Sink:

The model for tardiness given by Eq. 8 is valid fardiness
for the source-sink pair. In sensor networks, memgne data
transfer is the common data flow scenario. We amrsh case
when sink node such as fusion node in the netweckives
data from multiple sources. As tardiness associatéth

different sources may not be similar, it is necessaevaluate
the aggregate tardiness of the result computedg usiputs

from multiple sources. Let there be N sensors frdmre data

Where $and $are the sampling time at the source node ands aggregated at the sink node. gtbe the weight of the data

D; and O are the network delays of samplend samplg
respectively. Under certain conditions such as etwark
packet losses and when delays are within certaunds
j=i+1, i.e., adjacent samples are received at th& mode
without re-ordering or loss. Replacing RB«in Eq. 2 with Eq.

3and takinglim , we get

(E[LZ]

lim jT(r)dr—Em =u +ELE!D] (4)

from the sensok. The weight can be assigned to each sensor
according to the criticality of the data generat®gd each
sensor node. When the data gathered from diffesensors
are equally important, equal weights may be usélkhen
aggregate weighted tardiness is defined as:



N

D E[T]W,
E[Taggregatt; =k N (9)
> W
k=1
2.3. Consideration for Re-ordered Packets at a Sink
Node

In a sensor network packets may arrive out-of-otuEgause
of random delays suffered by them in the networgp&nding
on the routing algorithm, different packets may Idal

different paths thus may suffer variable delayst Eertain
real-time applications, out-of-order packet arrivay not be
acceptable and are treated as lost packets. Fonpxain

real-time target tracking applications, it is imfaot to have
most recent estimate of the position of the tafgeteal-time
tracking and prediction. Therefore, all late ari$vaf packets
with old information may not be of any use to tipplecation

and can be treated as lost. In this section, wsidenimpact
of re-ordered packets on the tardiness of dataaalagt the
tardiness model given by Eg. 8 to provide accueatamate of
tardiness in presence of packet reordering.

There are two steps involved in developing modet th

consider re-ordering of packets (i) Estimation atlet loss

probability, i.e.,P_ perceived by the application at the sin
node, and (ii) Estimation of mean delay of the paskhat

arrive in-order at a sink node, i.&[D|l] which is conditional

expectation of the delay given that packet arrimesrder.

0]

because of out-of-order arrival then packet losbability is:
pL 1 DI/A(l pN) (10)

wherePy, is the probability that packet is in-order giveatti
has arrived at the sink nodey is the probability that packets
are lost in the network because of wireless lintorat It is
assumed that network is not congested and therenare
collisions. We estimate conditional probability of-order
arrival, i.e., P, as follows:

Consider packat i+1, andi+2 in the order of generation
at a source node. L&, S.1, andS., be their generation time
such that

S1=%$= B2 Q17 (11)
Let D;, be the random network delay suffered by thpacket
then its arrival timeA is:

A=8+D (12)
By definition, packet arrives in order ifA<A;; where kj<N
where N is the total number of arrivals after packé delay
distribution of a network provides an estimate dflag
suffered by different packets transmitted fromdkasor node.
Given the delay suffered by a packet generatechéysénsor,
then that packet arrive in-order if all future patkdelays are
such that they arrive after the current packet.eNibiat we

Estimation of P_.: When packet-reordering is not
considered thenP_ is equal to the network packet loss
probability Py. However, when packets are treated as lost

consider a scenario when a sensor node periodigatgrates
a packet evergtime interval.

Let fy(c) be the delay distribution of a sensor networks
and letPy be the network packet loss probability because of
wireless link errors. Consider different possibknges of
delay of size S that a given packetay suffer in the network,
and for each possible delay range, probabilityhef packet i
arriving in-order is computed as follows:

Case 0< D<S: In this case packetis not re-ordered, because
packeti arrives at the sink node before packeil and
subsequent packets are generated at the source Tbee
probability of in-order arrival of pack&twhen packet delay is
between 0 and S is:

S
S _ J'
P ! fq(c)dc (13)

Case S< D;i<2S: In this case, packétsuffers delay betwees
and 2S In this case packetarrives in-order if either packet
i+1 is lost in the network or when packietl arrives at sink
node such that arrival time;#A;,; Note that all other future
packets other than i+1 will always arrive after gt as they

are generated after the worst case arrival timgaoketi, i.e.,

kwhen delay suffered by packetapproacheS Therefore,

probability of packeti arriving in-order when its delay is
betweerS and2Sis:

2S 2S
p? =py [ fa(@der(@- p)[ HDa> ¢ $ f(Fd
S S (14)

/A
2s 2s
=py | fa(9der @- ) [ - (e 9) §( 3§ de
S S
whereFp (a) is the CDF of the r.\vD that models delay in the
network.
Case 25< Di<3S: Similarly i" sample arrives in-order when
bothi+1 andi+2 samples are dropped in the network or if
they arrive then their arrival time is greater tgnTherefore
probability of in-order arrival after considerindl @ossible
combinations of arrival and loss Bfl, i+2 samples is given

by:

3S 3S

p° =p [ fh(9der - ) [ (- B(e 9 §(Fde
2S

/1A
2S

3S
- py) [ - Fplc-29) f(9de  (29)

2S

3s
2
(L-py ) [ @R~ 9~ B (e-29) § (9 de

2s
Case k<Di<(k+1)S: For a general case, packegrrives in
order if for all possible combinations of arrivatdaloss of
future k packets, the arrival time;#A;,; where ¥j<k. For lost
packets, arrival time is treated as infinite. Tlere



(k+Ds (k)s
pS=p ctj(()ds- RO m G- B e $d)cd
1/1A
(k+D)s
AR [ e joe . 09
(k+1)s

Ha) [ dEpe 9 B(e29.-& F(e Kial(x
ks

We can thus conclude that conditional probabilitgttpacket
is in-order given that it has arrived is given lyrmsnation of
all terms given by Eq. 13-16:
Pria= Z p|j?A (17)
=1
Next step is to estimate network packet loss pritibalPy
using realistic wireless link loss model. We use thodel

presented in [23], which provides packet receptiate as a

function of distance from the transmitter when Maester
encoding and NCFSK modulation schemes are used, i.e

_y(d) 1

pRR[d]:(l—Eexp 2 064)l67-8 (1o

where y(d )is the SNR at a distanckbetween source node
and the sink nodef is the frame size, andis the preamble

length. SNR at a distance d is a function of trassion
power. Using Eq. 18, network packet loss probabiiitween
source node and sink node separated by distahds
determined as:

Py =1- pRR[d] (19)

SubstitutingP,» andPy from Eq. 17, and Eq. 19 in Eq. 10m 3.
due to packet

we get total packet loss probability,
reordering and network losses, i.e.,

PL 21—{2 plj?Aj( HRR[d])
=

(i) Estimation of mean delay of packets given that they
arrive in-order E[DII]:
E[D] is the expectation of the delay of all the packés
arrive at the sink node irrespective of their ordérarrival.
However, for applications that cannot tolerate deoed
packets, the delay of reordered packets shoulth@atcluded
in the estimation of the expected delay at the giokle.
However when we estimate expected delay basedeodetay
distribution of a network, it also includes delayr foackets
that arrive out-of-order at the sink node. Therefaiven the
delay distributionfy(c) of the network,
include correction to estimate expected delay fopackets
that arrive in-order. We can estimate the conditi@xpected

(20)

delayE[D|I] given that packet arrives in-order with the simila

approach used for computig ;o given by Eq. 17We get

In tardiness model given by Eq. 8

it is necessary to

[oe]

Zpou

E[D|1]=12 (21)
Pi/a
where
S is is
p° =™ | chodr R R [ 6 Ble Bd)ce
o (s
| s
AR [ d-Re29) f(gde (22)
(i-3s
-
+i-p) f -9 B(e29)..& &(e (3 DPuf(
(i-3s

Eq. 20 and Eq. 21 gives the new estimates of paldest
probability and the conditional expectation of dela
respectively that considers impact of packet redmnde Now
mean tardiness as given by Eq. 8 can be writtdallasvs that
is valid for estimating mean tardiness for applmad that
does not tolerate reordered packets. Therefore gs¢imate of
mean tardiness is:

2—{2 plj?A]( preld])

[%plj?AJ( preld)

s (23)

7= 1
E[T]=H Dl |]+2

Verification of Analytical model for Tardiness

Analytical model for estimation of mean tardinesgeg by
Eq. 23 for the tardiness measure is validated usimglation
results. The model considers impact of random nétwacket
losses, network delay, packet reordering, and gerio
sampling interval on the tardiness of the data betwa
source-sink pair. Source node is configured to gEBRe

' samples periodically afte§ interval. We consider uniform

network packet loss probabilityPy and exponential
distribution for the packet delays with mean delayFig. 6
compares the simulation and tardiness model refarltsingle
source case under different network packet loss deldy
conditions. For these experiments we consider guficapion
that does not tolerate packet re-ordering, i.ee trat uses
most recent measurement available in the inpuivedmuffer,
and all late out-of-order packets are treated ss la Fig. 6,
model is verified for three cases 1-3 in order mfréase in
packet re-ordering. Intuitively, degree of re-oidgrdepends
on the standard deviation of the delays sufferedoagkets
between source-sink pair. Case 1 is an example gfatket
re-ordering where sampling interv&8 = 5.0 seconds and
standard deviation and mean delay is 0.1 secondeettr
for Case 2, packet reordering increases where gagnpl



interval S
deviation of exponential delay distribution is 2Gs8conds.
We consider high network delays based on the obhterv
that in sensor networks age of the data can beeris Df
seconds [25]. For Case S75.0seconds, and mean delay and
standard deviation of delay is 50.0 seconds. Case
corresponds to highest degree of packet re-ordenmgCase
1 corresponds to no packet reordering. As seenidn &;
simulation results and model results for tardinassin close
agreement with each other for all three cases nédalegree
of reordering. For case 1 of no packet reorderangulation
and model results overlap each other. As seereifigare, for
a given network packet loss probabilfy packet reordering
may lead to significant increase in the tardinesshe data.
Fig. 7 corroborates the impact of standard dewviatd the
network delay on the fraction of the packets thaves out-
of-order. For a given network packet loss probghifraction
of packets that arrive out-of-order, increases wittrease in
standard deviation. Note that exponential delagridigtion is
considered in Fig. 7. In the second set of experirfee model
verification, sampling intervab is varied for a given network
packet loss probability and mean delay, and itsachpn the
tardiness is studied for a source-sink pair. Figgh8ws the
simulation and model results of tardiness underyiugr
sampling intervalS. In this experiment § =0.0, and mean
exponential delay D=20.0 seconds. As seen in thardi
tardiness increases with the increase in sampliteyval and
model results are in close agreement with the sitior
results.

Tradeoffs between Energy Consumption and
Tardiness of Data

Most of the sensor networks are energy constraitred
this section, we investigate the tradeoffs betweswrgy
consumption and the tardiness of the data. As iseBaction
3, and Section 4 packet loss probability, netwalags, and

TardinessModel Verification under different Network Lossand Network Delay
S=5.0 sec. and Exponential Delay Distribution
Case 1: Mean Delay D=0.1 sec., Case 2: M ean Delay=20.0 sec.,
Case 3: Mean Delay=50.0 sec.
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Figure 6. Verification of Tardiness model under for different
Network Loss Rates and Network Delays, Case 1 corresponds to
random losses and no packet reordering, Case 2 and Case 3

corresponds to random network losses and high to very high
degree of reordering
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sampling interval are the key factors that impaet tardiness
of the data. Application can achieve desired tassnbound
between source and a sink node by configuring sSampl
interval, by controlling network packet losses (&gjusting
transmit power for example), or network delays faating
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Parameter Name Parameter Value

Preamble 18 bytes

Frame Length 36 bytes

Encoding Manchester (2:1)
Modulation NCFSK

Packet Time 23.3ms

Noise Floor -105.0dBm

Output Power -20dBm to  10dBm

(Chipcon CC1000 radio
433/315 MHz)
4.7 (outdoor)

Path Loss Exponent

Shadowing  Standard3.2
Deviation

Close in reference 1m
distance

Close in reference 55dBm
power

Table2. Parametersto deter mine packet reception rate for
MICAZ2 platform [23,24]

Total Energy Consumption
Simulation Time=500 seconds, Average Tardiness is 2.81
seconds, 221 Nodes in 15m x 15m grid, Sink at X=7, Y=7
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Figure 11. Comparison of total energy consumption in a 500 second
interval for three different sensor network configurationswith similar
aver age tar diness char acteristics

algorithms, adjusting sleep schedule etc.). Configueach of
these parameters to achieve desired tardiness magct the
total energy consumption in the sensor network. gighows
the simulation network used for performance analysi
consists of 221 nodes in a grid of 15m x 15m senfaid. All

data to the sink node at the center of the gridicated by red
dot at X=7, Y=7. In this section, we consider sindiop

environment and packet length is 54 bytes. In Fyg.
maximum distance between any source-sink pairss than
10m and all nodes can communicate with the sinkeniada

single hop. Therefore, for this case we ignore yslaffered

by packets between source and sink node. Morealér,
packets arrive in-order in a single hop commundcatiThree

sets of experiments are performed for understanuadgoffs

between energy consumption and tardiness.

In the first experiment, all source nodes in Fgample
their environment periodically with sampling intatvS=5.0
seconds. Moreover, transmission power of each squrde is
kept constant, i.e.,  E7dBm. Average loss rate is computed
between all source-sink pairs for a network topglelgown in
Fig. 9 using Eq. 18, and Eq. 19 over 500 iteratidiig. 10 (a)
and Fig. 10(b) shows results for the experimerfid. 10(a)
shows tardiness of the data from each source tsitthenode
at X=7, and Y=7 in Fig. 9. In this case averagditass for all
source-sink pairs is 2.81 seconds with standardatem of
1.39 seconds. In Fig. 10(a), results show thatinass of
different source-sink pairs varies widely betwee® 2nd
10.17 seconds in a grid. Fig. 10(b) shows theesponding
energy consumption at each node in the network &M®
seconds of simulation time. As seen in Fig. 10¢hen
sampling rate and transmission power of all nodesame,
then each node consumes constant amount of eneegy,
117.432mJ in 500 seconds.

Consider a data fusion application where it isassary to
have data with similar tardiness at the sink nddging Eq.
23, desired tardiness can be achieved by adapetgonk
delay, total packet losses or sampling intervalthi® second
experiment, sampling interv8lof each source node is adapted
to achieve the constant mean tardiness of 2.81ndsco
between all source-sink pairs. In this case trassiom power
of each node is kept constant, i.e&ddBm. Fig. 10(c) shows
the sampling interval of all source nodes in a goicachieve
the desired tardiness. As seen in the Fig. 10&)sa& nodes
that are closer to the sink may sample environratatslower
rate. However, as the distance between source aodesink
node increases, sampling interval decreases, irgsulh
higher sampling frequency. The intuition behindr@asing
the sampling frequency with distance is that whieerd is
high network packet loss probability then sendirggér
number of packets has the potential to deliver more
information to the sink node hence results in desirg

transmission. We consider a scenario when sink nod&rdiness. It is important to note that this studlyes not

periodically reads input buffer for the most recentilable
data with read intervalR’. Each packet transmitted by a
source node to the sink node may suffer randonesossthe
network. In this paper we consider network traffich that it
does not lead to packet losses because of netwooidgestion.
All packet losses in the network are consideretbéodue to
wireless link errors. We use a wireless link logzdel given
by Eq. 18 and Eg. 19 for simulating wireless linkdes in the
simulator. Table 2 shows different operating partanseused
for determining packet loss rate as a function wtathce

consider occurrence of hot-spots, i.e., networkgestion in
the network due to increase in sampling rate aateregions
of the network. In all experiments, link bandwidih not
exceeded and there are no packet collisions. Afide are due
to wireless link errors. Fig. 10(d) shows the emerg
consumption at all nodes in a grid when samplingrirals are
configured to achieve the desired tardiness. As seethe
figure, energy consumption shows significant amowifit
variation depending on sampling frequency of theendNodes
that are closer to the sink node consume signifigaless

between source and a sink node for a MICA2 hardwaramount of energy compared to nodes at corner ofi¢twork

platform. As seen the table, we consider outdoareless

grid. Average energy consumption is 271 mJ withhhig



standard deviation of 131.27 mJ in 500 secondsnatdilation
time.

characteristics of the process being monitored iwilbose a
limit on the tardiness that can be tolerated. Thaper

In the third experiment, transmission power of heac presented an analytical model for the tardinessriiates age

source node is varied while keeping sampling irgkerS
constant, i.e., S=5.0 seconds to achieve the aunstediness
of 2.81 seconds for each source-sink pair. By cimgnthe
transmission power of the source node, packet lass
between source-sink pair can be adjusted to achibee
desired tardiness. Aforementioned, packet deliveate
depends on different environment factors such asanice
between source and sink node, path loss exponadt,tte
transmission power. As a first step, for each ssumode,
acceptable network packet loss probabilRy is estimated
using tardiness Eq. 23 to achieve the desiredrtasdiof 2.81
seconds. In the next step transmission power imatd to
achieve the acceptabR (calculated in the first step) using
wireless loss model proposed in [23] given by Egjahd Eq.
19. Fig. 10(e) shows the transmission power of esalrce
node such that mean tardiness between source-ginis2.81
seconds. MICA2 Chipcon CC1000 radio can transnyioater
between -20dBm and 10dBm at 433/315 MHz [24]. Ig. Fi
10(e), all nodes that require transmission powelovbe-
20dBm are configured to operate at -20dBm.
experiment none of the source node needs trangmipsiwer
greater than 8.75 dBm. For energy consumption céatipus,
we have used the power consumption at each nodehvi$i
not the same as the transmitted power. The rekdtipn
between actual power required and transmitted pofaer
MICAZ2 specified in [24] was used assuming that MICiote
operates at 3V. Note that nodes that are closéretsink node
require low transmission power compared to noddaréter
distance from the sink node in order to maintaimesa
tardiness between source-sink pair.
assumed that increase in transmission power daekeaw to
interference with the neighboring node. This isgilnle when
a TDM based MAC protocol is used for packet trassioin.
Fig. 10(f) shows the energy consumed by the differedes
in the grid during 500 seconds of simulation tirhate that

average transmission energy is 77.42 mJ with stdndam

deviation 26.55 mJ. This is significantly betteanhthe case
when sampling interval was adjusted to meet therets
tardiness. Fig. 11 shows the total energy consuineS00

seconds of simulation time for all three experirsenthen

similar average tardiness was achieved. As sedmeirfigure,

adaptive transmission power performs best in tesfrenergy

efficiency while maintaining same tardiness forsallirce link

pairs. Adaptive sampling does not help in conserénergy
but in this case all source sink pairs have thees@aminess of
2.81 seconds. This study illustrates one of thdiegtpns of

the tardiness model to optimize network configunati
parameters to achieve tardiness goals of an afiplica

5. Conclusions
In sensor networks, network dynamics, networkingtqeols

have significant impact on the tardiness of theadilivered
to the processing nodes. The application requirésnend the

Note that wee ha

of the data used for computation with network cheastics
such as the network delays and loss rates, andntiasion
power, as well as the sampling frequency. Analytioadel
was validated using simulation results. We thenliagpthe
model to evaluate tardiness of data received ahla rede.
The use of model to evaluate alternate strategieschieve
tardiness targets required by an application waso al
illustrated. Simulation results for the parameteosisidered
show that adaptive transmission power scheme ig @oergy
efficient compared to adaptive sampling for meetitg
desired tardiness requirements of the end usersreThre
many potential applications of the tardiness measuich as
configuring sleep/active schedules of the MAC layer
sampling rate and transmission energy to meet tireal-
requirements. The tardiness process characterisfiestively
capture the impact of network characteristics endhata used
at sink nodes for decision making. Application taeds
bound requirements can be used to tune the network
parameters to achieve sensor network applicatiatsgo

In this
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