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Purpose and background

As Levitt (1997) pointed out, “An integrated, comprehensive strategy for disaster planning and recovery is undoubtably of greater import in assuring the continuance and ultimate survival of any enterprise or organization than any other single factor.”   Clearly, this applies to water supply utilities because their product—a safe and adequate water supply—is a critical component for the functioning of society.

The need for effective strategies for contingencies is increasing.  Many disasters do not make it to the front pages of newspapers or television news.  Much organizational concern focuses on computer systems, but risk management programs should deal with the entire organization.  Some reasons why risks are increasing are: size and complexity of systems and use of and reliance on technology is increasing, competitiveness and cost efficiency are decreasing margins and reserves, and buildings and infrastructure are deteriorating in many places due to deferred maintenance.

Risk management programs cut across all kinds of organizations.  According to Levitt (1997), who operates a firm in the area, railways have compiled perhaps the greatest experience base in disaster planning.  The defense industry also has significant experience in disaster planning, and (Gigliotti and Jason, 1991) is another good book with steps and examples about emergency planning. Obviously, utilities also have a wide range of collective experiences.

This working paper presents a background discussion of risk management programs for water utilities.  The goal of the paper is to review existing knowledge about risk management and related topics such as disaster planning and management, contingency planning, and emergency management.  As is the case in other cross–cutting fields, risk management has overlapping and confusing terminology.   For a convention, I will use risk management as the overall term and define the other fields, such as disaster planning and management, contingency planning, and emergency management, as being included in it.

What is a risk management program?

The basic paradigm I am using is to present risk management as a program within the field of organizational management, which answers the following questions (Kolluru, 1996):

· What can go wrong and why (what are the hazards and threats, what disaster can occur)?

· How likely is it (what is the risk, chance, probability, likelihood)?

· How bad can it be (who or what would be affected, what is the vulnerability, what would be the consequences)?

· What can we do about it (what should be management actions, mitigation, response, or recovery)?

The idea is to consider hazards which can threaten vulnerable elements of a system, assess risks and consequences, and develop risk management actions, including mitigation, response, recovery, and communication of risk to constituent groups.  There are many paradigms for this, but they reduce to a few essential steps (Levitt, 1997): 

· Determining risks present

· Measuring them

· Reducing them to lowest practical levels

· Devising means to deal with unavoidable and uncontrollable risks so the organization can continue to function and recover

These elements form a planning process with five steps:

· Determine, recognize, and appreciate all potential out–of–course events

· Determine (measure) levels of these risks

· Reduce levels of risk to as low as reasonably practicable (alarp) or to acceptable levels

· Ascertain how and why each out–of–course event can affect people, place, processes, and the consequences of the effects

· Establish means and mechanisms by which consequences can be counterbalanced in manner acceptable to business and regulators (countervailance)

The basic paradigm is outlined in Figure 1.


In the paradigm, hazards are shown to cause risks to safety, health, finances, environment, and social life.  The steps for planning are: hazard identification, vulnerability analysis, and planning for emergency management steps of mitigation, preparation, response and recovery. Feedback occurs so that we learn from disasters and unforeseen events and improve resilience.

As stated earlier, there is sometimes confusion over terms.  For example, the definitions of disaster vary widely.  Levitt (1997) maintains it is not an event but the consequences of an event, when the organization cannot function on an “as–intended” basis.  By the same token, “risk” is the chance of something going wrong, and should be measurable (measurement is important, and mere impressions not good enough.  Measurement of risk is the central theme of the field of risk assessment.  Contingency plans provide continuity of operation between the impact of a strike and return to “as–intended” functioning of an organization.  Recovery means planned activities for repair, rectification, restoration of loss, damage, and harm from impact and consequences.  

Hazards

A hazard is a possible source of danger or risk of damage or harm. Usual categories are: natural disasters, human–caused hazards, and accidents.  These put people, places, and processes at risk (Levitt, 1997).  In addition to facility problems, hazards to organizations include business problems such as being sued, employee theft, liability, market shifts, sudden cost increases of supplies, etc.  The working paper deals with issues that affect the viability of water utility operations, however, as focused on the ability to continue to provide a safe drinking water supply.

The types of hazards generally of concern to facilities are: (Federal Emergency Management Agency, 1983; Cristifano and Foster, 1986; Haimes, 1998). 

Natural disasters

Floods and water damage

Droughts

Earthquake

Wind 



Human threats

Terrorism and vandalism

Adverse public reactions to actions

Non–compliance with regulations



Accidents or unexpected events

Dam failure

Malfunctioning of facilities and support

Contamination of water

Vulnerability analysis

Vulnerability analysis means to determine the consequences of the hazards affecting the facility or operations of concern.  It includes assessment and measurement of risk, meaning the probability of the event happening and how bad it would be.  It normally would identify all possible vulnerabilities, present historical data about past disasters, assess future probability and frequency of emergencies and disasters, analyze impacts and effects, and validate data (FEMA, 1983).  For vulnerability analysis of water systems, Agardy and Ray (1978) identified six steps:  

· identification of components of system

· quantifying magnitude of anticipated disasters

· estimating effects of the anticipated disaster on each system component

· estimating all water demands during and after the disaster

· determining capability of the water supply system to meet demands

· identifying critical components that cause failure  

In this list, the step to measure risk is not explicitly stated but is included implicitly in the second step.

Identification of system components requires an inventory with maps, condition inspections, and data for operations and maintenance scenarios, including emergency actions.  Quantifying the magnitude of anticipated disasters determines the scale and magnitude of each potential disaster or contingency.   Estimating the effects of each anticipated disaster on each component of the system involves disaggregation of the system to assess the effects of each disaster type on each component.  For example, the storage reservoir might be vulnerable to a mudslide, whereas the treatment plant might fail during a power outage.  Estimating water demand during and after the disaster for all purposes is an extension to normal water demand estimating procedures. Determining the capability of the water supply system to meet demands during emergencies requires modeling and analysis to match demands and supplies during the emergency. Finally, identifying critical components that cause failure during emergencies is the result of the vulnerability analysis and pinpoints the components that need strengthening.

Assessing consequences of events is a part of vulnerability analysis.  Potential consequences generally fall into the categories of:

Safety—loss of life, severe injury

Health—epidemics due to contamination

Environment—loss of habitat

Finances—damage to property 

Social life—loss of water recreation or amenity value

Emergency management and planning

Emergency management and disaster preparedness anticipate diverse situations, which threaten security.  They involve a high degree of police or military skills, but critical infrastructure systems such as water supply require special expertise.  Emergency management is allied with civil defense and during the 1970s the United States organized the Federal Emergency Management Agency (FEMA), whose mission statement is: “to reduce loss of life and property and protect our nation’s critical infrastructure from all types of hazards through a comprehensive, risk-based emergency management program of mitigation, preparedness, response and recovery” (Federal Emergency Management Agency, 1999).  Although emergency management involves both the government and the private sector, in the case of water supply, the utility must take primary responsibility.  

Emergency management is based on sound plans, which should include, according to FEMA (Federal Emergency Management Agency, 1983):

· Purpose

· Situation and assumptions

· Concepts of operation

· Organization and responsibilities

· Direction and control

· Continuity of government

· Administration and logistics

· Plan development and management

· Authority and references

· Definitions

· Annexes

Others point out that standard plans may not be a good idea, as each organization is different.

The American Water Works Association (AWWA) has published guides and offers a manual, a video, and a special earthquake planning guide to aid communities (AWWA, 1994). Shimoda (1994) outlined five steps for water supply emergency plans, which generally follow the paradigm given above: hazard summary, vulnerability assessment, mitigation actions, preparedness planning and training, and emergency response and recovery.  He presented a matrix showing types of disasters and emergencies and how they might affect water organizations.  

In the water supply sector, the most common type of emergency is short term, caused by main breaks resulting from either natural or man-made hazards such as floods, hurricanes, earthquakes, tsunamis, tornadoes, power failures, landslides, terrorist attacks or similar events.  A longer term emergency would result from drought, contamination, loss of water source, and other causes.  A disaster such as war is the worst kind because it combines sudden onset with a long term imbalance between supply and demand.

According to FEMA (1983), mitigation, preparation, response, and recovery are the four stages of emergency management.  Explanations of these processes are as follows:

Mitigation


“Disaster–proofing” activities which eliminate or reduce the probability of a disaster.  Includes long-term activities to reduce effects of unavoidable disasters. In the case of water supply, mitigation includes reliable and flexible supply systems, cooperative plans for water–sharing and interconnections, preparing to conserve, alternative treatment, and removing high–risk components.

Preparedness
Necessary to extent that mitigation measures cannot prevent damages.  Governments, organizations, and individuals develop plans to save lives, minimize damage and enhance response operations.  Requires standby equipment and arrangements for mutual assistance.  Critical facilities should have water reserves.

Response
Follows an emergency or disaster.  Designed to provide emergency assistance for casualties, reduce probability of secondary damage and speed recovery operations. Command and control during an emergency are critical. Requires effective control through decisive actions based on accurate information, with established chain of command, effective decision support, and trained participants who understand chain of command and coordination requirements.  

Recovery
Continues until systems return to normal or better.  Short-term recovery returns vital life-support systems to minimum operating standards.  Long-term recovery may continue for a number of years after a disaster.  

Learning about emergency management

This working paper was prepared to initiate a research project and workshop on disaster management for water utilities.  Some of the problems, questions, and decisions are given in Figure 2.
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Figure 1.  Elements of risk management





Feedback





Figure 2.  Research Design
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